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ȷˊŬɔɞɟŮɨŮŰŬɘ ɖ ŬɜŰɘɔɟŬűɐ, ŬˊɞɗɐəŮɡůɖ əŬɘ ŭɘŬɜɞɛɐ Űɖɠ ˊŬɟɞɨůŬɠ ŮɟɔŬůɑŬɠ, Ůɝ ɞɚɞəɚɐɟɞɡ ɐ 

ŰɛɐɛŬŰɞɠ ŬɡŰɐɠ, ɔɘŬ Ůɛˊɞɟɘəɧ ůəɞˊɧ. ȺˊɘŰɟɏˊŮŰŬɘ ɖ ŬɜŬŰɨˊɤůɖ, ŬˊɞɗɐəŮɡůɖ əŬɘ ŭɘŬɜɞɛɐ ɔɘŬ 

ůəɞˊɧ Õɖ əŮɟŭɞůəɞˊɘəɧ, ŮəˊŬɘŭŮɡŰɘəɐɠ ɐ ŮɟŮɡɜɖŰɘəɐɠ űɨůɖɠ, ɡˊɧ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɜŬ ŬɜŬűɏɟŮŰŬɘ 

ɖ ˊɖɔɐ ˊɟɞɏɚŮɡůɖɠ əŬɘ ɜŬ ŭɘŬŰɖɟŮɑŰŬɘ Űɞ ˊŬɟɧɜ ɛɐɜɡɛŬ. ȺɟɤŰɐɛŬŰŬ ˊɞɡ Ŭűɞɟɞɨɜ Űɖ ɢɟɐůɖ Űɖɠ 

ŮɟɔŬůɑŬɠ ɔɘŬ əŮɟŭɞůəɞˊɘəɧ ůəɞˊɧ ˊɟɏˊŮɘ ɜŬ ŬˊŮɡɗɨɜɞɜŰŬɘ ˊɟɞɠ Űɞɜ ůɡɔɔɟŬűɏŬ.  

Ƀɘ ŬˊɧɣŮɘɠ əŬɘ ŰŬ ůɡɛˊŮɟɎůɛŬŰŬ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ůŮ ŬɡŰɧ Űɞ ɏɔɔɟŬűɞ ŮəűɟɎɕɞɡɜ Űɞɜ ůɡɔɔɟŬűɏŬ 

əŬɘ ŭŮɜ ˊɟɏˊŮɘ ɜŬ ŮɟɛɖɜŮɡɗŮɑ ɧŰɘ ŬɜŰɘˊɟɞůɤˊŮɨɞɡɜ Űɘɠ ŮˊɑůɖɛŮɠ ɗɏůŮɘɠ Űɞɡ Ⱥɗɜɘəɞɨ ɀŮŰůɧɓɘɞɡ 

ɄɞɚɡŰŮɢɜŮɑɞɡ.  



 

 

 

ɄŮɟɑɚɖɣɖ 

Ƀ ůəɞˊɧɠ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ ŮɑɜŬɘ ɜŬ ˊŮɟɘɔɟɎɣŮɘ Űɖɜ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ 

honeypots əŬɘ ɜŬ ˊŬɟɞɡůɘɎůŮɘ ˊɤɠ ŬɡŰɐ ůɡɛɓɎɚɚŮɘ ůŰɖɜ ŬůűɎɚŮɘŬ Űɤɜ ˊɚɖɟɞűɞɟɘŬəɩɜ 

ůɡůŰɖɛɎŰɤɜ ůɐɛŮɟŬ. ȼ ŭɘŮɝŬɔɤɔɐ Ůɜɧɠ ˊŮɘɟɎɛŬŰɞɠ əŬŰŬɔɟŬűɐɠ ŮˊɘɗɏůŮɤɜ ɓɞɐɗɖůŮ ůŰɖɜ 

ŮˊɑŰŮɡɝɖ Űɞɡ ˊŬɟŬˊɎɜɤ ůəɞˊɞɨ. ȸɎůɖ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ɖ ɛŮɚɏŰɖ Űɖɠ ENISA çProactive 

Detection of Security Incidents II  - Honeypotsè ́ɞɡ ŭɖɛɞůɘŮɨŰɖəŮ Űɞ 2012. 

ȼ ŬůűɎɚŮɘŬ Űɤɜ ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ ɐŰŬɜ ˊŬɟŬŭɞůɘŬəɎ ůɡɜɡűŬůɛɏɜɖ ɛŮ 

ɛɑŬ əŬŰɎ ɓɎůɖ ŬɛɡɜŰɘəɐ ɚɞɔɘəɐ. ɋůŰɧůɞ ůɐɛŮɟŬ ɔɑɜŮŰŬɘ űŬɜŮɟɐ ɖ ŬɜɎɔəɖ ɔɘŬ ˊɘɞ 

ŭɡɜŬɛɘəɎ ůɡůŰɐɛŬŰŬ ˊɟɞůŰŬůɑŬɠ əŬɘ ŬˊɧəŰɖůɖ ˊŮɟɘůůɧŰŮɟɤɜ ˊɚɖɟɞűɞɟɘɩɜ ůɢŮŰɘəɎ ɛŮ 

Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ.  

ȼ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots, ɚɞɘˊɧɜ, ŬˊɞŰŮɚŮɑ ɏɜŬɜ Űɟɧˊɞ ŮˊɑŰŮɡɝɖɠ Űɤɜ ˊŬɟŬˊɎɜɤ 

ůŰɧɢɤɜ. ɇŬ honeypots ŮɑɜŬɘ ŮɟɔŬɚŮɑŬ ˊɞɡ ɏɢɞɡɜ ɤɠ ůəɞˊɧ Űɖɜ ˊɟɞůɏɚəɡůɖ əŬəɧɓɞɡɚɤɜ 

ɢɟɖůŰɩɜ, Űɖɜ ˊŬɟŬˊɚɎɜɖůɖ əŬɘ ŬɚɚɖɚŮˊɑŭɟŬůɖ ɛŬɕɑ Űɞɡɠ əŬɘ Űɖɜ əŬŰŬɔɟŬűɐ Űɖɠ 

ůɡɛˊŮɟɘűɞɟɎɠ Űɞɡɠ. ɄɟɧəŮɘŰŬɘ ŭɖɚŬŭɐ ɔɘŬ ůɡůŰɐɛŬŰŬ ˊɞɡ Ůˊɘɗɡɛɞɨɜ Űɖɜ ˊŬɟŬɓɑŬůɐ Űɞɡɠ 

Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. 

ȷɟɢɘəɎ, ŭɑɜɞɜŰŬɘ ɞɘ ɓŬůɘəɞɑ ɞɟɘůɛɞɑ, ɞɘ əŬŰɖɔɞɟɘɞˊɞɘɐůŮɘɠ əŬɘ ŭɘɎűɞɟŮɠ ɢɟɐůɘɛŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ ɔɨɟɤ Ŭˊɧ Űɖɜ ůɡɔəŮəɟɘɛɏɜɖ ŰŮɢɜɞɚɞɔɑŬ. ɆŰɖ ůɡɜɏɢŮɘŬ, ɔɑɜŮŰŬɘ ŬɜŬɚɡŰɘəɐ 

ˊŮɟɘɔɟŬűɐ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ ˊɞɡ ŭɘŮɝɐɢɗɖ ɔɘŬ Űɖɜ ŮɝŬɔɤɔɐ ůɡɛˊŮɟŬůɛɎŰɤɜ əŬɘ ůŮ ˊɟŬəŰɘəɧ 

ŮˊɑˊŮŭɞ. 

ɇŬ honeypots ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ ůŰɞ ˊŮɑɟŬɛŬ ŮɑɜŬɘ ŰŬ Kippo, Glastopf, Dionaea, 

Amun. ȷɡŰɎ ŰɞˊɞɗŮŰɐɗɖəŬɜ ůŰɞ ŮɟɔŬůŰɐɟɘɞ Islab Űɞɡ ȽɜůŰɘŰɞɨŰɞɡ Ʉɚɖɟɞűɞɟɘəɐɠ əŬɘ 

ɇɖɚŮˊɘəɞɘɜɤɜɘɩɜ Űɞɡ Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ. çȹɖɛɧəɟɘŰɞɠè əŬɘ ɛŮ ɢɟɐůɖ Ůɝɞˊɚɘůɛɞɨ Űɞɡ ŮɟɔŬůŰɖɟɑɞɡ 

ŮŰɞɘɛɎůŰɖəŬɜ ɔɘŬ əŬŰŬɔɟŬűɐ ŮˊɘɗɏůŮɤɜ Ŭˊɧ Űɞ ŭɘŬŭɑəŰɡɞ. ȺɟɔŬɚŮɑɞ - əɚŮɘŭɑ ůŰɖɜ 

ŰɞˊɞɚɞɔɑŬ Űɞɡ  ˊŮɘɟɎɛŬŰɞɠ ŬˊɞŰɏɚŮůŮ Űɞ honeywall. Ʌɧɚɞɠ Űɞɡ ɖ əŬŰŬɔɟŬűɐ əŬɘ ɞ ɏɚŮɔɢɞɠ 

ɞˊɞɘŬůŭɐˊɞŰŮ əɑɜɖůɖɠ Ŭˊɧ Űɞ ŭɘŬŭɑəŰɡɞ ůŰŬ honeypots ŬɚɚɎ əŬɘ Ŭˊɧ ŰŬ honeypots ˊɟɞɠ 

ɎɚɚŬ ůɡůŰɐɛŬŰŬ (ŮɛˊɞŭɑɕɞɜŰɎɠ Űɖɜ ɧˊɞɡ ˊɟɏˊŮɘ). 

ɆŰɞ ŰŮɚŮɡŰŬɑɞ əɞɛɛɎŰɘ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ ˊŬɟɞɡůɘɎɕɞɜŰŬɘ ŰŬ ůɡɛˊŮɟɎůɛŬŰŬ 

ˊɞɡ ˊɟɞɏəɡɣŬɜ Ŭˊɧ Űɖɜ ŬɜɎɚɡůɖ Űɤɜ ŮˊɘɗɏůŮɤɜ, ůɡɔəɟɑɜɞɜŰŬɘ ɛŮ ŬɡŰɎ Űɖɠ ENISA əŬɘ 

ŬˊŮɘəɞɜɑɕɞɜŰŬɘ ɛŮ ůŰŬŰɘůŰɘəɧ Űɟɧˊɞ.   

 

 
ȿɏɝŮɘɠ ȾɚŮɘŭɘɎ: <<ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ, ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ, ŬůűɎɚŮɘŬ ˊɚɖɟɞűɞɟɘŬəɩɜ 

ůɡůŰɖɛɎŰɤɜ, ůɡůŰɐɛŬŰŬ ŬɜɑɢɜŮɡůɖɠ Ůɘůɓɞɚɐɠ, honeypot, honeynet, honeywall, Dionaea, Amun, 

Kippo, Glastopf >> 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 
Abstract 

The purpose of this diploma thesis is to describe the honeypot technology and to 

present how it contributes to the information systems security nowadays. An experiment, 

based on honeypots, was helpful in our effort to achieve our goals. ENISAôs report on 

ñProactive Detection of Security Incidents II - Honeypotsò, published in 2012, was the basis 

of this thesis. 

The information systems security was traditionally interwoven with a basically 

defensive policy. Though, nowadays, it is obvious the need for more dynamical protection 

systems and collection of data about the attacker. 

So the technology of honeypots is a way to achieve the above goals. Honeypots are 

tools which were implemented in order to attract and deceive attackers, to interact with them 

and capture information about their behavior. 

In the beginning of this thesis, someone will find definitions, classifications and other 

useful information concerning honeypot technology. Subsequently, a detailed description of 

the experiment, conducted to reach on practical conclusions, is given. 

Kippo, Glastopf, Dionaea, Amun are the four honeypots that were used in the 

experiment, that took place in Islab of the Institute of Informatics and Telecommunications 

(IIT) of National Centre for Scientific Research (NCSR) ñDemokritosò. Laboratoryôs 

equipment was used to set up these four honeypots in order to log attacks from the internet. 

A key tool to the experimentôs topology was honeywall. Its purpose is the capture and 

control of traffic from the internet to honeypots and vice versa (blocked when itôs 

necessary). 

In the last part of this diploma thesis, attacksô logs are analyzed and conclusions are 

presented, followed by statistic figures. There is also a comparison between ENISAôs and 

this diploma thesisô results. 

 

 
Keywords: <<low-interaction, high-interaction, information systems security, intrusion detection 

systems, IDS, honeypot, honeynet, honeywall, Dionaea, Amun, Kippo, Glastopf>> 



 

 

 



 

 

 

 

 

 

ȺɡɢŬɟɘůŰɑŮɠ 

 
ȼ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ ŬˊɞŰŮɚŮɑ Űɞ ŮˊɘůŰɏɔŬůɛŬ Űɖɠ ˊɟɞůˊɎɗŮɘŬɠ ɞɚɞəɚɐɟɤůɖɠ Űɤɜ 

ˊɟɞˊŰɡɢɘŬəɩɜ ůˊɞɡŭɩɜ ůŰɞ Ⱥɗɜɘəɧ ɀŮŰůɧɓɘɞ ɄɞɚɡŰŮɢɜŮɑɞ (Ⱥ.ɀ.Ʉ.) əŬɘ ɗŬ ɐɗŮɚŬ ɜŬ 

ŮɡɢŬɟɘůŰɐůɤ ɧɚɞɡɠ ɧůɞɡɠ ůɡɜɏɓŬɚɚŬɜ ɛŮ ɞˊɞɘɞŭɐˊɞŰŮ Űɟɧˊɞ ůŮ ŬɡŰɐ Űɖɜ ˊɟɞůˊɎɗŮɘŬ. 

Ƀɘ ŮɛˊŮɘɟɑŮɠ əŬɘ ɞɘ ɔɜɩůŮɘɠ ˊɞɡ ŬˊɏəŰɖůŬ ůŰɞ ŮɟɔŬůŰɐɟɘɞ Islab Űɞɡ ȽɜůŰɘŰɞɨŰɞɡ 

Ʉɚɖɟɞűɞɟɘəɐɠ əŬɘ ɇɖɚŮˊɘəɞɘɜɤɜɘɩɜ Űɞɡ Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ. çȹɖɛɧəɟɘŰɞɠè ɐŰŬɜ ɘŭɘŬɑŰŮɟŬ 

ůɖɛŬɜŰɘəɏɠ əŬɘ ɛɞɜŬŭɘəɏɠ, əŬɗɩɠ ˊɟɧəŮɘŰŬɘ ɔɘŬ ɏɜŬ ŮɟɔŬůŰɐɟɘɞ ŭɘŬɢŮɑɟɘůɖɠ ˊɟŬɔɛŬŰɘəɩɜ 

əŬŰŬůŰɎůŮɤɜ ůŮ ɗɏɛŬŰŬ ŭɘəŰɨɤɜ əŬɘ ŭɘəŰɡŬəɐɠ ŬůűɎɚŮɘŬɠ. 

ȰŰůɘ, ɗŬ ɐɗŮɚŬ ɜŬ ŮɡɢŬɟɘůŰɐůɤ Űɞɡɠ ə. ɆɡəɎ ȺɡůŰɎɗɘɞ əŬɗɖɔɖŰɐ Űɞɡ Ⱥ.ɀ.Ʉ., ə. 

Ⱦɞɟɞɓɏůɖ ȽɤɎɜɜɖ ɡˊŮɨɗɡɜɞ ŮɟŮɡɜɖŰɐ əŬɘ ɘŭɟɡŰɐ Űɞɡ ŮɟɔŬůŰɐɟɘɞɡ Islab Űɞɡ ȽɜůŰɘŰɞɨŰɞɡ 

Ʉɚɖɟɞűɞɟɘəɐɠ əŬɘ ɇɖɚŮˊɘəɞɘɜɤɜɘɩɜ Űɞɡ Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ. çȹɖɛɧəɟɘŰɞɠè əŬɘ Űɞɜ ə. ȾŬɜŬɓɑŭɖ 

ȾɤɜůŰŬɜŰɑɜɞ ɡˊɞɣɐűɘɞ ŭɘŭɎəŰɞɟŬ ˊɞɡ ɛɞɡ ɏŭɤůŬɜ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɐůɤ Űɖ 

ůɡɔəŮəɟɘɛɏɜɖ ŭɘˊɚɤɛŬŰɘəɐ ůŰɞ ŮɟɔŬůŰɐɟɘɞ Űɞɡ Islab Űɞɡ Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ. çȹɖɛɧəɟɘŰɞɠè.  

ɆɡɔəŮəɟɘɛɏɜŬ, ŮɡɢŬɟɘůŰɩ Űɞɜ ə. ɆɡəɎ ɔɘŬ Űɖ ůɡɜŮɟɔŬůɑŬ ůŰɖɜ ɞɚɞəɚɐɟɤůɖ Űɖɠ 

ŭɘˊɚɤɛŬŰɘəɐɠ, ˊŬɟɏɢɞɜŰŬɠ ˊŬɟɎɚɚɖɚŬ Űɖ ɓɞɐɗŮɘŬ Űɞɡ əŬɘ əŬɑɟɘŮɠ ˊŬɟŬŰɖɟɐůŮɘɠ, ɧɞ́ŰŮ 

ɢɟŮɘɎůŰɖəŮ. 

Ⱥˊɑůɖɠ, ŮɡɢŬɟɘůŰɩ Űɞɡɠ ə. Ⱦɞɟɞɓɏůɖ əŬɘ ə. ȾŬɜŬɓɑŭɖ ɔɘŬ Űɖ ɓɞɐɗŮɘŬ Űɞɡɠ ůŰɞ ɢɩɟɞ Űɞɡ 

ŮɟɔŬůŰɐɟɘɞɡ, əŬŰɎ Űɖ ŭɘɎɟəŮɘŬ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ ŬɚɚɎ əŬɘ ůŮ ɧɚɖ Űɖ ŭɘɎɟəŮɘŬ ůɡɔɔɟŬűɐɠ Űɖɠ 

ŮɟɔŬůɑŬɠ. Ƀɘ ɔɜɩůŮɘɠ əŬɘ ɞɘ ˊŬɟŬŰɖɟɐůŮɘɠ Űɞɡɠ ɐŰŬɜ ˊɞɚɨŰɘɛŮɠ ɔɘŬ Űɖɜ ɞɚɞəɚɐɟɤůɖ Űɖɠ 

ŮɟɔŬůɑŬɠ. 

ȰɜŬ ŮɡɢŬɟɘůŰɩ əŬɘ ůŰŬ ɡˊɧɚɞɘˊŬ ɛɏɚɖ Űɞɡ ŮɟɔŬůŰɖɟɑɞɡ ə. ɀŬɟɞɨɔəŬ Ɂɑəɞ, əŬ. Ɂɏůůɖ 

ȸɑɓɘŬɜ, ə. ȾɞɡŰůɞɨɟɖ ɉɎɟɖ ɔɘŬ Űɖɜ ˊɞɚɨɛɞɟűɖ ůɡɛɓɞɚɐ Űɞɡɠ, ŬɚɚɎ əŬɘ ɔɘŬ Űɞ ŮɡɢɎɟɘůŰɞ 

əɚɑɛŬ ůɡɜŮɟɔŬůɑŬɠ. 

ɇɏɚɞɠ, ɗŬ ɐɗŮɚŬ ɜŬ ŮɡɢŬɟɘůŰɐůɤ Űɞɡɠ ɔɞɜŮɑɠ ɛɞɡ əŬɘ Űɞɜ ŬŭŮɚűɧ ɛɞɡ ɔɘŬ Űɖɜ ŬˊŮɟɘɧɟɘůŰɖ 

ůɡɛˊŬɟɎůŰŬůɖ ɧɚŬ ŬɡŰɎ ŰŬ ɢɟɧɜɘŬ Űɤɜ ůˊɞɡŭɩɜ ɛɞɡ.  
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1    

ȺɘůŬɔɤɔɐ 

1.1 ȷůűɎɚŮɘŬ ɄɚɖɟɞűɞɟɘŬəɩɜ ɆɡůŰɖɛɎŰɤɜ 

ȼ ůɖɛŮɟɘɜɐ Ůˊɞɢɐ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ůŮ ɛŮɔɎɚɞ ɓŬɗɛɧ Ŭˊɧ Űɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ əŬɘ Űɞ ŭɘŬŭɑəŰɡɞ. 

ȼ ɢɟɐůɖ Űɞɡɠ ŬˊɞŰŮɚŮɑ ŬɜŬˊɧůˊŬůŰɞ əɞɛɛɎŰɘ Űɖɠ əŬɗɖɛŮɟɘɜɧŰɖŰŬɠ ɛŬɠ. ɇɖɜ ŰŮɚŮɡŰŬɑŬ 

ŭŮəŬˊŮɜŰŬŮŰɑŬ ɏɢŮɘ ůɖɛŮɘɩůŮɘ ɛŮɔɎɚɖ ŬɜɎˊŰɡɝɖ əŬɘ Űɞ ɛɧɜɞ ůɑɔɞɡɟɞ ŮɑɜŬɘ ɖ ůɡɜŮɢɘɕɧɛŮɜɖ 

Ŭɜɞŭɘəɐ Űɖɠ ˊɞɟŮɑŬ. ɇŮɟɎůŰɘŮɠ ɡˊɞŭɞɛɏɠ ɏɢɞɡɜ ɢŰɘůŰŮɑ ɛŮ ɓɎůɖ Űɖɜ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ 

ɡˊɞɚɞɔɘůŰɩɜ əŬɘ Űɞɡ ŭɘŬŭɘəŰɨɞɡ, Ůɜɩ ˊɚɏɞɜ ůɢŮŭɧɜ əɎɗŮ ůˊɑŰɘ  ɏɢŮɘ ůŰɖɜ əŬŰɞɢɐ Űɞɡ Űɖɜ 

ŰŮɢɜɞɚɞɔɑŬ ŬɡŰɐ. ȼ ůɡɜŮɢɐɠ ŬɡŰɐ ŬɜɎˊŰɡɝɖ ɏɢŮɘ ɤɠ ŮˊŬəɧɚɞɡɗɞ Űɖɜ ŮɛűɎɜɘůɖ ɗŮɛɎŰɤɜ 

ŬůűŬɚŮɑŬɠ, Ŭűɞɨ ˊɎɜŰŬ ɡˊɎɟɢŮɘ əɎˊɞɘɞɠ ˊɞɡ ɗɏɚŮɘ ɜŬ ŬˊɞəŰɐůŮɘ ˊŮɟɘůůɧŰŮɟɖ ˊɚɖɟɞűɞɟɑŬ, 

ˊŮɟɘůůɧŰŮɟŬ ŭŮŭɞɛɏɜŬ. 

Ƀ ɧɟɞɠ ŬůűɎɚŮɘŬ ŬɜŬűɏɟŮŰŬɘ ůŰɖɜ ˊɟɞůŰŬůɑŬ Ŭˊɧ əɎˊɞɘŬ ŬˊŮɘɚɐ. ɆɡɔəŮəɟɘɛɏɜŬ ůŰɖɜ 

Ů́ɟɑˊŰɤůɐ ɛŬɠ, ɖ ŬůűɎɚŮɘŬ ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ ŬůɢɞɚŮɑŰŬɘ ɛŮ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ 

ɡˊɞɚɞɔɘůŰɩɜ, Űɤɜ ŭɘəŰɨɤɜ ˊɞɡ Űɞɡɠ ŭɘŬůɡɜŭɏɞɡɜ əŬɘ Űɤɜ ŭŮŭɞɛɏɜɤɜ ůŮ ŬɡŰɎ ŰŬ ůɡůŰɐɛŬŰŬ, 

ŬˊɞŰɟɏˊɞɜŰŬɠ Űɖ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ ɐ ɢɟɐůɖ Űɞɡɠ.  

ȹɑəŰɡŬ ɡˊɞɚɞɔɘůŰɩɜ ůɡɜŭɏɞɡɜ ŮəŬŰɞɜŰɎŭŮɠ ɢɘɚɘɎŭŮɠ ůɡůŰɐɛŬŰŬ ɡˊɞɚɞɔɘůŰɩɜ ůŮ ɧɚɞ Űɞɜ 

əɧůɛɞ. ɆɐɛŮɟŬ, ŬɡŰɧ Űɞ ůɨɜɞɚɞ Űɤɜ ŭɘəŰɨɤɜ Űɞ ɔɜɤɟɑɕɞɡɛŮ ɛŮ Űɞɜ ɧɟɞ ŭɘŬŭɑəŰɡɞ. ȷɟɢɘəɎ 

ˊɟɞɞɟɘɕɧŰŬɜ ɔɘŬ ŮɟŮɡɜɖŰɘəɐ əŬɘ ůŰɟŬŰɘɤŰɘəɐ ɢɟɐůɖ, ɧɛɤɠ ɛŮ Űɖɜ ŮűŮɨɟŮůɖ Űɞɡ 

ɄɟɤŰɞəɧɚɚɞɡ ɀŮŰŬűɞɟɎɠ ɈˊŮɟəŮɘɛɏɜɞɡ (HTTP) Ŭˊɧ Űɞɜ Tim Berners-Lee Űɞ 1989 ɏɔɘɜŮ 

ŮɝŬɘɟŮŰɘəɎ ŭɖɛɞűɘɚɏɠ.  



 

2 

 

ɀŮ Űɞɜ əŬɘɟɧ ɖ Ŭɨɝɖůɖ Űɤɜ ɢɟɖůŰɩɜ ɞŭɐɔɖůŮ Űɞ ŭɘŬŭɑəŰɡɞ ůŰɞ ɜŬ ɛŮŰŬŰɟŬˊŮɑ ůŮ ɛɘŬ 

ɛɘəɟɞɔɟŬűɑŬ Űɖɠ əɞɘɜɤɜɑŬɠ, əɚɖɟɞɜɞɛɩɜŰŬɠ əŬɘ ŰŬ ɧˊɞɘŬ ˊɟɞɓɚɐɛŬŰŬ ŬɡŰɐ ůɡɜŮˊɎɔŮŰŬɘ. ũɘŬ 

ˊŬɟɎŭŮɘɔɛŬ, ɖ Ŭɜɗɟɩˊɘɜɖ ˊŮɟɘɏɟɔŮɘŬ ɐŰŬɜ ŬɡŰɐ ˊɞɡ ɞŭɐɔɖůŮ ůŰɖ ŭɖɛɘɞɡɟɔɑŬ Űɞɡ ˊɟɩŰɞɡ 

worm (əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ), ɧˊɤɠ əŬɘ ůŰɖ ůɎɟɤůɖ ŭɘəŰɨɤɜ (network scanning) ɔɘŬ Űɖɜ 

ŮɨɟŮůɖ Űɞɡ ˊɚɐɗɞɡɠ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ ɐ Űɤɜ ɟɡɗɛɑůŮɩɜ Űɞɡɠ. ɆŰɖ ůɖɛŮɟɘɜɐ Ůˊɞɢɐ ŬɡŰɏɠ ɞɘ 

ůŬɟɩůŮɘɠ ŮɑɜŬɘ əɎŰɘ ůɡɜɖɗɘůɛɏɜɞ ɧɢɘ ɧɛɤɠ əŬɘ Űɞ ɑŭɘɞ əŬɚɞˊɟɞŬɑɟŮŰŮɠ ɧˊɤɠ ˊŬɚɘɧŰŮɟŬ. 

Ʉɞɚɚɏɠ Ŭˊɧ ŬɡŰɏɠ ɢŬɟŬəŰɖɟɑɕɞɜŰŬɘ Ŭˊɧ ŭɧɚɞ ɛŮ ůəɞˊɧ Űɞ əɏɟŭɞɠ. 

ȼ ŭɖɛɞŰɘəɧŰɖŰŬ Űɞɡ ŭɘŬŭɘəŰɨɞɡ ůɡɜŮɢɑɕŮɘ ɜŬ ŬɡɝɎɜŮŰŬɘ ɛŮ ɔɞɟɔɞɨɠ ɟɡɗɛɞɨɠ ˊɟɞŰɟɏˊɞɜŰŬɠ 

Űɖɜ ŬůűɎɚŮɘŬ ɜŬ ŮɝŮɚɘɢɗŮɑ əŬɘ ŬɡŰɐ Űɞ ɑŭɘɞ ɔɟɐɔɞɟŬ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡ ɖɚŮəŰɟɞɜɘəɞɨ 

ɛɘəɟɧəɞůɛɞɡ, ŭɘŬŰɖɟɩɜŰŬɠ Űɞɜ ɚŮɘŰɞɡɟɔɘəɧ. ȼ ɢɟɧɜɘŬ ɛŮɚɏŰɖ əŬɘ ŮɛˊŮɘɟɑŬ ˊɎɜɤ ůŰɞɜ ŰɞɛɏŬ 

Űɖɠ ŬůűɎɚŮɘŬɠ, ŭɡůŰɡɢɩɠ, ŭŮɜ ŮɑɜŬɘ ŭŮŭɞɛɏɜɞ ɧŰɘ ŮɝŬůűŬɚɑɕŮɘ Űɞ ŮˊɘɗɡɛɖŰɧ ŬˊɞŰɏɚŮůɛŬ. 

ɁɏŮɠ ŬˊŮɘɚɏɠ əŬɘ ŬˊɟɞůŭɧəɖŰŬ əŮɜɎ ŬůűŬɚŮɑŬɠ (vulnerabilities) ŮɛűŬɜɑɕɞɜŰŬɘ əɎɗŮ ɛɏɟŬ ɛŮ 

ŬˊɞŰɏɚŮůɛŬ ɞɘ ɡˊɞɚɞɔɘůŰɏɠ ɜŬ ɛɖɜ ŮɑɜŬɘ ŬůűŬɚŮɑɠ əŬɘ ɔɘŬ ŬɡŰɧ Űɞ ɚɧɔɞ ɜŬ ŬˊŬɘŰŮɑŰŬɘ ɛɘŬ 

ůɡɜŮɢɐɠ ˊɟɞůˊɎɗŮɘŬ ˊɟɧɚɖɣɖɠ (prevention) əŬɘ ŬɜɑɢɜŮɡůɖɠ (detection) Űɤɜ əɘɜŭɨɜɤɜ. 

1.2 ȷɜŰɘəŮɑɛŮɜɞ ȹɘˊɚɤɛŬŰɘəɐɠ ȺɟɔŬůɑŬɠ 

ȳˊɤɠ ŬɜŬűɏɟɗɖəŮ əŬɘ ůŰɖɜ ˊɟɞɖɔɞɨɛŮɜɖ ˊŬɟɎɔɟŬűɞ ɖ ŬůűɎɚŮɘŬ ŬˊɞŰŮɚŮɑ ɏɜŬ əɡɟɑŬɟɢɞ 

ɗɏɛŬ ůŰɘɠ ůɖɛŮɟɘɜɏɠ ŮˊɘəɞɘɜɤɜɑŮɠ. ȼ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ, ɚɞɘˊɧɜ, ůɢŮŰɑɕŮŰŬɘ ɛŮ ɛɘŬ 

ŰŮɢɜɞɚɞɔɑŬ ŬɜɑɢɜŮɡůɖɠ ŬˊŮɘɚɩɜ əŬɘ Ůɜɑůɢɡůɖɠ Űɖɠ ŬůűɎɚŮɘŬɠ, Űɖɜ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots. 

ɇŬ honeypots ŬˊɞŰŮɚɞɨɜ ůɡůŰɐɛŬŰŬ ˊɞɡ ɏɢɞɡɜ ɤɠ ůŰɧɢɞ Űɖɜ ˊŬɟŬˊɚɎɜɖůɖ əŬɘ ˊɟɞůɏɚəɡůɖ 

əŬəɧɓɞɡɚɤɜ ɢɟɖůŰɩɜ ɛŮ ɛɧɜɞ ůəɞˊɧ Űɖɜ ůɡɚɚɞɔɐ ˊɚɖɟɞűɞɟɘɩɜ ůɢŮŰɘəɎ ɛŮ ŰŬ 

ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɖɠ ŮˊɑɗŮůɖɠ əŬɘ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ. ȸŬůɑɕŮŰŬɘ ůŰɖ ɛŮɚɏŰɖ Űɖɠ ENISA 

çProactive Detection of Security Incidents II  ï Honeypotsè, ɛŮ Űɖɜ ENISA ɜŬ ŬˊɞŰŮɚŮɑ ɏɜŬɜ 

ŮɡɟɤˊŬɥəɧ ɞɟɔŬɜɘůɛɧ ɡˊŮɨɗɡɜɞ ůŮ ɗɏɛŬŰŬ ŬůűɎɚŮɘŬɠ əŬɘ ɞ ɞˊɞɑɞɠ ɗŬ ˊŮɟɘɔɟŬűŮɑ ůŮ ŮˊɧɛŮɜɞ 

əŮűɎɚŬɘɞ. Ʉɘɞ ůɡɔəŮəɟɘɛɏɜŬ, ɖ ŮɟɔŬůɑŬ ŬˊɞŰŮɚŮɑ ɛɘŬ ŮˊŬɜŮɝɏŰŬůɖ əɎˊɞɘɤɜ honeypots Űɖɠ 

ɏɟŮɡɜŬɠ Űɖɠ ENISA ɛɏůɤ ˊŮɘɟɎɛŬŰɞɠ ˊɞɡ ŭɘŮɝɐɢɗɖ ůŰɞ Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ çȹɖɛɧəɟɘŰɞɠè, ɛŮ ůəɞˊɧ 

Űɖɜ ɛŮɚɏŰɖ Űɤɜ honeypots əŬɘ Űɤɜ ŬˊɞŰŮɚŮůɛɎŰɤɜ ˊɞɡ ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ Űɘɠ əŬŰŬɔɟŬűɏɠ Űɞɡɠ. 

1.3 ɆŰɧɢɞɘ Űɖɠ ȹɘˊɚɤɛŬŰɘəɐɠ ȺɟɔŬůɑŬɠ 

ȼ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ ŮˊɘŭɘɩəŮɘ ɜŬ əŬŰŬɚɐɝŮɘ ůŮ ůɡɛˊŮɟɎůɛŬŰŬ ůɢŮŰɘəɎ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ 

Űɤɜ ŭɘəŰɨɤɜ əŬɘ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ əŬɘ Űɞɜ ɟɧɚɞ ˊɞɡ ŭɘŬŭɟŬɛŬŰɑɕŮɘ ɖ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ 

honeypots ůŮ ŬɡŰɐ. ɆɡɜŮˊɩɠ, ɞɘ ůŰɧɢɞɘ ˊɞɡ ŮˊɘŭɘɩəŮŰŬɘ ɜŬ ŮˊɘŰŮɡɢɗɞɨɜ ŮɑɜŬɘ: 

1. ɖ ˊŬɟŬˊɚɎɜɖůɖ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ əŬɘ ɖ ŬˊɧəŰɖůɖ ˊɚɖɟɞűɞɟɘɩɜ ůɢŮŰɘəɏɠ ɛŮ Űɞɜ ɑŭɘɞ, 

Űɞɜ Űɟɧˊɞ ŮˊɑɗŮůɐɠ Űɞɡ əŬɘ ŰŬ əɑɜɖŰɟɎ Űɞɡ əŬŰɎ Űɖɜ ŮˊɑɗŮůɖ, 
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2. ɖ Ŭɝɘɞɚɧɔɖůɖ Űɤɜ honeypots ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ əɎˊɞɘŬ Ŭˊɧ ŰŬ əɟɘŰɐɟɘŬ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ əŬɘ ůŰɖ ɛŮɚɏŰɖ Űɖɠ ENISA (ˊ.ɢ. ŮɡəɞɚɑŬ ɢɟɐůɖɠ əŬɘ ůŰɖůɑɛŬŰɞɠ, 

ɓɘɓɚɘɞɔɟŬűɑŬ, ŬɜɎɔəɖ ůŮ ˊɧɟɞɡɠ, Ŭˊɧŭɞůɖ), 

3. ůŰŬŰɘůŰɘəɐ əŬɘ ɔɟŬűɘəɐ ŬˊŮɘəɧɜɘůɖ Űɤɜ ŬˊɞŰŮɚŮůɛɎŰɤɜ ůɢŮŰɘəɎ ɛŮ Űɖɜ əɑɜɖůɖ ůŰɞ 

ŭɘŬŭɑəŰɡɞ, Űɘɠ ɡˊɖɟŮůɑŮɠ ˊɞɡ ɞɘ əŬəɧɓɞɡɚɞɘ ɢɟɐůŰŮɠ Ůˊɘŭɘɩəɞɡɜ ɜŬ ŮəɛŮŰŬɚɚŮɡŰɞɨɜ, 

ŰŬ əŬəɧɓɞɡɚŬ ɚɞɔɘůɛɘəɎ, Űɞɡɠ Űɟɧˊɞɡɠ ŮˊɑɗŮůɖɠ. 

1.4 ɃɟɔɎɜɤůɖ ȾŮɘɛɏɜɞɡ 

ȼ ŭɞɛɐ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ ŮɑɜŬɘ ɖ Ŭəɧɚɞɡɗɖ: 

ɇɞ ˊɟɩŰɞ əŮűɎɚŬɘɞ ŬˊɞŰŮɚŮɑ ŮɘůŬɔɤɔɐ ůŰɞ ŬɜŰɘəŮɑɛŮɜɞ ˊɞɡ ɗŬ ɛŬɠ ŬˊŬůɢɞɚɐůŮɘ. 

ɄŬɟɞɡůɘɎɕŮɘ Űɞ ɗɏɛŬ ˊɞɡ ˊɟŬɔɛŬŰŮɨŮŰŬɘ ɖ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ əŬɗɩɠ əŬɘ Űɞɡɠ ůŰɧɢɞɡɠ 

ˊɞɡ ŮˊɘŭɘɩəŮɘ ɜŬ ŮˊɘŰɨɢŮɘ. 

ɆŰɞ ŭŮɨŰŮɟɞ əŮűɎɚŬɘɞ ˊŬɟɞɡůɘɎɕŮŰŬɘ Űɞ ɗŮɤɟɖŰɘəɧ ɡˊɧɓŬɗɟɞ ˊɞɡ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞ ɔɘŬ Űɖɜ 

əŬŰŬɜɧɖůɖ Ůɜɜɞɘɩɜ ŬɚɚɎ əŬɘ ůɡůŰɖɛɎŰɤɜ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ. 

ɆŰɞ ŰɟɑŰɞ əŮűɎɚŬɘɞ ˊŮɟɘɔɟɎűŮŰŬɘ ɖ ɛŮɚɏŰɖ Űɖɠ ENISA ˊɞɡ ŬˊɞŰŮɚŮɑ Űɖ ɓɎůɖ Űɖɠ 

ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ əŬɗɩɠ əŬɘ ɛɘŬ ůɨɜŰɞɛɖ ŮɘůŬɔɤɔɐ ůŰɞ ˊŮɑɟŬɛŬ ɛŮ ɛɘŬ ůɡɜɞˊŰɘəɐ 

ˊŮɟɘɔɟŬűɐ Űɖɠ ŰɞˊɞɚɞɔɑŬɠ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ. 

ɆŰɞ ŰɏŰŬɟŰɞ əŮűɎɚŬɘɞ ɔɑɜŮŰŬɘ ŬɜŬɚɡŰɘəɐ ˊŬɟɞɡůɑŬůɖ Űɖɠ ˊŮɘɟŬɛŬŰɘəɐɠ ŭɘɎŰŬɝɖɠ ŬɚɚɎ əŬɘ 

Űɤɜ ůŰɞɘɢŮɑɤɜ ˊɞɡ Űɖɜ ŬˊɞŰŮɚɞɨɜ (ɚŮɘŰɞɡɟɔɑŬ, ŮɔəŬŰɎůŰŬůɖ, ɟɡɗɛɑůŮɘɠ, ɢŬɟŬəŰɖɟɘůŰɘəɎ). 

ɄŮɟɘɔɟɎűŮŰŬɘ ɚŮˊŰɞɛŮɟɩɠ ɖ ˊɞɟŮɑŬ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ. 

ɆŰɞ ˊɏɛˊŰɞ əŮűɎɚŬɘɞ ˊŬɟɞɡůɘɎɕɞɜŰŬɘ ŰŬ ŭɘɎűɞɟŬ ŬˊɞŰŮɚɏůɛŬŰŬ ˊɞɡ ˊɟɞɏəɡɣŬɜ Ŭˊɧ Űɖɜ 

ŭɘŮɝŬɔɤɔɐ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ. Ⱥˊɑůɖɠ, ˊŮɟɘɚŬɛɓɎɜŮɘ ůɡɛˊŮɟɎůɛŬŰŬ əŬɘ ůɢɞɚɘŬůɛɧ Űɤɜ ůŰɧɢɤɜ 

Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ůɨɛűɤɜŬ ɛŮ ŰŬ ˊŬɟŬˊɎɜɤ ŬˊɞŰŮɚɏůɛŬŰŬ.  

ɇɞ ɏəŰɞ əŮűɎɚŬɘɞ ŬˊɞŰŮɚŮɑ Űɞɜ Ůˊɑɚɞɔɞ Űɖɠ ŮɟɔŬůɑŬɠ, ɧˊɞɡ ŬɜŬűɏɟŮŰŬɘ ɗɏɛŬ ɔɘŬ ɛŮɚɚɞɜŰɘəɐ 

ŮɟɔŬůɑŬ əŬɘ ɛɘŬ ůɨɜɞɣɖ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ. 

ɇɞ ɏɓŭɞɛɞ əŬɘ ŰŮɚŮɡŰŬɑɞ əŮűɎɚŬɘɞ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ ɓɘɓɚɘɞɔɟŬűɑŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ɔɘŬ 

Űɖ ůɡɔɔɟŬűɐ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ. 
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2                                  

ŪŮɤɟɖŰɘəɧ ɈˊɧɓŬɗɟɞ 

2.1 ɄŮɟɘɔɟŬűɐ ȾŮűŬɚŬɑɞɡ 

ɆŰɞ əŮűɎɚŬɘɞ ŬɡŰɧ ɔɑɜŮŰŬɘ ɛɘŬ ˊŮɟɘɔɟŬűɐ ůɖɛŬɜŰɘəɩɜ Ůɜɜɞɘɩɜ Űɞɡ ŰɞɛɏŬ Űɖɠ ŬůűɎɚŮɘŬɠ, ɞɘ 

ɞˊɞɑŮɠ ŬɜŬűɏɟɞɜŰŬɘ ůɡɢɜɎ ůŰɞ ɡˊɧɚɞɘˊɞ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ. ȼ ůɖɛŬůɑŬ, ɚɞɘˊɧɜ, Űɞɡ 

əŮűŬɚŬɑɞɡ ŮɑɜŬɘ ɖ əŬŰŬɜɧɖůɖ ŬɡŰɩɜ Űɤɜ ɧɟɤɜ əŬɘ ůɡůŰɖɛɎŰɤɜ. 

2.2 ɇɨˊɞɘ ȹɘəŰɡŬəɩɜ ȺˊɘɗɏůŮɤɜ  

ȼ ɏɚɚŮɘɣɖ ɛɏŰɟɤɜ ŬůűŬɚŮɑŬɠ əŬɘ ůɡɢɜɩɜ Ůɚɏɔɢɤɜ əŬɗɘůŰɞɨɜ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŮɡɎɚɤŰŮɠ ůŮ 

ŮˊɘɗɏůŮɘɠ Ŭˊɧ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ. Ƀɘ ŮˊɘɗɏůŮɘɠ ŬɡŰɏɠ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ:  

¶ ɄŬɗɖŰɘəɏɠ  

ɆŰɘɠ ˊŬɗɖŰɘəɏɠ ŮˊɘɗɏůŮɘɠ ŰŬ ŭŮŭɞɛɏɜŬ Űɞɡ ɗɨɛŬŰɞɠ ˊŬɟŬəɞɚɞɡɗɞɨɜŰŬɘ Ŭˊɧ Űɞɜ 

ŮɘůɓɞɚɏŬ ɛŮ ůəɞˊɧ ɜŬ ŬˊɞəŰɐůŮɘ ŮɡŬɑůɗɖŰŮɠ ˊɚɖɟɞűɞɟɑŮɠ, ɧˊɤɠ əɤŭɘəɞɨɠ ŬɚɚɎ ɧɢɘ 

ɜŬ Űɘɠ ŬɚɚɞɘɩůŮɘ. 

¶ ȺɜŮɟɔɖŰɘəɏɠ  

ȷˊɧ Űɖɜ Ɏɚɚɖ ˊɚŮɡɟɎ ɡˊɎɟɢɞɡɜ ɞɘ ŮɜŮɟɔɖŰɘəɏɠ ŮˊɘɗɏůŮɘɠ. ɆŮ ŬɡŰɏɠ ŰŬ ůɢɏŭɘŬ Űɞɡ 

ŮˊɘŰɘɗɏɛŮɜɞɡ ŮɑɜŬɘ ɜŬ ŮɘůɓɎɚɚŮɘ ůŰɞ ůɨůŰɖɛŬ Űɞɡ ɗɨɛŬŰɞɠ, ɜŬ ˊŬɟŬˊɞɘɐůŮɘ 

ˊɚɖɟɞűɞɟɑŮɠ ɛŮ ůəɞˊɧ Űɖɜ ŭɘŬűɗɞɟɎ ɐ əŬŰŬůŰɟɞűɐ Űɤɜ ŭŮŭɞɛɏɜɤɜ ɐ ŬəɧɛŬ əŬɘ Űɞɡ 

ɑŭɘɞɡ Űɞɡ ŭɘəŰɨɞɡ. 



 

6 

 

ɄŬɟŬəɎŰɤ ˊŮɟɘɔɟɎűɞɜŰŬɘ ɞɘ ˊɘɞ ůɡɢɜɞɑ Űɨˊɞɘ ŮˊɘɗɏůŮɤɜ ůŮ ɛɘŬ ŭɘəŰɡŬəɐ ŮˊɘəɞɘɜɤɜɑŬ: 

¶ ȺˊɘɗɏůŮɘɠ ɄŬɟŮɛɓɞɚɐɠ (Man-in-the-Middle Attacks) 

ȳˊɤɠ űŬɑɜŮŰŬɘ əŬɘ Ŭˊɧ Űɞ ɧɜɞɛɎ Űɞɡɠ, ɞɘ ŮˊɘɗɏůŮɘɠ ŬɡŰɏɠ ůɡɛɓŬɑɜɞɡɜ ɧŰŬɜ əɎˊɞɘɞɠ 

ˊŬɟŮɛɓɎɚɚŮŰŬɘ ɛŮŰŬɝɨ ŭɨɞ ŮˊɘəɞɘɜɤɜɞɨɜŰɤɜ ůɡůŰɖɛɎŰɤɜ əŬŰŬɔɟɎűɞɜŰŬɠ əŬɘ 

ŮɚɏɔɢɞɜŰŬɠ ŰŬ ŭŮŭɞɛɏɜŬ Űɖɠ ůɨɜŭŮůɖɠ. Ƀ ŮˊɘŰɘɗɏɛŮɜɞɠ ŮəɛŮŰŬɚɚŮɨŮŰŬɘ ˊɤɠ ɞɘ 

ŭɘəŰɡŬəɏɠ ŮˊɘəɞɘɜɤɜɑŮɠ, ůŰɖɜ ˊɚŮɘɞɜɧŰɖŰɎ Űɞɡɠ, ŭŮ ɢɟɖůɘɛɞˊɞɘɞɨɜ ŬůűŬɚɐ Űɟɧˊɞ 

ɛŮŰŬűɞɟɎɠ ŭŮŭɞɛɏɜɤɜ, ŭɖɚŬŭɐ ŬůɗŮɜɐɠ ɐ ɛɖŭŮɜɘəɐ əɟɡˊŰɞɔɟɎűɖůɖ. ũɘŬ 

ˊŬɟɎŭŮɘɔɛŬ, ɛɘŬ ŮˊɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ ŭɨɞ ɡˊɞɚɞɔɘůŰɩɜ ȷ əŬɘ ȸ, ɧˊɞɡ ɞ əŬəɧɓɞɡɚɞɠ 

ɢɟɐůŰɖɠ Ⱥ ˊŬɟŮɛɓɎɚɚŮŰŬɘ əŬɘ ˊɟɞůˊɞɘŮɑŰŬɘ ŮɑŰŮ ůŰɞɜ ȸ ɧŰɘ ŮɑɜŬɘ ɞ ȷ, ŮɑŰŮ ůŰɞɜ ȷ ɧŰɘ 

ŮɑɜŬɘ ɞ ȸ. ɀŮ ŬɡŰɧɜ Űɞɜ Űɟɧˊɞ əŬŰŬűɏɟɜŮɘ ɜŬ ŬˊɞůˊɎ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ. ȼ 

ŬɜŰɘɛŮŰɩˊɘůɖ Űɖɠ ůɡɔəŮəɟɘɛɏɜɖɠ ŮˊɑɗŮůɖɠ ŮɑɜŬɘ ɛɏůɤ ɘůɢɡɟɞɨ əɩŭɘəŬ 

əɟɡˊŰɞɔɟɎűɖůɖɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ. Ƀɘ ůɡɔəŮəɟɘɛɏɜŮɠ ŮˊɘɗɏůŮɘɠ əŬŰŬɚɐɔɞɡɜ ůŮ 

ŮˊɘɗɏůŮɘɠ ȿŬɗɟŬəɟɧŬůɖɠ əŬɘ ŮˊɘɗɏůŮɘɠ ɄŬɟŬˊɞɑɖůɖɠ ȹŮŭɞɛɏɜɤɜ. ȼ ŮɘəɧɜŬ 2.1 

ˊŬɟɞɡůɘɎɕŮɘ Űɞ ˊŬɟŬˊɎɜɤ ˊŬɟɎŭŮɘɔɛŬ ɛŮŰŬɝɨ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ ȷ əŬɘ ȸ əŬɘ ɖ ŮɘəɧɜŬ 

2.2 Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɖɜ ˊŬɟŮɛɓɞɚɐ Űɞɡ Ⱥ. 

 

A

ūɡůɘɞɚɞɔɘəɐ Ů́ɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ 

ŭɨɞ ɡ́ɞɚɞɔɘůŰɩɜ ȷ əŬɘ ȸ ɢɤɟɑɠ 

Űɖɜ ́ŬɟŮɛɓɞɚɐ əɎ́ ɞɘɞɡ 

əŬəɧɓɞɡɚɞɡ ɢɟɐůŰɖ
B

ȺɘəɧɜŬ 2.1: ȺˊɘəɞɘɜɤɜɑŬ ŭɨɞ ɡˊɞɚɞɔɘůŰɩɜ ȷ əŬɘ ȸ 

 

A B
Ⱥ

1. ɆŰŮɑɚŮ ɛɞɡ Űɞ əɚŮɘŭɑ ůɞɡ

ɚɏŮɘ ɞ ȷ ůŰɞɜ ȸ

2. ɄŬɟŮɛɓɞɚɐ Űɞɡ Ⱥ əŬɘ

ŬɜŬɛŮŰɎŭɞůɖ Űɞɡ ɛɖɜɨɛŬŰɞɠ

ůŰɞɜ ȸ

3. ȹŮɜ ɔɜɤɟɑɕŮɘ ɧŰɘ Űɞ ɛɐɜɡɛŬ

 ŭŮɜ ŮɑɜŬɘ Ŭ́ ɧ Űɞɜ ȷ

 əŬɘ ůŰɏɚɜŮɘ Űɞ əɚŮɘŭɑ Űɞɡ ɞ ȸ

4. Ƀ Ⱥ ŬɜŰɘəŬɗɘůŰɎ Űɞ əɚŮɘŭɑ

Űɞɡ ȸ ɛŮ Űɞ ŭɘəɧ Űɞɡ

əŬɘ Űɞ ɛŮŰŬŭɑŭŮɘ ůŰɞɜ ȷ

 ɡ́ ɞůŰɖɟɑɕɞɜŰŬɠ ɧŰɘ Űɞ əɚŮɘŭɑ

ŮɑɜŬɘ Űɞɡ ȸ

5. Ƀ ȷ ůŰɏɚɜŮɘ Űɞ ɛɐɜɡɛŬ

 Űɞɡ ɛŮ ɢɟɐůɖ Űɞɡ əɚŮɘŭɘɞɨ 

Űɞɡ Ⱥ

6. Ƀ Ⱥ ɚŬɛɓɎɜŮɘ Űɞ ɛɐɜɡɛŬ 

əŬɘ ŮɑŰŮ Űɞ ́ŬɟŬ́ ɞɘŮɑ 

ŮɑŰŮ ŭŮɜ əɎɜŮɘ Űɑ́ɞŰŬ 

ȺɘəɧɜŬ 2.2: ȺˊɘəɞɘɜɤɜɑŬ ŭɨɞ ɡˊɞɚɞɔɘůŰɩɜ ȷ əŬɘ ȸ ɛŮ ˊŬɟŮɛɓɞɚɐ Űɞɡ 

əŬəɧɓɞɡɚɞɡ ɢɟɐůŰɖ Ⱥ 

¶ ȺˊɘɗɏůŮɘɠ ȿŬɗɟŬəɟɧŬůɖɠ (Eavesdropping Attacks) 

ɄɟɧəŮɘŰŬɘ ɔɘŬ ŮˊɘɗɏůŮɘɠ Man-in-the-Middle ůŰɖ ŭɘŬŭɟɞɛɐ ˊɞɡ Ŭəɞɚɞɡɗɞɨɜ ŰŬ 

ŭŮŭɞɛɏɜŬ ɛɘŬɠ ŮˊɘəɞɘɜɤɜɑŬɠ ɧˊɞɡ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛɧɜɞ çŬəɞɨŮɘè ŬɡŰɏɠ Űɘɠ 

ˊɚɖɟɞűɞɟɑŮɠ ˊŬɟŬɓɘɎɕɞɜŰŬɠ Űɞ ŬˊɧɟɟɖŰɞ Űɖɠ ŮˊɘəɞɘɜɤɜɑŬɠ. ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɑɗŮůɖ 
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ŮɑɜŬɘ ɔɜɤůŰɐ əŬɘ ɤɠ sniffing ɐ snooping əŬɘ ɛˊɞɟŮɑ ɜŬ ŮəŰŮɚŮůŰŮɑ ɛŮ ŭɘɎűɞɟɞɡɠ 

Űɟɧˊɞɡɠ. Ƀ ˊɘɞ əɞɘɜɧɠ ŮɑɜŬɘ ɛŮ ɢɟɐůɖ ˊɟɞɔɟŬɛɛɎŰɤɜ əŬŰŬɔɟŬűɐɠ ŭɘəŰɡŬəɐɠ əɑɜɖůɖɠ 

ˊɞɡ ŮɑɜŬɘ ɔɜɤůŰɎ ɤɠ sniffers. 

¶ ȺˊɘɗɏůŮɘɠ ɄŬɟŬˊɞɑɖůɖɠ ȹŮŭɞɛɏɜɤɜ (Data Modification  Attacks) 

ɆŮ ŬɡŰɏɠ Űɘɠ ŮˊɘɗɏůŮɘɠ Man-in-the-Middle ɏɜŬɠ ŮˊɘŰɘɗɏɛŮɜɞɠ Ŭűɞɨ ɏɢŮɘ əŬŰŬűɏɟŮɘ ɜŬ 

ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ əŬɘ ɜŬ ŭɘŬɓɎůŮɘ ŰŬ ŭŮŭɞɛɏɜŬ ɛɘŬɠ ŮˊɘəɞɘɜɤɜɑŬɠ, ˊɟɞɢɤɟɎ ůŰɞ 

ŮˊɧɛŮɜɞ ɓɐɛŬ ˊɞɡ ŮɑɜŬɘ ɜŬ ŰŬ ˊŬɟŬˊɞɘɐůŮɘ. ɆɡɜŮˊɩɠ, ɞ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ŭŮɜ 

ŬɟəŮɑŰŬɘ ůŰɞ ɜŬ çŬəɞɨŮɘè ɛɧɜɞ ɛɘŬ ŮˊɘəɞɘɜɤɜɑŬ. ȷɡŰɐ ɖ ŮɜɏɟɔŮɘŬ ˊŬɟŬɛɏɜŮɘ ɎɔɜɤůŰɖ 

Űɧůɞ ůŰɞɜ ŬˊɞůŰɞɚɏŬ ɧůɞ əŬɘ ůŰɞɜ ˊŬɟŬɚɐˊŰɖ Ŭűɞɨ ɖ Ŭɚɚɞɑɤůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ 

ůɡɛɓŬɑɜŮɘ ɛŮŰɎ Űɖɜ ŬˊɞůŰɞɚɐ əŬɘ ˊɟɘɜ Űɖɜ ˊŬɟŬɚŬɓɐ. 

¶ ȺˊɘɗɏůŮɘɠ ɄɚŬůŰɞɔɟɎűɖůɖɠ ɇŬɡŰɧŰɖŰŬɠ (Identity  Spoofing Attacks) 

Ƀ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ŬɚɚɎɕŮɘ əŬŰɎɚɚɖɚŬ Űɘɠ ŬɘŰɐůŮɘɠ Űɞɡ ˊɟɞůˊɞɘɞɨɛŮɜɞɠ əɎˊɞɘɞ 

ɏɛˊɘůŰɞ ɛɖɢɎɜɖɛŬ ɔɘŬ Űɞ ɗɨɛŬ ɛŮ ůəɞˊɧ ɜŬ Űɞɡ ŬˊɞůˊɎůŮɘ ůɖɛŬɜŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ. 

Ƀɘ ůɡɔəŮəɟɘɛɏɜŮɠ ŮˊɘɗɏůŮɘɠ ŮɑɜŬɘ ˊɘɞ ɔɜɤůŰɏɠ ɧŰŬɜ ůɡɜŬɜŰɩɜŰŬɘ ɤɠ IP Spoofing. 

ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ŬɡŰɐ, ɖ Űɟɞˊɞˊɞɑɖůɖ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖɜ IP ŭɘŮɨɗɡɜůɖ Űɞɡ 

ŮˊɘŰɘɗɏɛŮɜɞɡ ůŰŬ ŬˊŮůŰŬɚɛɏɜŬ ˊŬəɏŰŬ. 

¶ ȺˊɘɗɏůŮɘɠ ɄŬɟŬɓɑŬůɖɠ Ⱦɤŭɘəɩɜ ɄɟɧůɓŬůɖɠ (Password-Based Attacks) 

ȼ ŮˊɑɗŮůɖ ɝŮəɘɜɎ ɛŮ Űɖɜ ˊɟɞůˊɎɗŮɘŬ çůˊŬůɑɛŬŰɞɠè Űɞɡ əɤŭɘəɞɨ Űɞɡ ɡˊɞɚɞɔɘůŰɐ Űɞɡ 

ɗɨɛŬŰɞɠ. ȳŰŬɜ ɞ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ əŬŰŬűɏɟŮɘ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŰɞɜ 

ɡˊɞɚɞɔɘůŰɐ ɛŮ ɏɜŬ ɏɔəɡɟɞ ɧɜɞɛŬ ɢɟɐůŰɖ ɗŬ ŬˊɞəŰɐůŮɘ əɎˊɞɘŬ ŭɘəŬɘɩɛŬŰŬ ůŰɞɜ 

ɡˊɞɚɞɔɘůŰɐ. ȷɜ ɖ ˊɟɧůɓŬůɖ ɔɑɜŮɘ ɤɠ ŭɘŬɢŮɘɟɘůŰɐɠ (administrator) ɗŬ ŬˊɞəŰɐůŮɘ Űɞɜ 

ˊɚɐɟɖ ɏɚŮɔɢɧ Űɞɡ. ɇɧŰŮ ɗŬ ɛˊɞɟŮɑ ɜŬ ŭɘŬɔɟɎɣŮɘ əŬɘ ɜŬ ŰɟɞˊɞˊɞɘɐůŮɘ ŬɟɢŮɑŬ, ɜŬ 

ŬɚɚɎɝŮɘ ˊɑɜŬəŮɠ ŭɟɞɛɞɚɧɔɖůɖɠ əŬɘ ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ ŭɘəŰɨɞɡ, ŬəɧɛŬ əŬɘ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ ˊŬɟŬɓɘŬůɛɏɜɞ ůɨůŰɖɛŬ ɔɘŬ ŮˊɘɗɏůŮɘɠ ůŮ ɎɚɚŬ ɛɖɢŬɜɐɛŬŰŬ.  

¶ ȺˊɘɗɏůŮɘɠ ȯɟɜɖůɖɠ ɈˊɖɟŮůɑŬɠ (Denial-of-Service Attacks) 

Ƀɘ ŮˊɘɗɏůŮɘɠ ŬɡŰɏɠ (DoS attacks) ŮɜŬɜŰɑɞɜ Ůɜɧɠ ɡˊɞɚɞɔɘůŰɐ ɐ ɛɘŬɠ ɡˊɖɟŮůɑŬɠ ˊɞɡ 

ˊŬɟɏɢŮŰŬɘ ɏɢɞɡɜ ɤɠ ůəɞˊɧ ɜŬ əŬŰŬůŰɐůɞɡɜ Űɞɜ ɡˊɞɚɞɔɘůŰɐ ɐ Űɖɜ ɡˊɖɟŮůɑŬ ŬɜɑəŬɜɖ 

ɜŬ ŭŮɢŰŮɑ ɎɚɚŮɠ ůɡɜŭɏůŮɘɠ əŬɘ ɏŰůɘ ɜŬ ɛɖɜ ɛˊɞɟŮɑ ɜŬ ŮɝɡˊɖɟŮŰɐůŮɘ Ɏɚɚɞɡɠ ˊɘɗŬɜɞɨɠ 

ˊŮɚɎŰŮɠ. ȷɡŰɧ ŮˊɘŰɡɔɢɎɜŮŰŬɘ ůɡɜɐɗɤɠ ɛŮ ŬˊɞůŰɞɚɐ, Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ůŰɞ ůŰɧɢɞ, 

ɡˊŮɟɓɞɚɘəɎ ɛŮɔɎɚɞɡ Ŭɟɘɗɛɞɨ ŬɘŰɐůŮɤɜ ɔɘŬ ŮɝɡˊɖɟɏŰɖůɖ. ȰŰůɘ Űɞ ɗɨɛŬ ŭŮɜ ɛˊɞɟŮɑ 

ɜŬ ŭɘŮəˊŮɟŬɘɩůŮɘ ɧɚŮɠ Űɘɠ ŬɘŰɐůŮɘɠ ůŰɞɜ ŬɜŬɛŮɜɧɛŮɜɞ ɢɟɧɜɞ, ɖ ɞɡɟɎ ŬɜŬɛɞɜɐɠ 

ɔŮɛɑɕŮɘ əŬɘ ɞɘ ˊɟŬɔɛŬŰɘəɞɑ ˊŮɚɎŰŮɠ Űɖɠ ɡˊɖɟŮůɑŬɠ ŭŮɜ ŮɝɡˊɖɟŮŰɞɨɜŰŬɘ ɞŭɖɔɩɜŰŬɠ ůŮ 

ɛŮɑɤůɖ əɏɟŭɞɡɠ əŬɘ ɡˊɞɓɎɗɛɘůɖ Űɖɠ ŬɝɘɞˊɘůŰɑŬɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ. Ɇɡɜɐɗɤɠ ɞ 

əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ˊɟŬɔɛŬŰɞˊɞɘŮɑ Űɖɜ ŮˊɑɗŮůɐ Űɞɡ ɛɏůɤ Ɏɚɚɤɜ ɡˊɞɚɞɔɘůŰɩɜ, 
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Ŭűɞɨ ˊɟɩŰŬ ɏɢŮɘ ŬˊɞəŰɐůŮɘ Űɞɜ ɏɚŮɔɢɧ Űɞɡɠ. ɀɘŬ ŮɘəɧɜŬ DoS ŮˊɑɗŮůɖɠ ŮɑɜŬɘ ŬɡŰɐ 

ˊɞɡ ŬəɞɚɞɡɗŮɑ. 

 

 
ȺɘəɧɜŬ 2.3: ɄŬɟɎŭŮɘɔɛŬ ŮˊɑɗŮůɖɠ ȯɟɜɖůɖɠ ɈˊɖɟŮůɑŬɠ (DoS) 
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¶ ȺˊɘɗɏůŮɘɠ ɆŰɟɩɛŬŰɞɠ ȺűŬɟɛɞɔɩɜ (Application-Layer  Attacks) 

ɀɘŬ ŰɏŰɞɘŬ ŮˊɑɗŮůɖ ůŰɞɢŮɨŮɘ ŮɝɡˊɖɟŮŰɖŰɏɠ ŮűŬɟɛɞɔɩɜ (application servers), ɩůŰŮ 

ůəɧˊɘɛŬ ɜŬ ŮəɛŮŰŬɚɚŮɡŰŮɑ ŰɟɤŰɎ ůɖɛŮɑŬ (vulnerabilities) əŬɘ ɜŬ ˊɟɞəŬɚɏůŮɘ 

ˊɟɞɓɚɐɛŬŰŬ ůŰɞɜ ŭɘŬəɞɛɘůŰɐ (server) ɐ ůŮ ɢɟɐůŰŮɠ ˊɞɡ ůɡɜŭɏɞɜŰŬɘ ɛŮ ŬɡŰɧɜ. Ƀ 

ŮˊɘŰɘɗɏɛŮɜɞɠ ɛˊɞɟŮɑ ɜŬ ŭɘŬɓɎůŮɘ əŬɘ ɜŬ ŰɟɞˊɞˊɞɘɐůŮɘ ŭŮŭɞɛɏɜŬ, ɜŬ ˊɎɟŮɘ ɡˊɧ Űɞɜ 

ɏɚŮɔɢɧ Űɞɡ əŬɘ Ɏɚɚɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ Űɞɡ ŭɘəŰɨɞɡ ɛŮ Űɖ ɢɟɐůɖ ɘɩɜ, ɜŬ əŬŰŬůŰɟɏɣŮɘ 

ůɡůŰɐɛŬŰŬ, ɜŬ ŰŮɟɛŬŰɑůŮɘ ŮűŬɟɛɞɔɏɠ əŬɘ ɜŬ ŬˊŮɜŮɟɔɞˊɞɘɐůŮɘ Ɏɚɚɞɡɠ Ůɚɏɔɢɞɡɠ 

ŬůűŬɚŮɑŬɠ ɔɘŬ ɛŮɚɚɞɜŰɘəɏɠ ŮˊɘɗɏůŮɘɠ. ɄŬɟŬŭŮɑɔɛŬŰŬ ŰɏŰɞɘɤɜ ŮˊɘɗɏůŮɤɜ ŮɑɜŬɘ ŰŬ SQL 

Injection, XSS Injection, Buffer Oveflow. 

2.3 ɇɨˊɞɘ ȾŬəɧɓɞɡɚɞɡ ȿɞɔɘůɛɘəɞɨ  

ɀŮ Űɞɜ ɧɟɞ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ (malicious software - malware) ŮɜɜɞɞɨɛŮ əɩŭɘəŬ ɐ 

ɚɞɔɘůɛɘəɧ ˊɞɡ ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ ŮɘŭɘəɎ ɔɘŬ ɜŬ ɕɖɛɘɩůŮɘ, ɜŬ əɚɏɣŮɘ, ɜŬ ŭɘŬŰŬɟɎɝŮɘ ɐ ůŮ ɔŮɜɘəɏɠ 

ɔɟŬɛɛɏɠ ɜŬ ŮɜŮɟɔɐůŮɘ ˊŬɟɎɜɞɛŬ ůŮ ŭŮŭɞɛɏɜŬ, ɛɖɢŬɜɐɛŬŰŬ ɐ ŭɑəŰɡŬ. 

ɈˊɎɟɢɞɡɜ ˊɞɚɚɞɑ Űɨˊɞɘ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ɞɘ ɞˊɞɑɞɘ ɛˊɞɟɞɨɜ ɛŮ ˊɞɘəɑɚɞɡɠ Űɟɧˊɞɡɠ 

ŮɑŰŮ ɜŬ ɛɞɚɨɜɞɡɜ ůɡůŰɐɛŬŰŬ ŮɑŰŮ ɜŬ ŭɘŬŭɞɗɞɨɜ ůŮ ɎɚɚŬ. ȰɢɞɜŰŬɠ ɛɞɟűɐ ˊɟɞɔɟŬɛɛɎŰɤɜ ɐ 

ŬɟɢŮɑɤɜ ŬɟəŮŰɎ ůɡɢɜɎ ɛɞɚɨɜɞɡɜ ŭɘɎűɞɟŬ ɛɖɢŬɜɐɛŬŰŬ. ȯɚɚɞɘ Űɨˊɞɘ ŮɔəŬɗɑůŰŬɜŰŬɘ ɛŮ Űɞ ɜŬ 

ŮəɛŮŰŬɚɚŮɡŰɞɨɜ ŰɟɤŰɎ ůɖɛŮɑŬ ůŮ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ (operating systems), ŭɘəŰɡŬəɏɠ 

ůɡůəŮɡɏɠ (network devices) ɐ ɎɚɚŬ ɚɞɔɘůɛɘəɎ (software), ɧˊɤɠ ɏɜŬ çəŮɜɧè ůŰɞɜ əɩŭɘəŬ Ůɜɧɠ 

ˊɟɞɔɟɎɛɛŬŰɞɠ ˊŮɟɘɐɔɖůɖɠ (browser). ɆŰɖ ˊŮɟɑˊŰɤůɖ ŬɡŰɐ Űɞ ɛɧɜɞ ˊɞɡ ŬˊŬɘŰŮɑŰŬɘ ŮɑɜŬɘ ɖ 

ŮˊɑůəŮɣɖ ɢɟɖůŰɩɜ ůŮ ɛɘŬ ɘůŰɞůŮɚɑŭŬ. ȼ ˊɚŮɘɞɜɧŰɖŰŬ ɧɛɤɠ Űɤɜ ɛɞɚɨɜůŮɤɜ ɔɑɜŮŰŬɘ ɛɏůɤ ɛɘŬɠ 

ŮɜɏɟɔŮɘŬɠ Ůɜɧɠ ɢɟɐůŰɖ, ŭɖɚŬŭɐ əɎɜɞɜŰŬɠ əɚɘə ůŮ ɏɜŬ ůɡɜɖɛɛɏɜɞ Ůɜɧɠ ɖɚŮəŰɟɞɜɘəɞɨ 

ɛɖɜɨɛŬŰɞɠ (e-mail) ɐ əŬŰŮɓɎɕɞɜŰŬɠ ɏɜŬ ŬɟɢŮɑɞ Ŭˊɧ Űɞ ŭɘŬŭɑəŰɡɞ.  

Ƀɘ ɕɖɛɘɏɠ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ˊɟɞəɚɖɗɞɨɜ Ŭˊɧ Űɞ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ˊɞɘəɑɚɞɡɜ. ȷɡŰɏɠ 

ɛˊɞɟŮɑ Ŭˊɚɩɠ ɜŬ ˊɟɞəŬɚɞɨɜ ɛɘəɟɐ Ůɜɧɢɚɖůɖ ůŰɞɜ ɢɟɐůŰɖ, ɧˊɤɠ ŭɘŬűɖɛɑůŮɘɠ ˊɞɡ 

çˊŮŰɎɔɞɜŰŬɘè ůŰɞ ˊɟɧɔɟŬɛɛŬ ˊŮɟɘɐɔɖůɖɠ (popup ads), ɜŬ əɚɏɓɞɡɜ ŮɛˊɘůŰŮɡŰɘəɏɠ 

ˊɚɖɟɞűɞɟɑŮɠ ɐ ɢɟɐɛŬŰŬ, ɜŬ əŬŰŬůŰɟɏűɞɡɜ ŭŮŭɞɛɏɜŬ əŬɘ ɜŬ ˊŬɟŬɓɘɎɕɞɡɜ ɐ ɜŬ 

ŬˊŮɜŮɟɔɞˊɞɘɞɨɜ ɞɚɞəɚɖɟɤŰɘəɎ ůɡůŰɐɛŬŰŬ əŬɘ ŭɑəŰɡŬ. 

ɇɞ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ˊɟɞəŬɚɏůŮɘ ɕɖɛɘɎ ůŰɞ ɡɚɘəɧ (hardware) Űɤɜ 

ůɡůŰɖɛɎŰɤɜ əŬɘ Űɞɡ ŭɘəŰɡŬəɞɨ Ůɝɞˊɚɘůɛɞɨ. ȷɡŰɧ ˊɞɡ ɛˊɞɟŮɑ ɜŬ əɎɜŮɘ ŮɑɜŬɘ ɜŬ ɓɚɎɣŮɘ ŰŬ 

ˊŮɟɘŮɢɧɛŮɜŬ (ŭŮŭɞɛɏɜŬ əŬɘ ɚɞɔɘůɛɘəɧ) Űɞɡ Ůɝɞˊɚɘůɛɞɨ. Ⱥˊɑůɖɠ, Űɞ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ŭŮɜ 

ˊɟɏˊŮɘ ɜŬ ůɡɔɢɏŮŰŬɘ ɛŮ Űɞ ŮɚŬŰŰɤɛŬŰɘəɧ ɚɞɔɘůɛɘəɧ ˊɞɡ ˊɟɞɞɟɑɕŮŰŬɘ ɔɘŬ ɜɧɛɘɛɞɡɠ ůəɞˊɞɨɠ 

ŬɚɚɎ ɏɢŮɘ ůűɎɚɛŬŰŬ (bugs). ȾɎˊɞɘɞɘ Ŭˊɧ Űɞɡɠ ˊɘɞ ɔɜɤůŰɞɨɠ Űɨˊɞɡɠ ɚɞɔɘůɛɘəɞɨ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ˊŬɟŬəɎŰɤ: 
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¶ Ƚɞɑ (Viruses) 

Ƀ ɘɧɠ Ůɜɧɠ ɡˊɞɚɞɔɘůŰɐ ŮɑɜŬɘ Űɨˊɞɠ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ˊɞɡ ɛŮŰŬŭɑŭŮŰŬɘ ɛŮ Űɞ ɜŬ 

ŮɘůɎɔŮɘ ɏɜŬ ŬɜŰɑɔɟŬűɞ Űɞɡ ŮŬɡŰɞɨ Űɞɡ ůŮ ɏɜŬ Ɏɚɚɞ ˊɟɧɔɟŬɛɛŬ əŬɘ ɜŬ ɔɑɜŮɘ ɛɏɟɞɠ 

Űɞɡ. ȹɘŬŭɑŭŮŰŬɘ Ŭˊɧ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ ůŮ ɏɜŬɜ Ɏɚɚɞ, ŬűɐɜɞɜŰŬɠ ˊɑůɤ Űɞɡ ɛɞɚɨɜůŮɘɠ. 

ȼ ůɞɓŬɟɧŰɖŰŬ Űɤɜ ɛɞɚɨɜůŮɤɜ ɛˊɞɟŮɑ ɜŬ əɡɛŬɑɜŮŰŬɘ Ŭˊɧ Ŭˊɚɏɠ ŮɜɞɢɚɐůŮɘɠ ɛɏɢɟɘ 

ɕɖɛɘɏɠ ůŮ ŭŮŭɞɛɏɜŬ ɐ ɚɞɔɘůɛɘəɧ əŬɘ əŬŰŬůŰɎůŮɘɠ Ɏɟɜɖůɖɠ ɡˊɖɟŮůɑŬɠ (DoS). ɆɢŮŭɧɜ 

ɧɚɞɘ ɞɘ ɘɞɑ ůɡɜɡˊɎɟɢɞɡɜ ɛŮ əɎˊɞɘɞ ŮəŰŮɚɏůɘɛɞ ŬɟɢŮɑɞ, ˊɞɡ ůɖɛŬɑɜŮɘ ɧŰɘ ɞ ɘɧɠ ɛˊɞɟŮɑ 

ɜŬ ɡˊɎɟɢŮɘ ůŰɞ ůɨůŰɖɛŬ ŬɚɚɎ ɜŬ ɛɖɜ ŮɑɜŬɘ ŮɜŮɟɔɧɠ ɐ ɘəŬɜɧɠ ɜŬ ɛŮŰŬŭɞɗŮɑ ɛɏɢɟɘ ɞ 

ɢɟɐůŰɖɠ ɜŬ əɎɜŮɘ Űɞ ɚɎɗɞɠ ɜŬ ŬɜɞɑɝŮɘ Űɞ ɛɞɚɡůɛɏɜɞ ŬɟɢŮɑɞ ɐ ˊɟɧɔɟŬɛɛŬ. ȳŰŬɜ ɞ 

əɩŭɘəŬɠ Űɞɡ ˊɟɞɔɟɎɛɛŬŰɞɠ ŮəŰŮɚŮɑŰŬɘ, ɛŬɕɑ Űɞɡ ŮəŰŮɚŮɑŰŬɘ əŬɘ ɞ əɩŭɘəŬɠ ɛŮ Űɞɜ ɘɧ. 

Ɇɡɜɐɗɤɠ, Űɞ ˊɟɧɔɟŬɛɛŬ ůɡɜŮɢɑɕŮɘ ɜŬ ɚŮɘŰɞɡɟɔŮɑ ɛŮŰɎ Űɖ ɛɧɚɡɜůɖ. ȳɛɤɠ, ɡˊɎɟɢɞɡɜ 

əŬɘ ɘɞɑ ˊɞɡ əŬŰŬůŰɟɏűɞɡɜ ŰŬ ˊɟɞɔɟɎɛɛŬŰŬ. Ƀɘ ɘɞɑ ɛŮŰŬŭɑŭɞɜŰŬɘ ɧŰŬɜ ɚɞɔɘůɛɘəɧ ɐ 

ɏɔɔɟŬűŬ ɛŮ ŰŬ ɞˊɞɑŬ ůɡɜɡˊɎɟɢɞɡɜ ɛŮŰŬűɏɟɞɜŰŬɘ Ŭˊɧ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ ůŮ ɏɜŬɜ Ɏɚɚɞ 

ɛɏůɤ Ůɜɧɠ ŭɘəŰɨɞɡ, Ůɜɧɠ ŭɑůəɞɡ, ŭɘŬɛɞɘɟŬůɛɧ ŬɟɢŮɑɤɜ ɐ ůɡɜɖɛɛɏɜŬ ɖɚŮəŰɟɞɜɘəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ. 

¶ ɆəɞɡɚɐəɘŬ (Worms) 

ɇŬ worms ɏɢɞɡɜ əɎˊɞɘŬ əɞɘɜɎ ɢŬɟŬəŰɖɟɘůŰɘəɎ ɛŮ Űɞɡɠ ɘɞɨɠ. ɆɡɔəŮəɟɘɛɏɜŬ, əŬɘ ɞɘ 

ŭɨɞ ŬɡŰɞɑ Űɨˊɞɘ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ŬɜŬˊŬɟɎɔɞɡɜ ɚŮɘŰɞɡɟɔɘəɎ ŬɜŰɑɔɟŬűŬ Űɤɜ 

ŮŬɡŰɩɜ Űɞɡɠ əŬɘ ɛˊɞɟɞɨɜ ɜŬ ˊɟɞəŬɚɏůɞɡɜ Űɖɜ ɑŭɘŬ ɕɖɛɘɎ ůŰŬ ůɡůŰɐɛŬŰŬ. ɆŮ 

ŬɜŰɑɗŮůɖ ɛŮ Űɞɡɠ ɘɞɨɠ ˊɞɡ ŬˊŬɘŰɞɨɜ Űɖɜ ɛŮŰŬűɞɟɎ Űɞɡ ɛɞɚɡůɛɏɜɞɡ ŬɟɢŮɑɞɡ ɔɘŬ Űɖ 

ŭɘɎŭɞůɐ Űɞɡɠ, ŰŬ worms ŮɑɜŬɘ ŬɡŰɧɜɞɛɞ ɚɞɔɘůɛɘəɧ əŬɘ ŭŮ ɢɟŮɘɎɕɞɜŰŬɘ əɎˊɞɘɞ 

ɛɞɚɡůɛɏɜɞ ŬɟɢŮɑɞ ɐ Űɞɜ Ŭɜɗɟɩˊɘɜɞ ˊŬɟɎɔɞɜŰŬ. ȼ ŭɘɎŭɞůɖ Űɤɜ worms ɔɑɜŮŰŬɘ 

əɡɟɑɤɠ ɛŮ Űɖɜ ŮəɛŮŰɎɚɚŮɡůɖ əɎˊɞɘɞɡ əŮɜɞɨ ŬůűŬɚŮɑŬɠ ůŰɞ ˊɟɞɠ ŮˊɑɗŮůɖ ůɨůŰɖɛŬ 

əŬɘ ůɡɜɐɗɤɠ ɛɏůɤ Űɤɜ ŭɘəŰɨɤɜ ɡˊɞɚɞɔɘůŰɩɜ.  

¶ ȹɞɨɟŮɘɞɘ Ȳˊˊɞɘ (Trojans) 

Ƀ ŭɞɨɟŮɘɞɠ ɑˊˊɞɠ ŬˊɞŰŮɚŮɑ ɏɜŬ Ɏɚɚɞ Ůɑŭɞɠ əɘɜŭɨɜɞɡ, ɧˊɞɡ ɏɜŬ ŮˊɘɓɚŬɓɏɠ əɞɛɛɎŰɘ 

ɚɞɔɘůɛɘəɞɨ űŬɑɜŮŰŬɘ ɜɧɛɘɛɞ. Ƀɘ ɢɟɐůŰŮɠ ɝŮɔŮɚɘɞɨɜŰŬɘ Ŭˊɧ ŬɡŰɐ Űɖ ŮˊɘűŬɜŮɘŬəɐ 

ɜɞɛɘɛɧŰɖŰŬ ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ əŬŰŮɓɎůɞɡɜ əŬɘ ɜŬ ŮəŰŮɚɏůɞɡɜ Űɞ trojan. ȷűɞɨ 

ŮɜŮɟɔɞˊɞɘɖɗŮɑ, ŬɡŰɧ ɛŮ Űɖ ůŮɘɟɎ Űɞɡ ɛˊɞɟŮɑ ɜŬ ŮˊɘɢŮɘɟɐůŮɘ ɞˊɞɘɞŭɐˊɞŰŮ Ŭɟɘɗɛɧ 

ŮˊɘɗɏůŮɤɜ ůŰɞ űɘɚɞɝŮɜɞɨɜ ɛɖɢɎɜɖɛŬ (host). Ƀɘ ŮˊɘɗɏůŮɘɠ ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ 

Ŭˊɧ ŮɜɞɢɚɖŰɘəɏɠ ŮɜɏɟɔŮɘŮɠ ˊɟɞɠ Űɞɜ ɢɟɐůŰɖ (ɎɜɞɘɔɛŬ ɜɏɤɜ ˊŬɟŬɗɨɟɤɜ ɐ ŬɚɚŬɔɏɠ 

ůŰɖɜ ŮˊɘűɎɜŮɘŬ ŮɟɔŬůɑŬɠ) ɛɏɢɟɘ ɓɚɎɓŮɠ Űɞɡ űɘɚɞɝŮɜɞɨɜŰɞɠ ɛɖɢŬɜɐɛŬŰɞɠ (ŭɘŬɔɟŬűɐ 

ŬɟɢŮɑɤɜ, əɚɞˊɐ ŭŮŭɞɛɏɜɤɜ, ŮɜŮɟɔɞˊɞɑɖůɖ əŬɘ ŭɘɎŭɞůɖ Ɏɚɚɞɡ əŬəɧɓɞɡɚɞɡ 

ɚɞɔɘůɛɘəɞɨ ɧˊɤɠ ɘɩɜ). Ƀɘ trojans ŮɑɜŬɘ Ůˊɑůɖɠ ɔɜɤůŰɞɑ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ çˊɑůɤ 

ˊɧɟŰŬɠè (backdoor) ɩůŰŮ əŬəɧɓɞɡɚɞɘ ɢɟɐůŰŮɠ ɜŬ ŬˊɞəŰɐůɞɡɜ ˊɟɧůɓŬůɖ ůŰɞ 

ůɨůŰɖɛŬ əŬɘ ɎɟŬ Űɞɜ ɏɚŮɔɢɧ Űɞɡ. ȼ ŭɘɎŭɞůɐ Űɞɡɠ ɔɑɜŮŰŬɘ ɛɏůŬ Ŭˊɧ Űɖɜ 
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ŬɚɚɖɚŮˊɑŭɟŬůɖ ɛŮ Űɞɜ ɢɟɐůŰɖ, ŭɖɚŬŭɐ ŬɜɞɑɔɞɜŰŬɠ əɎˊɞɘɞ ůɡɜɖɛɛɏɜɞ Ůɜɧɠ 

ɖɚŮəŰɟɞɜɘəɞɨ ɛɖɜɨɛŬŰɞɠ ɐ əŬŰŮɓɎɕɞɜŰŬɠ əŬɘ ŮəŰŮɚɩɜŰŬɠ əɎˊɞɘɞ ŬɟɢŮɑɞ Ŭˊɧ Űɞ 

ŭɘŬŭɑəŰɡɞ. ȷɜŰɑɗŮŰŬ Ŭˊɧ viruses əŬɘ worms, ɞɘ trojans ŭŮɜ ŬɜŬˊŬɟɎɔɞɡɜ Űɞɡɠ ŮŬɡŰɞɨɠ 

Űɞɡɠ. 

¶ ȷɡŰɞɛŬŰɞˊɞɘɖɛɏɜŮɠ ȹɘŬŭɘəŬůɑŮɠ (Bots) 

ɇɞ çbotè ˊɟɞɏɟɢŮŰŬɘ Ŭˊɧ Űɖ ɚɏɝɖ çrobotè əŬɘ ŮɑɜŬɘ ɛɘŬ ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜɖ 

ŭɘŬŭɘəŬůɑŬ ˊɞɡ ŬɚɚɖɚŮˊɘŭɟɎ ɛŮ ɎɚɚŮɠ ɡˊɖɟŮůɑŮɠ ŭɘəŰɨɞɡ. ɇŬ bots ůɡɢɜɎ 

ŬɡŰɞɛŬŰɞˊɞɘɞɨɜ ŮɟɔŬůɑŮɠ əŬɘ ˊŬɟɏɢɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ ɐ ɡˊɖɟŮůɑŮɠ ˊɞɡ ŭɘŬűɞɟŮŰɘəɎ 

ɗŬ ŮəŰŮɚɞɨɜŰŬɜ Ŭˊɧ Űɞɜ Ɏɜɗɟɤˊɞ. ɀɘŬ Űɡˊɘəɐ ɢɟɐůɖ Űɞɡɠ ŮɑɜŬɘ ɔɘŬ ůɡɚɚɞɔɐ 

ˊɚɖɟɞűɞɟɘɩɜ (web crawlers) ɐ ŬɡŰɧɛŬŰɖ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɘɠ ɡˊɖɟŮůɑŮɠ Instant 

Messaging (IM), Internet Relay Chat (IRC) ɐ ɛŮ ɎɚɚŮɠ ŭɘŮˊŬűɏɠ ɘůŰɞɨ (web 

interfaces).  

ɇŬ bots  ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ŮɑŰŮ ɔɘŬ əŬɚɧ ůəɞˊɧ ŮɑŰŮ ɔɘŬ əŬəɧ. ȰɜŬ 

əŬəɧɓɞɡɚɞ bot Ŭˊɧ ɛɧɜɞ Űɞɡ ŭɘŬŭɑŭŮɘ ŮˊɘɓɚŬɓɏɠ ɚɞɔɘůɛɘəɧ ůɢŮŭɘŬůɛɏɜɞ ɔɘŬ Űɖ 

ɛɧɚɡɜůɖ Űɞɡ űɘɚɞɝŮɜɞɨɜŰɞɠ ɛɖɢŬɜɐɛŬŰɞɠ əŬɘ Űɖ ůɨɜŭŮůɖ ůŮ əɎˊɞɘɞɜ əŮɜŰɟɘəɧ 

ŭɘŬəɞɛɘůŰɐ ɐ ŭɘŬəɞɛɘůŰɏɠ. ȷɡŰɞɑ ɞɘ əŮɜŰɟɘəɞɑ ŮɝɡˊɖɟŮŰɖŰɏɠ ŭɟɞɡɜ ɤɠ əɏɜŰɟɞ 

ŮɜŰɞɚɩɜ əŬɘ Ůɚɏɔɢɞɡ (C&C) ɔɘŬ ɞɚɧəɚɖɟɞ Űɞ ŭɑəŰɡɞ ŮəŰŮɗŮɘɛɏɜɤɜ ůɡůəŮɡɩɜ ɔɜɤůŰɧ 

əŬɘ ɤɠ çbotnetè. ɀɏůɤ ŬɡŰɞɨ Űɞɡ ŭɘəŰɨɞɡ ɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ɛˊɞɟɞɨɜ ɜŬ əŬŰŮɡɗɨɜɞɡɜ 

ŮɡɟŮɑŮɠ, ŬˊɞɛŬəɟɡůɛɏɜɞɡ Ůɚɏɔɢɞɡ əŬɘ ɛŮɔɎɚɞɡ ɧɔəɞɡ (flood-type) ŮˊɘɗɏůŮɘɠ ůŰɞɡɠ 

ůŰɧɢɞɡɠ Űɞɡɠ. ȺəŰɧɠ Űɖɠ ɘəŬɜɧŰɖŰŬɠ Űɤɜ bots ɜŬ ŬɡŰɞŭɘŬŭɑŭɞɜŰŬɘ, ɛˊɞɟɞɨɜ ɜŬ 

əŬŰŬɔɟɎűɞɡɜ Űɘɠ ŮɜŰɞɚɏɠ ˊɞɡ ˊɚɖəŰɟɞɚɞɔɞɨɜŰŬɘ (keystroke-logging) Ŭˊɧ Űɞɜ 

ɢɟɐůŰɖ, ɜŬ ɛŬɕŮɨɞɡɜ əɤŭɘəɞɨɠ, ɜŬ ˊŬɟŬŰɖɟɞɨɜ əŬɘ ɜŬ ŬɜŬɚɨɞɡɜ ˊŬəɏŰŬ, ɜŬ 

ůɡɔəŮɜŰɟɩɜɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ ɞɘəɞɜɞɛɘəɞɨ Űɨˊɞɡ, ɜŬ ˊɟɞəŬɚɞɨɜ ŮˊɘɗɏůŮɘɠ Ɏɟɜɖůɖɠ 

ɡˊɖɟŮůɑŬɠ (DoS), ɜŬ ŬɜŬɛŮŰŬŭɑŭɞɡɜ ɎɢɟɖůŰɞɡ ˊŮɟɘŮɢɞɛɏɜɞɡ ɛɖɜɨɛŬŰŬ (spamming) 

əŬɘ ɜŬ Ŭɜɞɑɔɞɡɜ çˊɑůɤ ˊɧɟŰŮɠè (backdoors) ůŰɞ ɛɞɚɡůɛɏɜɞ ɛɖɢɎɜɖɛŬ. ɆɡɔəɟɘŰɘəɎ 

ɛŮ ŰŬ worms ŰŬ bots ŮɑɜŬɘ ˊɘɞ çɏɝɡˊɜŬè əŬɘ ˊɞɚɨˊɚŮɡɟŬ ůŰɘɠ ŮˊɘɗɏůŮɘɠ Űɞɡɠ, Ůɜɩ 

ɛ́ ɞɟɞɨɜ əŬɘ ŰɟɞˊɞˊɞɘɞɨɜŰŬɘ ůŮ ŭɘɎůŰɖɛŬ əɎˊɞɘɤɜ ɤɟɩɜ Ŭˊɧ Űɖ ůŰɘɔɛɐ ŮɛűɎɜɘůɖɠ 

ɜɏɞɡ Űɟɧˊɞɡ ŮəɛŮŰɎɚɚŮɡůɖɠ (exploit) Ůɜɧɠ əŮɜɞɨ ŬůűŬɚŮɑŬɠ (vulnerability). ɆˊŬɜɑɤɠ 

ŬˊɞəŬɚɨˊŰɞɡɜ Űɖɜ ˊŬɟɞɡůɑŬ Űɞɡɠ əɎɜɞɜŰŬɠ ŮˊɘɗɏůŮɘɠ ůŮ ɏɜŰɞɜɞ ɟɡɗɛɧ, ŬɜŰɘɗɏŰɤɠ 

ɛɞɚɨɜɞɡɜ ŭɑəŰɡŬ ɛŮ Űɟɧˊɞ ˊɞɡ ŭɘŬűŮɨɔŮɘ Űɖɠ ˊɟɞůɞɢɐɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

ȾɎˊɞɘɞɘ ˊɟɧůɗŮŰɞɘ ɞɟɘůɛɞɑ əŬɘ ŭɘŮɡəɟɘɜɑůŮɘɠ Ŭəɞɚɞɡɗɞɨɜ ˊŬɟŬəɎŰɤ: 

¶ Vulnerability  

ɄɟɧəŮɘŰŬɘ ɔɘŬ Űɖɜ ŬŭɡɜŬɛɑŬ Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ ˊɞɡ ˊɟɞəɨˊŰŮɘ Ŭˊɧ Űɖɜ ɨˊŬɟɝɖ 

ŮɚŬŰŰɩɛŬŰɞɠ ɐ ˊɟɞɓɚɐɛŬŰɞɠ, ɖ ŮəɛŮŰɎɚɚŮɡůɖ Űɖɠ ɞˊɞɑŬɠ ɛˊɞɟŮɑ ɜŬ ɞŭɖɔɐůŮɘ ůŰɖɜ 

ˊŬɟŬɓɑŬůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ. ɇŬ vulnerabilities ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ ˊɟɞɔɟŬɛɛŬŰɘůŰɘəɎ 
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ɚɎɗɖ ůŮ ŭɘɎűɞɟŬ ɚɞɔɘůɛɘəɎ, Ŭˊɧ ɚɎɗɖ ˊɞɡ ɔɑɜɞɜŰŬɘ ůŰɖ ɟɨɗɛɘůɖ Űɤɜ ůɡůŰɖɛɎŰɤɜ, 

Ŭˊɧ ŬŰɏɚŮɘŮɠ ůɢŮŭɘŬůɛɞɨ ɚɞɔɘůɛɘəɩɜ ɐ Ŭˊɧ ŬɜŮˊŬɟəɐ ɛɏŰɟŬ ŬůűŬɚŮɑŬɠ.  

¶ Exploit 

ɇɞ exploit ŮɑɜŬɘ ɏɜŬ əɞɛɛɎŰɘ ɚɞɔɘůɛɘəɞɨ, ɛɘŬ ŮɜŰɞɚɐ ɐ ɛɘŬ ɛŮɗɞŭɞɚɞɔɑŬ ˊɞɡ 

ŮˊɘŰɑɗŮŰŬɘ ůŮ əɎˊɞɘɞ ůɡɔəŮəɟɘɛɏɜɞ əŮɜɧ ŬůűŬɚŮɑŬɠ. ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ ɗŬ 

ŬɜŬəŬɚɡűɗŮɑ ɛɘŬ ŬŭɡɜŬɛɑŬ (vulnerability) Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ ŭɖɛɘɞɡɟɔŮɑŰŬɘ əŬɘ Űɞ 

ŬɜɎɚɞɔɞ exploit ˊɞɡ ɛˊɞɟŮɑ ɜŬ Űɖɜ ŮəɛŮŰŬɚɚŮɡŰŮɑ əŬɘ Űɞ ɞˊɞɑɞ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ůŮ 

ɛɘŬ ŮˊɑɗŮůɖ. 

¶ Backdoor 

Ʉɞɚɚɞɑ Űɨˊɞɘ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ɏɢɞɡɜ ɤɠ ůəɞˊɧ ɜŬ ŭɩůɞɡɜ Űɖ ŭɡɜŬŰɧŰɖŰŬ 

ůŰɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɜŬ ɛˊɞɟŮɑ ɛŮɚɚɞɜŰɘəɎ ɜŬ ɛˊŬɑɜŮɘ ůŰɞ ůɨůŰɖɛŬ ï ɗɨɛŬ ɢɤɟɑɠ ɜŬ 

ɔɑɜŮŰŬɘ ŬɜŰɘɚɖˊŰɧɠ, ˊŬɟŬəɎɛˊŰɞɜŰŬɠ ɞɡůɘŬůŰɘəɎ Űɞɡɠ ɛɖɢŬɜɘůɛɞɨɠ ŰŬɡŰɞˊɞɑɖůɖɠ. 

ȷɡŰɧ ɔɑɜŮŰŬɘ ŮɔəŬɗɘůŰɩɜŰŬɠ ɏɜŬ backdoor, ŭɖɚŬŭɐ ˊɟɞɔɟɎɛɛŬŰŬ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ŬˊɞɛŬəɟɡůɛɏɜɖ ˊɟɧůɓŬůɖ ůŰɞ ůɨůŰɖɛŬ ɧˊɤɠ telnet ɐ ssh.  

ɄɟŬəŰɘəɏɠ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ůŰɖ ɛɎɢɖ ŮɜŬɜŰɑɞɜ Űɤɜ viruses, worms, trojans 

əŬɘ bots ŮɑɜŬɘ ŬɟɢɘəɎ ɖ ŭɘŬűɨɚŬɝɖ ˊɤɠ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ əɎɜŮɘ ɢɟɐůɖ Űɤɜ ŰŮɚŮɡŰŬɑɤɜ 

ɢɟɞɜɘəɎ ŮɜɖɛŮɟɩůŮɤɜ (updates). ȷɡŰɧ ůɖɛŬɑɜŮɘ əŬɗɖɛŮɟɘɜɏɠ ˊɟɞůɗɐəŮɠ ˊŬəɏŰɤɜ əŬɘ 

ɟɡɗɛɑůŮɤɜ ˊɟɞŰŮɘɜɧɛŮɜŮɠ Ŭˊɧ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. Ⱥˊɘˊɚɏɞɜ, ɖ ŮɔəŬŰɎůŰŬůɖ ŬɜŰɘɥəɞɨ 

ɚɞɔɘůɛɘəɞɨ (antivirus) ůŰɞ ůɨůŰɖɛŬ əŬɘ Ůˊɑůɖɠ ůɡɢɜɏɠ ŮɜɖɛŮɟɩůŮɘɠ Űɞɡ ɔɘŬ Űɖ ŭɘŬůűɎɚɘůɖ 

ˊɤɠ ɢɟɖůɘɛɞˊɞɘŮɑ Űɘɠ ŰŮɚŮɡŰŬɑŮɠ ɟɡɗɛɑůŮɘɠ ɔɘŬ ɜɏŬ viruses, worms, trojans əŬɘ bots. ȾŬɚɐ 

ˊɟŬəŰɘəɐ ɗŬ ɐŰŬɜ ŰŬ ŬɜŰɘɥəɎ ˊɟɞɔɟɎɛɛŬŰŬ ɜŬ ɛˊɞɟɞɨɜ ɜŬ ůŬɟɩɜɞɡɜ (scan) ɖɚŮəŰɟɞɜɘəɎ 

ɛɖɜɨɛŬŰŬ əŬɘ ŬɟɢŮɑŬ ˊɞɡ əŬŰŮɓŬɑɜɞɡɜ Ŭˊɧ Űɞ ŭɘŬŭɑəŰɡɞ. ȷɡŰɧ ɗŬ ŬˊɞŰɟɏɣŮɘ əŬəɧɓɞɡɚŬ 

ɚɞɔɘůɛɘəɎ (malware) ɜŬ űŰɎůɞɡɜ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ. ɇɏɚɞɠ, ɖ ŮɔəŬŰɎůŰŬůɖ ŰŮɑɢɞɡɠ 

ˊɟɞůŰŬůɑŬɠ (firewall) ŮɑɜŬɘ ɛɘŬ ůɤůŰɐ ŮɜɏɟɔŮɘŬ ɔɘŬ ˊɟɞůŰŬůɑŬ  

2.4 ɇɞɛŮɑɠ ɀɏŰɟɤɜ ȷůűɎɚŮɘŬɠ 

ɆŰɖɜ ŬůűɎɚŮɘŬ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ, ɤɠ ɛɏŰɟɞ ɞɟɑɕɞɡɛŮ Űɖɜ ŮɜɏɟɔŮɘŬ, ůɡůəŮɡɐ, ŭɘŬŭɘəŬůɑŬ ɐ 

ŰŮɢɜɘəɐ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɞɜ ˊŮɟɘɞɟɘůɛɧ ɛɘŬɠ ŬˊŮɘɚɐɠ, Ůɜɧɠ əŮɜɞɨ ŬůűŬɚŮɑŬɠ ɐ ɛɘŬɠ 

ŮˊɑɗŮůɖɠ. Ƀ ˊŮɟɘɞɟɘůɛɧɠ ɛˊɞɟŮɑ ɜŬ ůɡɜŮˊɎɔŮŰŬɘ  ŮɝɎɚŮɘɣɖ, ˊɟɧɚɖɣɖ, ŮɚŬɢɘůŰɞˊɞɑɖůɖ Űɖɠ 

ŮɜŭŮɢɧɛŮɜɖɠ ɕɖɛɘɎɠ ɐ ŬəɧɛŬ əŬɘ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɖɜ ŬˊŮɘɚɐ ɛŮ ůəɞˊɧ Űɘɠ 

ɛŮɚɚɞɜŰɘəɏɠ ɓŮɚŰɘɩůŮɘɠ ůŰɖɜ ŬůűɎɚŮɘŬ. 
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ɇɟŮɘɠ ɔŮɜɘəɏɠ ɘŭɏŮɠ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ŬůűɎɚŮɘŬɠ əŬɘ ůŰɖɜ ŰŬəŰɘəɐ ŬɜŰɘɛŮŰɩˊɘůɖɠ ɛɘŬɠ ŬˊŮɘɚɐɠ 

ŮɑɜŬɘ: 

¶ Ʉɟɧɚɖɣɖ (Prevention)  

Ƀ ůŰɧɢɞɠ Űɖɠ ŮɑɜŬɘ ɜŬ əɟŬŰɐůŮɘ ɛŬəɟɘɎ Ŭˊɧ ɛɖɢŬɜɐɛŬŰŬ əŬɘ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ 

Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ ŮűŬɟɛɧɕɞɜŰŬɠ əŬŰɎɚɚɖɚŮɠ ˊɞɚɘŰɘəɏɠ Ůɚɏɔɢɞɡ əŬɘ ˊɟɧůɓŬůɖɠ. 

ũɜɤůŰɎ ůɡůŰɐɛŬŰŬ ˊɟɧɚɖɣɖɠ ŮɑɜŬɘ ŰŬ IPS (Intrusion Prevention Systems) ɧˊɤɠ ŰŬ 

firewalls ˊɞɡ ˊɟɞůŰŬŰŮɨɞɡɜ ůɡůŰɐɛŬŰŬ ɛɏůɤ Űɞɡ űɘɚŰɟŬɟɑůɛŬŰɞɠ ˊŬəɏŰɤɜ. 

¶ ȷɜɑɢɜŮɡůɖ (Detection)  

Ƀ ɟɧɚɞɠ Űɖɠ ŮɑɜŬɘ ɜŬ ŬɜɘɢɜŮɨŮɘ ŮˊɘɗɏůŮɘɠ ˊɞɡ ɚŬɛɓɎɜɞɡɜ ɢɩɟŬ əŬɘ ɜŬ ŮɜɖɛŮɟɩɜŮɘ 

ɧůɞ ˊɘɞ ɏɔəŬɘɟŬ Űɞ ɡˊɧ ŮˊɑɗŮůɖ ůɨůŰɖɛŬ ɐ ɜŬ ŬɜŬűɏɟŮɘ ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɖɠ 

ŮˊɑɗŮůɖɠ ɔɘŬ ŬɜɎɚɡůɖ əŬɘ ɓŮɚŰɑɤůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ. ȷɡŰɧ ŮˊɘŰɡɔɢɎɜŮŰŬɘ ɛɏůɤ Űɤɜ 

ɆɡůŰɖɛɎŰɤɜ ȷɜɑɢɜŮɡůɖɠ Ⱥɘůɓɞɚɐɠ (Intrusion Detection Systems - IDS). 

¶ ȷˊɧəɟɘůɖ (Response)  

ȷɜŬűɏɟŮŰŬɘ ůŰɞɜ Űɟɧˊɞ ŬɜŰɘɛŮŰɩˊɘůɖɠ ɛɘŬɠ ŮˊɑɗŮůɖɠ. ȹɖɚŬŭɐ, Űɘ ɛɏŰɟŬ ˊɟɏˊŮɘ ɜŬ 

ˊŬɟɗɞɨɜ ɔɘŬ Űɖɜ ŬɜŰɘɛŮŰɩˊɘůɖ ŮɑŰŮ ɛɘŬɠ ůŮ Ůɝɏɚɘɝɖ ŮˊɑɗŮůɖɠ ŮɑŰŮ ɛɘŬɠ ŮˊɑɗŮůɖɠ ˊɞɡ 

ɏɚŬɓŮ ɢɩɟŬ ɩůŰŮ ɜŬ ɛɖ ɝŬɜŬůɡɛɓŮɑ. ȷɜŬɓɎɗɛɘůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ ɛŮ ŭɘɞɟɗɩůŮɘɠ 

Űɤɜ əŮɜɩɜ ŬůűŬɚŮɑŬɠ, ɜɏŬ ɚɞɔɘůɛɘəɎ (software) ɐ ɡɚɘəɎ (hardware) ŮɑɜŬɘ əɎˊɞɘŬ 

ŰɏŰɞɘŬ ɛɏŰɟŬ. 

2.5 ɆɡůŰɐɛŬŰŬ ȷɜɑɢɜŮɡůɖɠ Ⱥɘůɓɞɚɐɠ  

ɇŬ ɆɡůŰɐɛŬŰŬ ȷɜɑɢɜŮɡůɖɠ Ⱥɘůɓɞɚɐɠ (Intrusion Detection systems-IDS) ŮɑɜŬɘ ɚɞɔɘůɛɘəɧ 

(software) ɐ ɡɚɘəɧ (hardware) ˊɞɡ ɧˊɤɠ ŬɜŬűɏɟɗɖəŮ əŬɘ ˊɘɞ ˊɎɜɤ ɏɢɞɡɜ ɤɠ ɟɧɚɞ ɜŬ 

ˊŬɟŬəɞɚɞɡɗɞɨɜ əŬɘ ɜŬ ŬɜŬɚɨɞɡɜ ɔŮɔɞɜɧŰŬ ˊɞɡ ůɡɛɓŬɑɜɞɡɜ Űɧůɞ ůŰɞɡɠ ɑŭɘɞɡɠ Űɞɡɠ 

ɡˊɞɚɞɔɘůŰɏɠ ɧůɞ əŬɘ ůŮ ŭɑəŰɡŬ ɡˊɞɚɞɔɘůŰɩɜ. ȷɜɘɢɜŮɨɞɡɜ əŬəɧɓɞɡɚŮɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ ɐ 

ˊŬɟŬɓɘɎůŮɘɠ ˊɞɚɘŰɘəɩɜ ŬůűŬɚŮɑŬɠ əŬɘ Űɘɠ ŬɜŬűɏɟɞɡɜ ůŮ əɎˊɞɘɞ ůŰŬɗɛɧ ŭɘŬɢŮɑɟɘůɖɠ Űɞɡ 

ŭɘəŰɨɞɡ ɔɘŬ ˊŮɟŬɘŰɏɟɤ ɛŮɚɏŰɖ. ɇŬ IDS ůɡɜŬɜŰɩɜŰŬɘ ůɡɜɐɗɤɠ ůŮ ŭɡɞ Űɨˊɞɡɠ: 

¶ ȹɘəŰɡŬəɎ IDS (Network Intrusion  Detection Systems - NIDS)  

ɇɞˊɞɗŮŰɞɨɜŰŬɘ ůŮ ůŰɟŬŰɖɔɘəɎ ůɖɛŮɑŬ ŮɜŰɧɠ Űɞɡ ŭɘəŰɨɞɡ ɛŮ ůəɞˊɧ Űɖɜ 

ˊŬɟŬəɞɚɞɨɗɖůɖ Űɖɠ əɑɜɖůɖɠ Ŭˊɧ əŬɘ ˊɟɞɠ ůɡůəŮɡɏɠ Űɞɡ ŭɘəŰɨɞɡ. ɀɘŬ ŰɏŰɞɘŬ 

ŭɘɎŰŬɝɖ ŬˊŮɘəɞɜɑɕŮŰŬɘ ůŰɖɜ ŮˊɧɛŮɜɖ ŮɘəɧɜŬ. 
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ȹɘŬŭɑəŰɡɞȺůɤŰŮɟɘəɧ ȹɑəŰɡɞ

ɉɟɐůŰŮɠ
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ȷɘůɗɖŰɐɟŬɠ 

IDS

ȷɘůɗɖŰɐɟŬɠ 

IDS

ɆŰŬɗɛɧɠ 

Ⱥɚɏɔɢɞɡ

Ⱥɝɡ́ɖɟŮŰɖŰɐɠ ȸŬůɖɠ

 ȹŮŭɞɛɏɜɤɜ

 

ȺɘəɧɜŬ 2.4: ȹɘɎŰŬɝɖ NIDS 

 

¶ IDS ūɘɚɞɝŮɜɞɨɜŰɞɠ ɀɖɢŬɜɐɛŬŰɞɠ (Host Intrusion  Detections Systems - HIDS) 

ɇŬ ůɡɔəŮəɟɘɛɏɜŬ ůɡůŰɐɛŬŰŬ ˊŬɟŬəɞɚɞɡɗɞɨɜ Űɖɜ ŭɟŬůŰɖɟɘɧŰɖŰŬ ɢɟɖůŰɩɜ əŬɘ 

ŮűŬɟɛɞɔɩɜ ůŰɞ űɘɚɞɝŮɜɞɨɜ ɛɖɢɎɜɖɛŬ (host) ɔɘŬ ɑɢɜɖ Ůɘůɓɞɚɐɠ ˊŬɟɏɢɞɜŰŬɠ ˊɘɞ 

Ŭəɟɘɓɐ ˊɚɖɟɞűɞɟɑŬ.  

ɇŬ IDS ɛˊɞɟɞɨɜ ɜŬ əŬŰɖɔɞɟɘɞˊɞɘɖɗɞɨɜ ɛŮ ɓɎůɖ Űɖɜ ŰŮɢɜɘəɐ ŬɜɑɢɜŮɡůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ 

ůŮ: 

¶ ȷɜɑɢɜŮɡůɖɠ ɈˊɞɔɟŬűɩɜ (Signature-Based Detection) 

ɋɠ ɡˊɞɔɟŬűɐ (signature) ɞɟɑɕɞɡɛŮ ɏɜŬ ˊɟɧŰɡˊɞ ɔɜɤůŰɐɠ ŬˊŮɘɚɐɠ. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ 

ŬɡŰɐ Űɞ ůɨůŰɖɛŬ ˊŬɟŬəɞɚɞɡɗŮɑ Űɖɜ əɑɜɖůɖ ůŰɞ ŭɑəŰɡɞ əŬɘ ůɡɔəɟɑɜŮɘ ŰŬ ˊŬəɏŰŬ ɛŮ 

ɛɘŬ ɓɎůɖ ŰɏŰɞɘɤɜ ɡˊɞɔɟŬűɩɜ ɩůŰŮ ɜŬ ŬɜŬɔɜɤɟɑůŮɘ ˊɘɗŬɜɎ ˊŮɟɘůŰŬŰɘəɎ ŬˊŮɘɚɩɜ. 

ȷɡŰɧɠ ɞ Űɟɧˊɞɠ ɚŮɘŰɞɡɟɔɑŬɠ ɛɞɘɎɕŮɘ ɛŮ ŰŬ ŬɜŰɘɥəɎ ɚɞɔɘůɛɘəɎ (antivirus).   

¶ ȷɜɑɢɜŮɡůɖɠ ȹɘŬŰŬɟŬɢɩɜ ɆŰŬŰɘůŰɘəɎ (Statistical Anomaly-Based Detection)  

ȼ ŰŮɢɜɘəɐ ŬɡŰɐ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖɜ ůɨɔəɟɘůɖ Űɖɠ ŮɝŮŰŬɕɧɛŮɜɖɠ ŭɘəŰɡŬəɐɠ əɑɜɖůɖɠ 

(network traffic) ɛŮ ɛɘŬ ůŰŬŰɘůŰɘəɎ ŬɜŬɛŮɜɧɛŮɜɖ əɑɜɖůɖ. ɋɠ ŬɜŬɛŮɜɧɛŮɜɖ ɗŮɤɟɞɨɛŮ 

Űɖɜ əŬɗɖɛŮɟɘɜɐ əɑɜɖůɖ ɛŮ Űɘɠ ůɡɜɖɗɘůɛɏɜŮɠ Űɘɛɏɠ Ůɨɟɞɡɠ ɕɩɜɖɠ (bandwidth), ɛŮ ŰŬ 

ůɡɜɖɗɘůɛɏɜŬ ˊɟɤŰɧəɞɚɚŬ (protocols) əŬɘ ˊɧɟŰŮɠ (ports) ˊɞɡ ŮɛűŬɜɑɕɞɜŰŬɘ. ɆɡɜŮˊɩɠ, 
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ˊŬɟŮəəɚɑůŮɘɠ Ŭˊɧ ŬɡŰɐ Űɖɜ ůɡɜɖɗɘůɛɏɜɖ Űɘɛɐ ůɖɛɎɜɞɡɜ ůɡɜŬɔŮɟɛɧ ɔɘŬ ˊɘɗŬɜɐ 

ŮˊɑɗŮůɖ. 

¶ ȷɜɑɢɜŮɡůɖɠ ɛŮ ȸɎůɖ ɄɟɞŭɘŬɔɟŬűɏɠ (Specification-Based Detection) 

Ƀɘ ˊɟɞŭɘŬɔɟŬűɏɠ ůɢŮŰɘəɎ ɛŮ Űɞɜ Űɟɧˊɞ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ŮəŰŮɚŮɑŰŬɘ ɏɜŬ ˊɟɧɔɟŬɛɛŬ ɐ 

ɏɜŬ ůɨůŰɖɛŬ əŬɘ ɖ ˊŬɟŬɓɑŬůɖ ŬɡŰɩɜ ŮɑɜŬɘ ˊɞɡ ɢŬɟŬəŰɖɟɑɕɞɡɜ Űɖɜ ůɡɔəŮəɟɘɛɏɜɖ 

ŰŮɢɜɘəɐ ŬɜɑɢɜŮɡůɖɠ. 

2.6 ɄɚŮɞɜŮəŰɐɛŬŰŬ əŬɘ ɀŮɘɞɜŮəŰɐɛŬŰŬ Űɤɜ IDS  

ɇŬ IDS ɧˊɤɠ ŮɑɜŬɘ ɚɞɔɘəɧ ˊŬɟɞɡůɘɎɕɞɡɜ ˊɚŮɞɜŮəŰɐɛŬŰŬ əŬɘ ɛŮɘɞɜŮəŰɐɛŬŰŬ, ŰŬ ɞˊɞɑŬ 

ůɢŮŰɑɕɞɜŰŬɘ əŬɘ ɛŮ Űɖɜ ŰŮɢɜɘəɐ ŬɜɑɢɜŮɡůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ.  

2.6.1 ɄɚŮɞɜŮəŰɐɛŬŰŬ 

ũɘŬ Űɖɜ ŰŮɢɜɘəɐ ŬɜɑɢɜŮɡůɖɠ ŭɘŬŰŬɟŬɢɩɜ, ˊɚŮɞɜŮəŰɐɛŬŰŬ ŬˊɞŰŮɚɞɨɜ ɖ ŬɜɎɚɡůɖ əɑɜɖůɖɠ, 

ŭɟŬůŰɖɟɘɞŰɐŰɤɜ əŬɘ ůɡɛˊŮɟɘűɞɟɩɜ ɔɘŬ ŬɜɤɛŬɚɑŮɠ Űɖ ůŰɘɔɛɐ ˊɞɡ ŮɝŮɚɑůůɞɜŰŬɘ əŬɗɩɠ əŬɘ ɖ 

ˊɟɞɞˊŰɘəɐ ŬɜɑɢɜŮɡůɖɠ ɎɔɜɤůŰɤɜ ɛɞŰɑɓɤɜ ŮˊɘɗɏůŮɤɜ ɛɏɢɟɘ ŰɧŰŮ. 

ȼ ŰŮɢɜɘəɐ ŬɜɑɢɜŮɡůɖɠ ɡˊɞɔɟŬűɩɜ ŭɞɡɚŮɨŮɘ ŮɝŬɘɟŮŰɘəɎ ŮɜɎɜŰɘŬ ůŮ ŮˊɘɗɏůŮɘɠ ˊɞɡ ɏɢɞɡɜ ɐŭɖ 

ˊŬɟŬŰɖɟɖɗŮɑ əŬɘ ɎɟŬ ŮɑɜŬɘ ŮɔɔŮɔɟŬɛɛɏɜŮɠ ůŰɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ. 

ũɘŬ Űɖɜ ŬɜɑɢɜŮɡůɖ ɛŮ ɓɎůɖ ˊɟɞŭɘŬɔɟŬűɏɠ, Űɞ əɨɟɘɞ ˊɚŮɞɜɏəŰɖɛŬ ŮɑɜŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ 

ŮɜŰɞˊɘůɛɞɨ ɎɔɜɤůŰɤɜ ŮˊɘɗɏůŮɤɜ ˊŬɟŬŰɖɟɩɜŰŬɠ Űɖ ˊŬɟŬɓɑŬůɖ əɎˊɞɘɤɜ ˊɟɞŭɘŬɔɟŬűɩɜ. 

2.6.2 ɀŮɘɞɜŮəŰɐɛŬŰŬ 

ɇɞ ɛɞɜŰɏɚɞ Űɤɜ ŭɘŬŰŬɟŬɢɩɜ ŮɑɜŬɘ ŮˊɘɟɟŮˊɏɠ ůŮ ɚŬɜɗŬůɛɏɜŮɠ ˊɟɞŮɘŭɞˊɞɘɐůŮɘɠ (false 

positives) əŬɗɩɠ ɡˊɎɟɢŮɘ ˊɎɜŰŬ ɖ ˊɘɗŬɜɧŰɖŰŬ ɖ Ůɜ ŮɝŮɚɑɝŮɘ əɑɜɖůɖ ɜŬ ŬˊɞəɚɑɜŮɘ Ŭˊɧ Űɖɜ 

ůŰŬŰɘůŰɘəɎ ɛɏůɖ əɑɜɖůɖ ɢɤɟɑɠ ɜŬ ɡˊɎɟɢŮɘ əɎˊɞɘɞ əŬəɧɓɞɡɚɞ ŬɑŰɘɞ. Ƀɘ ŮůűŬɚɛɏɜŮɠ ɛɖ 

ˊɟɞŮɘŭɞˊɞɘɐůŮɘɠ (false negatives) ŬˊɞŰŮɚɞɨɜ ɑŭɘɞɡ Űɨˊɞɡ ɛŮɘɞɜɏəŰɖɛŬ ŬɚɚɎ Ŭˊɧ Űɖɜ ŬɜɎˊɞŭɖ 

ɞˊŰɘəɐ, Ŭűɞɨ ŭŮɜ ŬɜɘɢɜŮɨɞɜŰŬɘ ɚɧɔɤ ɛɖ Ŭˊɧəɚɘůɖɠ ɛŮŰŬɝɨ Ůɜ ŮɝŮɚɑɝŮɘ əɑɜɖůɖɠ əŬɘ ůŰŬŰɘůŰɘəɎ 

ɛɏůɖɠ əɑɜɖůɖɠ. Ⱥˊɑůɖɠ, əŬŰɎ Űɖɜ ŭɘɎɟəŮɘŬ Űɖɠ  ŭɖɛɘɞɡɟɔɑŬɠ Űɤɜ ůŰŬŰɘůŰɘəɩɜ ɛɏůɤɜ ɧɟɤɜ ɔɘŬ 

Űɘɠ ůɡɔəɟɑůŮɘɠ ˊɞɡ ɗŬ Ŭəɞɚɞɡɗɐůɞɡɜ Űɞ ůɨůŰɖɛŬ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ŮɡɎɚɤŰɞ ůŮ ŮˊɘɗɏůŮɘɠ.  

ũɘŬ Űɞ ɛɞɜŰɏɚɞ Űɤɜ ɡˊɞɔɟŬűɩɜ, ɖ ŬɜɎɔəɖ ɔɘŬ ůɡɜŮɢɐɠ Ůɜɖɛɏɟɤůɖ Űɤɜ ɓɎůŮɤɜ ŭŮŭɞɛɏɜɤɜ ɛŮ 

Űɘɠ ɜɏŮɠ ɡˊɞɔɟŬűɏɠ ˊɞɡ ˊɟɞəɨˊŰɞɡɜ əŬŰɎ ɢɟɞɜɘəɎ ŭɘŬůŰɐɛŬŰŬ ŬˊɞŰŮɚŮɑ ɛŮɘɞɜɏəŰɖɛŬ. ȰɜŬ 

ŬəɧɛŬ ŰɏŰɞɘɞ ŮɑɜŬɘ ɖ ůɡɜŮɢɐɠ ůɨɔəɟɘůɖ əŬɘ ˊɟɞůˊɎɗŮɘŬ ɔɘŬ ŰŬɑɟɘŬůɛŬ ɛŮ ɛŮɔɎɚŮɠ ůɡɚɚɞɔɏɠ 

Ŭˊɧ ɡˊɞɔɟŬűɏɠ ŮˊɘɗɏůŮɤɜ ɔɘŬ ŰŬɡŰɞˊɞɑɖůɖ Űɖɠ ŬˊŮɘɚɐɠ. ɇɏɚɞɠ, ŮˊɘɗɏůŮɘɠ ɛŮ ɛɘəɟɏɠ 

ŬˊɞəɚɑůŮɘɠ Ŭˊɧ Űɘɠ ɡˊɎɟɢɞɡůŮɠ ɡˊɞɔɟŬűɏɠ ɛˊɞɟŮɑ ɜŬ ɞŭɖɔɐůɞɡɜ ůŮ ŬůŰɞɢɑŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ 

əŬɘ ɎɟŬ ɛɖ ŬɜɑɢɜŮɡůɖ ŬɡŰɩɜ. 
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ɄŬɟɧɛɞɘŬ ɛŮɘɞɜŮəŰɐɛŬŰŬ ŮɛűŬɜɑɕŮɘ əŬɘ Űɞ ɛɞɜŰɏɚɞ ɛŮ ɓɎůɖ ˊɟɞŭɘŬɔɟŬűɏɠ ˊŬɟɞɡůɘɎɕɞɜŰŬɠ 

ůɢŮŰɘəɎ ɢŬɛɖɚɧ ˊɞůɞůŰɧ ɣŮɡŭɩɜ ˊɟɞŮɘŭɞˊɞɘɐůŮɤɜ. 

ɇŬ ɛŮɘɞɜŮəŰɐɛŬŰŬ Űɤɜ IDS (əɡɟɑɤɠ false positives əŬɘ false negatives) ˊɟɞůˊŬɗɞɨɜ ɜŬ 

ŬɜŰɘɛŮŰɤˊɘůŰɞɨɜ Ŭˊɧ Űɖɜ ŭɘŮɗɜɐ ŮˊɘůŰɖɛɞɜɘəɐ əɞɘɜɧŰɖŰŬ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ˊŬɟɎɚɚɖɚŬ əŬɘ 

Űɖɜ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots ůŮ ŬɡŰɐɜ Űɖɜ ˊɟɞůˊɎɗŮɘŬ.  

2.7 Honeypots 

ɇŬ honeypots ŬˊɞŰŮɚɞɨɜ ɛɘŬ ˊɟɞůˊɎɗŮɘŬ ˊɘɞ ŮˊɘɗŮŰɘəɐɠ ˊɞɚɘŰɘəɐɠ ŮɜɎɜŰɘŬ ůŰɖɜ 

əŬŰŬˊɞɚɏɛɖůɖ əŬəɧɓɞɡɚɤɜ ŮˊɘɗɏůŮɤɜ. ɀɏɢɟɘ Űɖɜ ŬɜɎˊŰɡɝɐ Űɞɡɠ ɖ űɨůɖ Űɖɠ ŬůűɎɚŮɘŬɠ 

ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ ɐŰŬɜ Ůɝ ɞɚɞəɚɐɟɞɡ ŬɛɡɜŰɘəɐ. ȿŮɘŰɞɡɟɔɞɨɜ ˊŬɗɖŰɘəɎ 

ůɡɚɚɏɔɞɜŰŬɠ ŭŮŭɞɛɏɜŬ əŬɘ ŭɘŬűɏɟɞɡɜ Ŭˊɧ ŰŬ ůɡůŰɐɛŬŰŬ ŬɜɑɢɜŮɡůɖɠ Ůɘůɓɞɚɐɠ əŬɘ Űɞ ŰŮɑɢɞɠ 

ˊɟɞůŰŬůɑŬɠ (firewall) ˊɞɡ ůɡɛɛŮŰɏɢɞɡɜ ŮɜŮɟɔɎ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ŬůűɎɚŮɘŬɠ. 

Ƀ ɧɟɞɠ honeypot ŬɜŬűɏɟŮŰŬɘ ůŰɖɜ ˊŬɔɑŭŬ ˊɞɡ ůŰɐɜŮŰŬɘ ɔɘŬ ɜŬ ŬɜɘɢɜŮɨůŮɘ, ŮəŰɟɏɣŮɘ ɐ ɛŮ 

əɎˊɞɘɞ Űɟɧˊɞ ɜŬ ŬɚɚɖɚŮˊɘŭɟɎůŮɘ ɛŮ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ˊɟɞůˊɎɗŮɘŮɠ ɢɟɐůɖɠ 

ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ. ȹɖɚŬŭɐ, ˊɟɧəŮɘŰŬɘ ɔɘŬ ɏɜŬɜ ˊɧɟɞ ï ŭɧɚɤɛŬ ˊɞɡ ˊɟɞůˊɞɘŮɑŰŬɘ 

ˊɤɠ ŮɑɜŬɘ ˊɟŬɔɛŬŰɘəɧɠ ůŰɧɢɞɠ ˊɟɞɠ ŮəɛŮŰɎɚɚŮɡůɖ Ŭˊɧ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ ˊɟɞůŭɞəɩɜŰŬɠ 

ɜŬ Űɞɡɠ ŭŮɚŮɎůŮɘ ɩůŰŮ ɜŬ ŮˊɘŰŮɗɞɨɜ əŬɘ ɜŬ ŮəŰŮɗɞɨɜ. Ⱦɨɟɘɞɠ ůəɞˊɧɠ Űɖɠ ɚŮɘŰɞɡɟɔɑŬɠ Űɞɡ 

ŮɑɜŬɘ ɖ ˊŬɟŬˊɚɎɜɖůɖ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ əŬɘ ɖ ŬˊɧəŰɖůɖ ˊɚɖɟɞűɞɟɘɩɜ ůɢŮŰɘəɏɠ ɛŮ Űɞɜ ɑŭɘɞ, 

Űɞɜ Űɟɧˊɞ ŮˊɑɗŮůɐɠ Űɞɡ əŬɘ ŰŬ ŮɟɔŬɚŮɑŬ ˊɞɡ ŬɡŰɧɠ ɢɟɖůɘɛɞˊɞɑɖůŮ. 

ȰŰůɘ ɛˊɞɟɞɨɛŮ ɜŬ əŬŰŬɚɐɝɞɡɛŮ ůŮ ɏɜŬɜ ŮɜŬɚɚŬəŰɘəɧ ɞɟɘůɛɧ Űɤɜ honeypots, ɧˊɤɠ ŬɡŰɧɠ 

ŭɘŬŰɡˊɩɗɖəŮ Ŭˊɧ ŰŬ ɛɏɚɖ Űɖɠ əɞɘɜɧŰɖŰŬɠ Űɞɡ honeypot: 

ç ȰɜŬ honeypot ŮɑɜŬɘ ɏɜŬɠ ˊɧɟɞɠ ˊɚɖɟɞűɞɟɘŬəɞɨ ůɡůŰɐɛŬŰɞɠ Űɞɡ ɞˊɞɑɞɡ ɖ ŬɝɑŬ ɏɔəŮɘŰŬɘ 

ůŰɖɜ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ɐ ŬɗɏɛɘŰɖ ɢɟɐůɖ Űɞɡ è. 

ȳɚŬ ŰŬ honeypot ɓŬůɑɕɞɜŰŬɘ ůŰɖɜ ɘŭɏŬ ˊɤɠ əŬɜŮɑɠ ŭŮɜ ɗŬ ˊɟɏˊŮɘ ɜŬ ŰŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɐ ɜŬ 

ŬɚɚɖɚŮˊɘŭɟɎ ɛŮ ŬɡŰɎ əŬɘ ůɡɜŮˊɩɠ ɞˊɞɘŬŭɐˊɞŰŮ ŰɏŰɞɘŬ ŮɜɏɟɔŮɘŬ əɟɑɜŮŰŬɘ Ůɝ ɞɟɘůɛɞɨ 

ˊŬɟɎɜɞɛɖ. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɏɜŬ ůɨůŰɖɛŬ honeypot ɢɤɟɑɠ əŬɛɑŬ ŬɝɑŬ ˊŬɟŬɔɤɔɐɠ ɛˊɞɟŮɑ ɜŬ 

ůɡůŰŬɗŮɑ ůŮ ɏɜŬ ŮůɤŰŮɟɘəɧ ŭɑəŰɡɞ ɛɘŬɠ ɞɟɔɎɜɤůɖɠ ɧˊɞɡ əɎɜŮɘɠ ŭŮɜ ɏɢŮɘ ɚɧɔɞ ɜŬ Űɞ 

ɢɟɖůɘɛɞˊɞɘɐůŮɘ. ŪŬ ɛˊɞɟɞɨůŮ ɜŬ ŮɑɜŬɘ əɎˊɞɘɞɠ ŮɝɡˊɖɟŮŰɖŰɐɠ ɧˊɤɠ ŬɟɢŮɑɤɜ (file server), 

ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ (backup server), ɓɎůŮɤɜ ŭŮŭɞɛɏɜɤɜ (database server), ɘůŰɞɨ (web 

server) ɐ ŬəɧɛŬ əŬɘ ɞ ɡˊɞɚɞɔɘůŰɐɠ ŮɟɔŬůɑŬɠ Ůɜɧɠ ŮɟɔŬɕɞɛɏɜɞɡ. ȯɟŬ, ɛɘŬ ɢɟɐůɖ Ůɜɧɠ ŰɏŰɞɘɞɡ 

ůɡůŰɐɛŬŰɞɠ ɗŬ ŮɑɜŬɘ əŬəɧɓɞɡɚɖ. 
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2.7.1 ȷɟɢɘŰŮəŰɞɜɘəɐ Űɤɜ Honeypots 

ɆɖɛŬɜŰɘəɧ ɢŬɟŬəŰɖɟɘůŰɘəɧ ůŰɖ ɚŮɘŰɞɡɟɔɑŬ Űɤɜ honeypots ŮɑɜŬɘ Űɞ ɕɐŰɖɛŬ Űɖɠ ŰɞˊɞɗɏŰɖůɐɠ 

Űɞɡ ɛɏůŬ ůŰɞ ŭɑəŰɡɞ. Ƀɘ ůŰɟŬŰɖɔɘəɏɠ ŰɞˊɞɗɏŰɖůɖɠ ˊɞɡ ŬəɞɚɞɡɗɞɨɜŰŬɘ ŮɑɜŬɘ əɡɟɑɤɠ ɞɘ 

ŮˊɧɛŮɜŮɠ ŭɨɞ: 

¶ ɄŮɟɘɛŮŰɟɘəɐ ŰɞˊɞɗɏŰɖůɖ  

ɆŰɖ ůɡɔəŮəɟɘɛɏɜɖ ůŰɟŬŰɖɔɘəɐ Űɞ honeypot ɓɟɑůəŮŰŬɘ ˊŮɟɘɛŮŰɟɘəɎ Űɞɡ ŭɘəŰɨɞɡ, 

ŭɖɚŬŭɐ ŮɝɤŰŮɟɘəɎ Űɞɡ ŰŮɑɢɞɡɠ ˊɟɞůŰŬůɑŬɠ (firewall) ˊɟɞɠ Űɞ ŭɘŬŭɑəŰɡɞ (internet). 

Ɇɡɜɐɗɤɠ ŬɡŰɐ ŮˊɘɚɏɔŮŰŬɘ ɔɘŬ ŰŬ honeypots ɏɟŮɡɜŬɠ ɩůŰŮ ɜŬ ŭŮɢŰɞɨɜ ˊɞɚɚɏɠ 

ŮˊɘɗɏůŮɘɠ ɛŮ ůəɞˊɧ Űɖɜ ŬɜɎɚɡůɖ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ, ŰŬ əɑɜɖŰɟŬ əŬɘ Űɘɠ 

ŰŬəŰɘəɏɠ Űɤɜ ŮˊɘŰɘɗɏɛŮɜɤɜ. ȼ ŮˊɧɛŮɜɖ ŮɘəɧɜŬ ŬˊŮɘəɞɜɑɕŮɘ ɛɘŬ ŰɏŰɞɘŬ ůŰɟŬŰɖɔɘəɐ. 

ȹɘŬŭɑəŰɡɞ

Firewall

Honeypot

Router
Switch

File Server

Database Server

Application Server

Web Server

 

ȺɘəɧɜŬ 2.5: ɄŮɟɘɛŮŰɟɘəɐ ŰɞˊɞɗɏŰɖůɖ Ůɜɧɠ honeypot 

¶ ȺůɤŰŮɟɘəɐ ŰɞˊɞɗɏŰɖůɖ 

ȼ ŰɞˊɞɗɏŰɖůɖ ŬɡŰɐ Űɖ űɞɟɎ Űɞɡ honeypot ɔɑɜŮŰŬɘ ůŰɞ ŮůɤŰŮɟɘəɧ Űɞɡ ŭɘəŰɨɞɡ, 

ŭɖɚŬŭɐ ŮůɤŰŮɟɘəɎ Űɞɡ ŰŮɑɢɞɡɠ ˊɟɞůŰŬůɑŬɠ. Ɇɡɜɐɗɤɠ, ŰŬ honeypots ˊŬɟŬɔɤɔɐɠ ŮɑɜŬɘ 

ŬɡŰɎ ˊɞɡ əɎɜɞɡɜ ɢɟɐůɖ Űɖ ůɡɔəŮəɟɘɛɏɜɖ ŬɟɢɘŰŮəŰɞɜɘəɐ. ȾɎŰɘ ɚɞɔɘəɧ Ŭűɞɨ ůəɞˊɧɠ 

ůŮ ŰɏŰɞɘŮɠ ˊŮɟɘˊŰɩůŮɘɠ ŮɑɜŬɘ ɖ ŬɜɑɢɜŮɡůɖ əɎˊɞɘɞɡ ŮůɤŰŮɟɘəɞɨ ˊŬɟŬɓɘŬůɛɏɜɞɡ 

ɛɖɢŬɜɐɛŬŰɞɠ əŬɘ ˊɘɗŬɜɏɠ ŬˊŮɘɚɏɠ Ůə Űɤɜ ɏůɤ. ȼ ŬɟɢɘŰŮəŰɞɜɘəɐ ŬɡŰɐ ŬˊŮɘəɞɜɑɕŮŰŬɘ 

ůŰɖɜ ŮˊɧɛŮɜɖ ŮɘəɧɜŬ. 
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ȺɘəɧɜŬ 2.6: ȺůɤŰŮɟɘəɐ ŰɞˊɞɗɏŰɖůɖ Ůɜɧɠ honeypot 

2.8 ȾŬŰɖɔɞɟɘɞˊɞɑɖůɖ Űɤɜ Honeypots  

ȼ əŬŰɖɔɞɟɘɞˊɞɑɖůɖ Űɤɜ honeypots ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ɛŮ əɟɘŰɐɟɘɞ ŮɑŰŮ Űɞ ŮˊɑˊŮŭɞ 

ŬɚɚɖɚŮˊɑŭɟŬůɖɠ (level of interaction) ɛŮ Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ ŮɑŰŮ Űɞɜ ŰɞɛɏŬ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ (type of deployment) ŮɑŰŮ Űɞ ˊɩɠ ɏɔɘɜŮ ɖ ŮɔəŬŰɎůŰŬůɐ (type of installation) 

Űɞɡɠ. 

2.8.1 ȾŬŰɖɔɞɟɘɞˊɞɑɖůɖ ɛŮ əɟɘŰɐɟɘɞ Űɞ ɓŬɗɛɧ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ 

Ƀ ɓŬɗɛɧɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ (interaction) Űɤɜ honeypots ɛŮ Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ, ŰŬ 

əŬŰŬŰɎůůŮɘ ůŰɞɡɠ ŰɟŮɘɠ ŮˊɧɛŮɜɞɡɠ Űɨˊɞɡɠ: 

¶ Honeypots ɉŬɛɖɚɐɠ ȷɚɚɖɚŮˊɑŭɟŬůɖɠ (Low-Interaction Honeypots) 

ɇŬ ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots ŭɞɡɚŮɨɞɡɜ əɡɟɑɤɠ ɛŮ Űɞ ɜŬ ɛɘɛɞɨɜŰŬɘ 

ɡˊɖɟŮůɑŮɠ əŬɘ ůɡůŰɐɛŬŰŬ ŮɚəɡůŰɘəɎ ɔɘŬ Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ, ɞɘ ɞˊɞɑɞɘ ɧɛɤɠ 

ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŰɞ Űɘ ɛˊɞɟɞɨɜ ɜŬ əɎɜɞɡɜ ɛŮ ŬɡŰɎ.  

Ɇɡɜɐɗɤɠ, ɞɘ ˊɟɞůɞɛɞɘɤɛɏɜŮɠ ɡˊɖɟŮůɑŮɠ ŮˊɘŰɟɏˊɞɡɜ ɛɘəɟɧŰŮɟɖ ɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ əŬɘ 

Űɖɜ ŮəŰɏɚŮůɖ əɎˊɞɘɤɜ ɓŬůɘəɩɜ ŮɜŰɞɚɩɜ ůŮ ůɢɏůɖ ɛŮ Űɘɠ Ŭɚɖɗɘɜɏɠ ɡˊɖɟŮůɑŮɠ. 

ɆɡɜŮˊɩɠ, Űɞ ɟɑůəɞ ˊɞɡ ŮɛˊŮɟɘɏɢŮɘ ɖ ɢɟɐůɖ Űɞɡɠ ŮɑɜŬɘ ˊɞɚɨ ɛɘəɟɧ Ŭűɞɨ ɧˊɤɠ 

ˊɟɞŬɜŬűɏɟɗɖəŮ ɞɘ ŭɡɜŬŰɧŰɖŰŮɠ Űɤɜ ŮˊɘŰɘɗɏɛŮɜɤɜ ŮɑɜŬɘ ˊŮɟɘɞɟɘůɛɏɜŮɠ əŬɘ ɞ ɑŭɘɞɠ ɞ 

ŭɘŬɢŮɘɟɘůŰɐɠ Űɞɡ honeypot ɏɢŮɘ Űɞɜ ŬˊɧɚɡŰɞ ɏɚŮɔɢɞ ɛɘŬɠ ŮˊɑɗŮůɖɠ əŬɘ ˊɘɗŬɜɐɠ 

ɛɧɚɡɜůɖɠ. ȰɜŬ ŬəɧɛŬ ɗŮŰɘəɧ ɢŬɟŬəŰɖɟɘůŰɘəɧ ŬɡŰɐɠ Űɖɠ əŬŰɖɔɞɟɑŬɠ Űɤɜ honeypots 

ŮɑɜŬɘ ɖ Ůɨəɞɚɖ ŮɔəŬŰɎůŰŬůɖ,  ŬɜɎˊŰɡɝɖ əŬɘ ůɡɜŰɐɟɖůɐ Űɞɡɠ Ŭˊɧ Űɞɜ ŭɘŬɢŮɘɟɘůŰɐ 

ɚɧɔɤ Űɤɜ ˊɟɞəŬɗɞɟɘůɛɏɜɤɜ Űɞɡɠ ɟɡɗɛɑůŮɤɜ.  



 

19 

 

ȷˊɧ Űɖɜ Ɏɚɚɖ ˊɚŮɡɟɎ, ɞɘ ɡˊɖɟŮůɑŮɠ, ɛŮ Űɖɜ ɛŮɘɤɛɏɜɖ ɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ ˊɞɡ 

ˊɟɞůűɏɟɞɡɜ, ɞŭɖɔɞɨɜ ůɡɢɜɎ ůŮ ˊɟɧɤɟɞ ŰŮɟɛŬŰɘůɛɧ Űɤɜ ŮˊɘɗɏůŮɤɜ ˊɟɘɜ ŬəɧɛŬ 

əŬəɧɓɞɡɚŮɠ ŮɜɏɟɔŮɘŮɠ ɚɎɓɞɡɜ ɢɩɟŬ, Ůɜɩ ŰŬ honeypots ŮəŰɑɗŮɜŰŬɘ ˊɞɚɨ ˊɘɞ ŮɨəɞɚŬ 

ůŰɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. Ⱥˊɑůɖɠ, ɞ ˊŮɟɘɞɟɘůɛɧɠ ůŰɖɜ ˊɞůɧŰɖŰŬ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ 

əŬŰŬɔɟɎűɞɜŰŬɘ əŬɘ ŬɟɔɧŰŮɟŬ ŬɜŬɚɨɞɜŰŬɘ ŬˊɞŰŮɚŮɑ ɛŮɘɞɜɏəŰɖɛŬ, Ůɜɩ ɖ ɚŮɘŰɞɡɟɔɑŬ 

ŮɑɜŬɘ əŬɚɨŰŮɟɖ ɛŮ ɐŭɖ ɔɜɤůŰɞɨɠ Űɨˊɞɡɠ ŬˊŮɘɚɩɜ əŬɘ ůɡɛˊŮɟɘűɞɟɩɜ. Ƀɘ ɎɔɜɤůŰŮɠ 

ŬˊŮɘɚɏɠ ɏɢɞɡɜ ɤɠ ŬˊɞŰɏɚŮůɛŬ Űɖɜ ŭɨůəɞɚɖ əŬŰŬɜɧɖůɖ Űɤɜ ˊɟɞɗɏůŮɤɜ Űɤɜ 

ŮˊɘŰɘɗɏɛŮɜɤɜ əŬɘ ɑůɤɠ ɛɘŬ ˊɘɗŬɜɐ ɛɖ ůɤůŰɐ ŬɜŰɑŭɟŬůɖ Űɤɜ honeypots əŬɘ ɛɘŬ ŬəɧɛŬ 

ˊɘɞ ˊŮɟɘɞɟɘůɛɏɜɖ əŬŰŬɔɟŬűɐ Űɖɠ əŬəɧɓɞɡɚɖɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ. ɇɏɚɞɠ, ɛɖ ɔɜɤůŰɎ 

əŮɜɎ ŬůűŬɚŮɑŬɠ (0-day vulnerabilities) ŮɑɜŬɘ ŭɨůəɞɚɞ ɜŬ ˊɟɞůɞɛɞɘɤɗɞɨɜ Ŭˊɧ ŬɡŰɎ 

ŰŬ honeypots. 

¶ Honeypots Ɉɣɖɚɐɠ ȷɚɚɖɚŮˊɑŭɟŬůɖɠ (High-Interaction Honeypots) 

ɇŬ ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots əɎɜɞɡɜ ɢɟɐůɖ ˊɟŬɔɛŬŰɘəɩɜ ˊɧɟɤɜ əŬɘ 

ˊɟɞůűɏɟɞɡɜ ˊɟŬɔɛŬŰɘəɎ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ əŬɘ ɡˊɖɟŮůɑŮɠ ɛŮ ɔɘŬ 

ŬɚɚɖɚŮˊɑŭɟŬůɖ ůŰɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ. ɆŮ ŬɜŰɑɗŮůɖ ɛŮ ŰŬ ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ, ŰŬ 

ůɡɔəŮəɟɘɛɏɜɖɠ əŬŰɖɔɞɟɑŬɠ honeypots ŭŮɜ ɢɟɖůɘɛɞˊɞɘɞɨɜ ˊɟɞůɞɛɞɑɤůɖ ɔɘŬ ɜŬ 

ˊɟɞůŮɚəɨůɞɡɜ Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ.  

ɇŬ honeypots ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ ŭŮɜ ŮɜŭɘŬűɏɟɞɜŰŬɘ Ŭˊɚɩɠ ɔɘŬ ŬɜɑɢɜŮɡůɖ 

ŮˊɘɗɏůŮɤɜ ŬɚɚɎ əŬɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ Ŭűɞɟɞɨɜ ˊɟɞɔɟɎɛɛŬŰŬ ˊɞɡ ˊɘɗŬɜɧɜ ɞ 

ŮˊɘŰɘɗɏɛŮɜɞɠ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɔɘŬ Űɖɜ ŮˊɑɗŮůɖ, ŮɜŰɞɚɏɠ ˊɞɡ ŭɧɗɖəŬɜ əŬŰɎ Űɖɜ 

ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɞɜ ɡˊɞɚɞɔɘůŰɐ əŬɘ ŮˊɘəɞɘɜɤɜɑŮɠ ɛŮ Ɏɚɚɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ. ũɘŬ Űɞ 

ɚɧɔɞ ŬɡŰɧ ŮɑɜŬɘ ŮˊɘɗɡɛɖŰɐ ɖ ˊɟɧůɓŬůɖ ůŰŬ honeypots, ɩůŰŮ ɛŮ əŬŰɎɚɚɖɚɖ ŬɜɎɚɡůɖ 

ɜŬ ɞŭɖɔɖɗɞɨɛŮ ůŰŬ əɑɜɖŰɟŬ Űɤɜ əŬəɧɓɞɡɚɤɜ ɢɟɖůŰɩɜ, Űɞ ŮˊɑˊŮŭɞ Űɤɜ ɘəŬɜɞŰɐŰɤɜ 

Űɞɡɠ əŬɘ Űɖɠ ɞɟɔɎɜɤůɐɠ Űɞɡɠ. ɆɖɛŬɜŰɘəɧ Ůˊɑůɖɠ ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɞɡɠ ŬˊɞŰŮɚŮɑ ɖ 

ŭɡɜŬŰɧŰɖŰŬ ˊŬɟŬŰɐɟɖůɖɠ ɎɔɜɤůŰɤɜ əŬɘ ŬˊɟɞůŭɧəɖŰɤɜ ŮˊɘɗŮŰɘəɩɜ ůɡɛˊŮɟɘűɞɟɩɜ ɐ 

ŮˊɘɗɏůŮɤɜ ůŮ ɎɔɜɤůŰŬ əŮɜɎ ŬůűŬɚŮɑŬɠ ɛɏɢɟɘ ŮəŮɑɜɖ Űɖ ůŰɘɔɛɐ (0-day 

vulnerabilities).  

ȳɛɤɠ ɡˊɎɟɢŮɘ ɏɜŬ ŰɑɛɖɛŬ ůŮ ŬɡŰɏɠ Űɘɠ ˊɞɚɨ ɡɣɖɚɏɠ ŭɡɜŬŰɧŰɖŰŮɠ Űɞɡɠ. ȼ ɢɟɐůɖ Űɞɡɠ 

ŮɑɜŬɘ ɛŮɔɎɚɞ ɟɑůəɞ ůŮ ˊŮɟɑˊŰɤůɖ ŮˊɘŰɡɢɞɨɠ ŭɘŮɑůŭɡůɖɠ əɎˊɞɘɞɡ əŬəɧɓɞɡɚɞɡ ɢɟɐůŰɖ 

əŬɘ ŬˊɩɚŮɘŬɠ Ůɚɏɔɢɞɡ Űɞɡ honeypot. ɇɞ ɔŮɔɞɜɧɠ ɧŰɘ ˊŬɟɏɢŮŰŬɘ ůŰɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɏɜŬ 

honeypot ï ˊɟŬɔɛŬŰɘəɧ ůɨůŰɖɛŬ ɔɘŬ ɜŬ ŬɚɚɖɚŮˊɘŭɟɎůŮɘ ŬˊɞŰŮɚŮɑ əɑɜŭɡɜɞ ɜŬ Űɞ 

ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɤɠ ˊɚŬŰűɧɟɛŬ ŮˊɑɗŮůɖɠ ůŮ ɎɚɚŬ ůɡůŰɐɛŬŰŬ, ˊɟɎɝɖ ˊɞɡ ɔŮɜɜɎ əŬɘ 

ɜɞɛɘəɎ ɕɖŰɐɛŬŰŬ Ŭɜ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ˊŬɟŬɜɞɛɑŮɠ. Ⱥˊɘˊɚɏɞɜ, ŰŬ honeypots ɡɣɖɚɐɠ 

ŬɚɚɖɚŮˊɑŭɟŬůɖɠ ŮɑɜŬɘ ˊŮɟɑˊɚɞəŬ. ȹŮɜ ŬˊŬɘŰŮɑŰŬɘ Ŭˊɚɩɠ ɛɘŬ Ŭˊɚɐ ŮɔəŬŰɎůŰŬůɖ əŬɘ 

ŮɑɜŬɘ ŭɘŬɗɏůɘɛŬ ˊɟɞɠ ɢɟɐůɖ, ŬɚɚɎ ˊɟɏˊŮɘ ɜŬ ŭɖɛɘɞɡɟɔɖɗɞɨɜ əŬɘ ɜŬ ɟɡɗɛɘůŰɞɨɜ 

əŬŰŬɚɚɐɚɤɠ ˊɟŬɔɛŬŰɘəɎ ůɡůŰɐɛŬŰŬ, ɡˊɖɟŮůɑŮɠ, ŮűŬɟɛɞɔɏɠ ŮɚəɡůŰɘəɏɠ ɔɘŬ Űɞɜ 
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ŮˊɘŰɘɗɏɛŮɜɞ. ɆɡɜŮˊɩɠ, Űɞ ůŰɐůɘɛɞ, ɖ ůɡɜŰɐɟɖůɖ əŬɘ ɖ ŭɘŬɢŮɑɟɘůɖ Ůɜɧɠ ŰɏŰɞɘɞɡ 

honeypot ůɡɜɞŭŮɨŮŰŬɘ Ŭˊɧ ɛŮɔɎɚɖ ˊɞɚɡˊɚɞəɧŰɖŰŬ ɧˊɤɠ ůɡɛɓŬɑɜŮɘ əŬɘ ɛŮ Űɖɜ 

ˊɟɞůˊɎɗŮɘŬ ŮɚŬɢɘůŰɞˊɞɑɖůɖɠ Űɞɡ ɟɑůəɞɡ ɢɟɖůɘɛɞˊɞɑɖůɖɠ Űɤɜ honeypots ɔɘŬ 

ŮˊɘɗɏůŮɘɠ. ɇɏɚɞɠ, ɞ ɛŮɔɎɚɞɠ ɧɔəɞɠ ŭŮŭɞɛɏɜɤɜ ˊɞɡ əŬŰŬɔɟɎűŮŰŬɘ ɗŬ ˊɟɏˊŮɘ ɜŬ 

ŬɜŬɚɡɗŮɑ ɔɘŬ ůɡɛˊŮɟɎůɛŬŰŬ, ɛɘŬ ŭɘŬŭɘəŬůɑŬ ŬɟəŮŰɎ ɢɟɞɜɞɓɧɟŬ. 

 

 

ȺɘəɧɜŬ 2.7: ȸŬɗɛɧɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ əŬɘ honeypots 

 

¶ ɈɓɟɘŭɘəɎ Honeypots (Hybrid Honeypots) 

ɀɘŬ ůɢŮŰɘəɎ əŬɘɜɞɨɟɔɘŬ əŬŰɖɔɞɟɑŬ (Ŭɜ ɛˊɞɟŮɑ ɜŬ ɢŬɟŬəŰɖɟɘůŰŮɑ ɏŰůɘ)  honeypots 

ŮɑɜŬɘ ŬɡŰɐ Űɤɜ ɡɓɟɘŭɘəɩɜ. ɄɟɧəŮɘŰŬɘ ůŰɖɜ ɞɡůɑŬ ɔɘŬ honeypots ˊɞɡ ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ 

Űɞ ůɡɜŭɡŬůɛɧ Űɤɜ ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ əŬɘ ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots, 

ɩůŰŮ ɜŬ ŮəɛŮŰŬɚɚŮɡŰŮɑ ŰŬ ɞűɏɚɖ Űɤɜ ŭɨɞ ŬɡŰɩɜ əŬŰɖɔɞɟɘɩɜ. ɄŬɟɎŭŮɘɔɛŬ ŰɏŰɞɘŬɠ 

ŰŮɢɜɞɚɞɔɑŬɠ ŮɑɜŬɘ Űɞ honeybrid. 

 

ɄŬɟŬəɎŰɤ ŬəɞɚɞɡɗŮɑ ɏɜŬɠ ůɡɜɞˊŰɘəɧɠ ˊɑɜŬəŬɠ ɛŮ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɤɜ ɢŬɛɖɚɐɠ 

ŬɚɚɖɚŮˊɑŭɟŬůɖɠ əŬɘ ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots. ȹŮɜ ůɡɛˊŮɟɘɚŬɛɓɎɜɞɡɛŮ ŰŬ 

ɡɓɟɘŭɘəɎ honeypots əŬɗɩɠ ŬˊɞŰŮɚɞɨɜ, ɧˊɤɠ ˊɟɞŬɜŬűɏɟɗɖəŮ ůɡɜŭɡŬůɛɧ Űɤɜ ŭɨɞ Ɏɚɚɤɜ 

əŬŰɖɔɞɟɘɩɜ. 
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ɉŬɛɖɚɐɠ ȷɚɚɖɚŮˊɑŭɟŬůɖɠ Honeypots Ɉɣɖɚɐɠ ȷɚɚɖɚŮˊɑŭɟŬůɖɠ Honeypots 

Ʉɟɞůɞɛɞɑɤůɖ ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ əŬɘ 

ɡˊɖɟŮůɘɩɜ ůŮ ˊɞɚɨ ɓŬůɘəɧ ŮˊɑˊŮŭɞ 

ɄɟŬɔɛŬŰɘəɎ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ, 

ɡˊɖɟŮůɑŮɠ əŬɘ ŮűŬɟɛɞɔɏɠ 

Ⱥɨəɞɚɖ ŮɔəŬŰɎůŰŬůɖ, ůɡɜŰɐɟɖůɖ əŬɘ 

ŭɘŬɢŮɑɟɘůɖ 

Ʉɞɚɨˊɚɞəɞ ůŰɐůɘɛɞ əŬɘ ůɡɜŰɐɟɖůɖ, 

ɢɟɞɜɞɓɧɟŬ ŭɘŬɢŮɑɟɘůɖ 

ɀŮɘɤɛɏɜɞ ɟɑůəɞ ɚɧɔɤ Űɤɜ ˊɟɞůɞɛɞɘɤɛɏɜɤɜ 

ůɡůŰɖɛɎŰɤɜ 

ȷɡɝɖɛɏɜɞ ɟɑůəɞ ɚɧɔɤ Űɤɜ ˊɟŬɔɛŬŰɘəɩɜ 

ůɡůŰɖɛɎŰɤɜ 

ȹɡɜŬŰɧŰɖŰŬ əŬŰŬɔɟŬűɐɠ ˊŮɟɘɞɟɘůɛɏɜɞɡ 

ɧɔəɞɡ ŭŮŭɞɛɏɜɤɜ 

ȹɡɜŬŰɧŰɖŰŬ əŬŰŬɔɟŬűɐɠ ɛŮɔɎɚɞɡ ɧɔəɞɡ 

ŭŮŭɞɛɏɜɤɜ ɧˊɤɠ ŮɟɔŬɚŮɑŬ, ŮˊɘəɞɘɜɤɜɑŮɠ, 

ŮɜŰɞɚɏɠ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ 

ȹɡɜŬŰɧŰɖŰŬ ŬɜɑɢɜŮɡůɖɠ ˊŮɟɘɞɟɘůɛɏɜɤɜ 

Űɨˊɤɜ ŬˊŮɘɚɩɜ 

ȹɡɜŬŰɧŰɖŰŬ ŬɜɑɢɜŮɡůɖɠ ˊŮɟɘůůɧŰŮɟɤɜ Űɨˊɤɜ 

ŬˊŮɘɚɩɜ, ɧˊɤɠ ɎɔɜɤůŰŮɠ ůɡɛˊŮɟɘűɞɟɏɠ 

ɄɑɜŬəŬɠ 2.1: ɉŬɟŬəŰɖɟɘůŰɘəɎ Űɤɜ honeypots 

2.8.2 ȾŬŰɖɔɞɟɘɞˊɞɑɖůɖ ɛŮ əɟɘŰɐɟɘɞ Űɞɜ ŰɞɛɏŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 

ɀɘŬ Ɏɚɚɖ əŬŰɖɔɞɟɘɞˊɞɑɖůɖ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ŮɑɜŬɘ ɛŮ ɓɎůɖ Űɞɜ ŰɞɛɏŬ ůŰɞɜ ɞˊɞɑɞ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ (deployment) ŰŬ honeypots, ɖ ɞˊɞɑŬ ɞŭɖɔŮɑ ůŰɘɠ ŮˊɧɛŮɜŮɠ ŭɨɞ əŬŰɖɔɞɟɑŮɠ: 

¶ Honeypots ȰɟŮɡɜŬɠ (Research Honeypots) 

ɇŬ ůɡɔəŮəɟɘɛɏɜŬ honeypots ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ůɡɚɚɞɔɐ ˊɚɖɟɞűɞɟɑŬɠ 

ůɢŮŰɘəɎ ɛŮ ŰŬ əɑɜɖŰɟŬ əŬɘ Űɘɠ ŰŬəŰɘəɏɠ Űɖɠ əɞɘɜɧŰɖŰŬɠ Űɤɜ əŬəɧɓɞɡɚɤɜ ɢɟɖůŰɩɜ 

(blackhat community). ȼ ɏɟŮɡɜŬ Űɤɜ ŮˊɘɗɏůŮɤɜ əŬɘ ɖ ŮɨɟŮůɖ əɎˊɞɘɞɡ 

ŬˊɞŰŮɚŮůɛŬŰɘəɞɨ Űɟɧˊɞɡ ˊɟɞůŰŬůɑŬɠ Ŭˊɧ ŬɡŰɞɨɠ Űɞɡɠ əɘɜŭɨɜɞɡɠ ŬˊɞŰŮɚŮɑ Űɞɜ 

ɓŬůɘəɧ ůŰɧɢɞ Űɖɠ ɢɟɖůɘɛɞˊɞɑɖůɐɠ Űɞɡɠ.  

ȾŬŰŬɔɟɎűɞɡɜ ůɡɛˊŮɟɘűɞɟɏɠ əŬɘ əɘɜɐůŮɘɠ Űɤɜ ŮˊɘŰɘɗɏɛŮɜɤɜ əŬŰɎ Űɖɜ Ůɝɏɚɘɝɖ Űɖɠ 

ŮˊɑɗŮůɖɠ ŬɚɚɎ əŬɘ Ŭűɞɨ ŮˊɘŰŮɡɢɗŮɑ ɛɘŬ ŮˊɘŰɡɢɐɠ ˊŬɟŬɓɑŬůɖ Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ, ɧˊɤɠ 

ˊɘɗŬɜɏɠ ŮˊɘəɞɘɜɤɜɑŮɠ ɛŮ Ɏɚɚɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ. ȷˊɞŰŮɚɞɨɜ ŮɝŬɘɟŮŰɘəɎ 

ŮɟɔŬɚŮɑŬ ɔɘŬ Űɖɜ əŬŰŬɔɟŬűɐ əŬɘ ŬɜɎɚɡůɖ ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜɤɜ ŮˊɘɗɏůŮɤɜ, ɧˊɤɠ Űɤɜ 

worms.  

ɇŬ honeypots ɏɟŮɡɜŬɠ ŮɑɜŬɘ ˊɞɚɨˊɚɞəŬ ůŰɖɜ ŮɔəŬŰɎůŰŬůɖ əŬɘ ůɡɜŰɐɟɖůɖ, 

əŬŰŬɔɟɎűɞɡɜ ɛŮɔɎɚɞ ɧɔəɞ ŭŮŭɞɛɏɜɤɜ, ɖ ŬɜɎɚɡůɖ Űɤɜ ɞˊɞɑɤɜ ŮɑɜŬɘ ɢɟɞɜɞɓɧɟŬ, əŬɘ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ əŬŰɎ əɨɟɘɞ ɚɧɔɞ Ŭˊɧ ˊŬɜŮˊɘůŰɐɛɘŬ, ůŰɟŬŰɘɤŰɘəɞɨɠ ɐ 

əɡɓŮɟɜɖŰɘəɞɨɠ ɞɟɔŬɜɘůɛɞɨɠ əŬɗɩɠ əŬɘ ŮɟŮɡɜɖŰɘəɎ əɏɜŰɟŬ ˊɞɡ Űɞɡɠ ŮɜŭɘŬűɏɟŮɘ ɞ 

ŰɞɛɏŬɠ Űɖɠ ŬůűɎɚŮɘŬɠ.  
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¶ Honeypots ɄŬɟŬɔɤɔɐɠ (Production Honeypots) 

ȼ Ɏɚɚɖ əŬŰɖɔɞɟɑŬ ŮɑɜŬɘ ŬɡŰɐ Űɤɜ honeypots ˊŬɟŬɔɤɔɐɠ. ɃɟɔŬɜɘůɛɞɑ ŰŬ 

ɢɟɖůɘɛɞˊɞɘɞɨɜ əɡɟɑɤɠ ůŰɞ ŮůɤŰŮɟɘəɧ ŭɑəŰɡɞ ˊŬɟŬɔɤɔɐɠ (production network) Űɞɡɠ 

ɛŬɕɑ ɛŮ ɎɚɚŬ ůɡůŰɐɛŬŰŬ ˊŬɟŬɔɤɔɐɠ ɛŮ ůəɞˊɧ Űɖ ɓŮɚŰɑɤůɖ Űɖɠ ˊɟɞůŰŬůɑŬɠ əŬɘ Űɞ 

ɛŮŰɟɘŬůɛɧ Űɞɡ ɟɑůəɞɡ.  

ɇŬ honeypots ˊŬɟŬɔɤɔɐɠ ŮɑɜŬɘ ŮɨəɞɚŬ ůŰɖɜ ŮɔəŬŰɎůŰŬůɖ əŬɘ ůɡɜŰɐɟɖůɖ, Ůɜɩ 

əŬŰŬɔɟɎűɞɡɜ ˊŮɟɘɞɟɘůɛɏɜɞ ɧɔəɞ ˊɚɖɟɞűɞɟɑŬɠ ůŮ ůɢɏůɖ ɛŮ ŰŬ honeypots ɏɟŮɡɜŬɠ. Ƀɘ 

ɚɘɔɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɞŭɖɔɞɨɜ ɧɛɤɠ ůŮ ɔɟɖɔɞɟɧŰŮɟɖ ŬɜɎɚɡůɐ Űɞɡɠ. Ⱦɡɟɑɤɠ ɏɢɞɡɜ 

ŮűŬɟɛɞɔɐ ůŮ ŮŰŬɘɟŮɑŮɠ əŬɘ ůɤɛŬŰŮɑŬ ůŰɞɡɠ ŰɞɛŮɑɠ Űɖɠ ˊɟɧɚɖɣɖɠ, ŬɜɑɢɜŮɡůɖɠ əŬɘ 

Ŭˊɧəɟɘůɖɠ.  

ɇŬ honeypots ˊŬɟŬɔɤɔɐɠ ŭŮɜ ɏɢɞɡɜ ɛŮɔɎɚɖ ŬɝɑŬ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ˊɟɧɚɖɣɖɠ 

(prevention). ȹŮɜ ˊɟɧəŮɘŰŬɘ ɜŬ əɟŬŰɐůɞɡɜ Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ ɛŬəɟɘɎ Ŭˊɧ ŰŬ 

ůɡůŰɐɛŬŰŬ ŬɜŰɘɗɏŰɤɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ůŰɖɗɞɨɜ (setup) ɚŬɜɗŬůɛɏɜŬ ɗŬ 

ŭɘŮɡəɞɚɡɜɗŮɑ ɖ ˊŬɟŬɓɑŬůɖ Űɞɡ ŭɘəŰɨɞɡ ˊŬɟŬɔɤɔɐɠ. 

ɇɞ ŮɜŭŮɢɧɛŮɜɞ ɢɟɐůɖɠ Űɤɜ honeypots ɤɠ ŰɏɢɜŬůɛŬ ɔɘŬ Űɖɜ ŬˊŬůɢɧɚɖůɖ Űɤɜ 

ŮˊɘŰɘɗɏɛŮɜɤɜ əŬɘ ɧɢɘ ɛŮ ŰŬ ˊɟŬɔɛŬŰɘəɎ ůɡůŰɐɛŬŰŬ ˊŬɟŬɔɤɔɐɠ ŭŮɜ ˊɟɧəŮɘŰŬɘ ɜŬ ɏɢŮɘ 

ŰŬ ŮˊɘɗɡɛɖŰɎ ŬˊɞŰŮɚɏůɛŬŰŬ. Ʉɚɏɞɜ ɧɚɞ əŬɘ ˊŮɟɘůůɧŰŮɟŮɠ ŮˊɘɗɏůŮɘɠ ŮɑɜŬɘ 

ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜŮɠ, ˊɞɡ ůɖɛŬɑɜŮɘ ŮˊɑɗŮůɖ ůŮ ɞŰɘŭɐˊɞŰŮ ŮɑɜŬɘ ŮɡɎɚɤŰɞ. ɄɟɎɔɛŬŰɘ, 

ɚɞɘˊɧɜ, ŬɡŰɏɠ ɞɘ ŬˊŮɘɚɏɠ ɗŬ ŮˊɘŰŮɗɞɨɜ ůŮ ɏɜŬ honeypot ŬɚɚɎ əŬɘ ůŮ ɧɚŬ ŰŬ ɎɚɚŬ 

ůɡůŰɐɛŬŰŬ Űɞɡ ɞɟɔŬɜɘůɛɞɨ. ɆɡɜŮˊɩɠ ŮɑɜŬɘ ˊɟɞŰɘɛɧŰŮɟɞ ɖ ɢɟɐůɖ ŭɘŬɗɏůɘɛɤɜ ˊɧɟɤɜ 

ůŮ əŬɚɨŰŮɟŮɠ ˊɟŬəŰɘəɏɠ Ŭˊɧ ŰŬ honeypots ɧůɞɜ ŬűɞɟɎ Űɖɜ ˊɟɧɚɖɣɖ.   

ȼ ŬɜɑɢɜŮɡůɖ (detection) ŬˊŮɘɚɩɜ ŬˊɞŰŮɚŮɑ ɏɜŬ ŰɞɛɏŬ ɧˊɞɡ ŰŬ honeypots ˊŬɟŬɔɤɔɐɠ 

ɛˊɞɟɞɨɜ ɜŬ ŬˊɞŰŮɚɏůɞɡɜ ůɖɛŬɜŰɘəɐ ɛɞɜɎŭŬ. ũɘŬ ˊɞɚɚɞɨɠ ɞɟɔŬɜɘůɛɞɨɠ ɖ ŬɜɑɢɜŮɡůɖ 

əɘɜŭɨɜɤɜ ŮɑɜŬɘ ŮɝŬɘɟŮŰɘəɎ ŭɨůəɞɚɖ ɡˊɧɗŮůɖ. ɇŬ ůɡůŰɐɛŬŰŬ ŬɜɑɢɜŮɡůɖɠ Ůɘůɓɞɚɐɠ 

(IDS) ŮɑɜŬɘ ůɢŮŭɘŬůɛɏɜŬ ɔɘŬ Űɞɜ ɚɧɔɞ ŬɡŰɧ, ɧɛɤɠ ɞɘ ɚŬɜɗŬůɛɏɜŮɠ ˊɟɞŮɘŭɞˊɞɘɐůŮɘɠ 

(false positives) ɐ ɞɘ ŮůűŬɚɛɏɜŮɠ ɛɖ ˊɟɞŮɘŭɞˊɞɘɐůŮɘɠ (false negatives) ŬˊɞŰŮɚɞɨɜ 

ɎɚɡŰŬ ˊɟɞɓɚɐɛŬŰŬ. ɇŬ honeypots ŬˊɞŰŮɚɞɨɜ Űɖ ɚɨůɖ ŮɝŬɚŮɑűɞɜŰŬɠ ŰŬ ˊŬɟŬˊɎɜɤ 

ˊɟɞɓɚɐɛŬŰŬ, ŬɜɘɢɜŮɨɞɜŰŬɠ ůŮ ˊɞɚɚɏɠ ˊŮɟɘˊŰɩůŮɘɠ əŬɘɜɞɨɟɔɘŮɠ əŬɘ ɎɔɜɤůŰŮɠ ŬˊŮɘɚɏɠ. 

ũŮɜɘəɧŰŮɟŬ, ŰŬ honeypots Ŭˊɚɞˊɞɘɞɨɜ Űɖɜ ŭɘŬŭɘəŬůɑŬ ŬɜɑɢɜŮɡůɖɠ. ɇɞ ɔŮɔɞɜɧɠ ˊɤɠ 

ŬɡŰɎ ŭŮɜ ŬˊɞŰŮɚɞɨɜ ŮɜŮɟɔɧ ɛɏɟɞɠ Űɖɠ ˊŬɟŬɔɤɔɐɠ əŬɗɘůŰɎ ɞˊɞɘŬŭɐˊɞŰŮ əɑɜɖůɖ Ŭˊɧ 

əŬɘ ˊɟɞɠ ŰŬ honeypots ɨˊɞˊŰɖ əŬɘ ˊɞɚɨ ˊɘɗŬɜɧɜ əŬəɧɓɞɡɚɖ. ȰŰůɘ, ɞŭɖɔɞɨɛŬůŰŮ ůŮ 

ůɤůŰɐ ŬɜɑɢɜŮɡůɖ ŬˊŮɘɚɖŰɘəɩɜ ůɡɛˊŮɟɘűɞɟɩɜ. ɇŬ honeypots ůŮ əŬɛɑŬ ˊŮɟɑˊŰɤůɖ ŭŮɜ 

ŬɜŰɘəŬɗɘůŰɞɨɜ ŰŬ IDS ŬɚɚɎ ŰŬ ɓɞɖɗɞɨɜ ɜŬ əŬɚɨɣɞɡɜ əɎˊɞɘŮɠ ŬŰɏɚŮɘŮɠ. 

ɇɏɚɞɠ, ɞ ŰɞɛɏŬɠ Űɖɠ Ŭˊɧəɟɘůɖɠ (response) ŮɜɘůɢɨŮŰŬɘ ůɖɛŬɜŰɘəɎ Ŭˊɧ Űɖɜ 

ɢɟɖůɘɛɞˊɞɑɖůɖ Űɤɜ honeypots. ɆŮ ɛɘŬ ˊŬɟŬɔɤɔɐ ŰŬ ůɡůŰɐɛŬŰŬ ˊɞɡ ŬˊɞŰŮɚɞɨɜ 

ŮɜŮɟɔɧ əɞɛɛɎŰɘ Űɖɠ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɓɔɞɡɜ ŮəŰɧɠ ɡˊɖɟŮůɑŬɠ (off-line) ɔɘŬ 
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ɞˊɞɘŬŭɐˊɞŰŮ ŬɜɎɚɡůɖ ůŮ ˊŮɟɑˊŰɤůɖ ŮˊɘŰɡɢɞɨɠ ˊŬɟŬɓɑŬůɖɠ, ɧˊɤɠ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ɛŮ 

ŰŬ honeypots. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɏɜŬɠ ɞɟɔŬɜɘůɛɧɠ ɏɢŮɘ ůŰɖɜ ˊŬɟŬɔɤɔɐ Űɞɡ ŰɟŮɘɠ 

ŮɝɡˊɖɟŮŰɖŰɏɠ ɘůŰɞɨ (web servers) ˊɞɡ ŭɏɢɞɜŰŬɘ ŮˊɑɗŮůɖ əŬɘ ŮəŰɑɗŮɜŰŬɘ. ɇɞ 

ˊɟɞůɤˊɘəɧ Ŭˊɧəɟɘůɖɠ ˊŮɟɘůŰŬŰɘəɩɜ ɚŬɛɓɎɜŮɘ ŮɜŰɞɚɏɠ ɜŬ ŭɘɞɟɗɩůŮɘ ůɡɔəŮəɟɘɛɏɜŮɠ 

çŰɟɨˊŮɠè (holes), ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ ɛɖɜ ɛˊɞɟɞɨɜ ɜŬ ɛɎɗɞɡɜ Űɖɜ ˊɚɐɟɖ əŬŰɎůŰŬůɖ 

Űɞɡ ůɡůŰɐɛŬŰɞɠ, Űɞ ɛɏɔŮɗɞɠ Űɖɠ ɕɖɛɘɎɠ, Ŭɜ ˊɟɧəŮɘŰŬɘ ɔɘŬ ŮůɤŰŮɟɘəɐ ŬˊŮɘɚɐ. ȳɚŬ 

ŬɡŰɎ ɚɧɔɤ Űɖɠ ůɖɛŬůɑŬɠ ɜŬ ˊŬɟŬɛŮɑɜɞɡɜ ŮɜŰɧɠ ɡˊɖɟŮůɑŬɠ ɔɘŬ Űɖɜ ůɡɜɏɢɘůɖ Űɖɠ 

ˊŬɟŬɔɤɔɐɠ. ȳɛɤɠ, Ŭɜ ɏɜŬ Ŭˊɧ ŬɡŰɎ ŰŬ ůɡůŰɐɛŬŰŬ ŮɑɜŬɘ honeypot ŭŮɜ ɡˊɎɟɢŮɘ 

əɎˊɞɘɞ ˊɟɧɓɚɖɛŬ ɜŬ ŬˊɞɛŬəɟɡɜɗŮɑ Ŭˊɧ Űɞ ŭɑəŰɡɞ ɔɘŬ ɛɘŬ ˊɚɐɟɖ ŬɜɎɚɡůɖ (forensic 

analysis). ȰŰůɘ, ŬɡŰɐ ɗŬ ŭɩůŮɘ ŬˊŬɜŰɐůŮɘɠ ůŰŬ ˊŬɟŬˊɎɜɤ ŮɟɤŰɐɛŬŰŬ əŬɘ ɗŬ 

ŬɜŰɘɛŮŰɤˊɘůŰŮɑ əŬŰŬɚɚɐɚɤɠ Űɞ ˊɟɧɓɚɖɛŬ əŬɘ ůŰŬ ɎɚɚŬ ůɡůŰɐɛŬŰŬ Ŭűɞɨ ˊɚɏɞɜ ɗŬ 

ɡˊɎɟɢŮɘ ɖ ɔɜɩůɖ Űɞɡ ˊɟɞɓɚɐɛŬŰɞɠ. 

ȰɜŬ ɔŮɜɘəɧ ůɢɧɚɘɞ ˊɎɜɤ ůŰɘɠ əŬŰɖɔɞɟɑŮɠ Űɤɜ honeypots ŮɑɜŬɘ ˊɤɠ ŰŬ ɢŬɛɖɚɐɠ 

ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ əŬŰɎ əɨɟɘɞ ɚɧɔɞ əŬɘ ɤɠ honeypots ˊŬɟŬɔɤɔɐɠ 

əŬɘ ŬɜŰɑůŰɞɘɢŬ ŰŬ ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ ɤɠ honeypots ɏɟŮɡɜŬɠ. ũɘŬ Űɞ ɚɧɔɞ ŬɡŰɧ ɛˊɞɟŮɑ 

ɜŬ ˊŬɟŬŰɖɟɖɗŮɑ ˊɤɠ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɤɜ ŬɜŰɑůŰɞɘɢɤɜ əŬŰɖɔɞɟɘɩɜ ŮɑɜŬɘ ˊŬɟŮɛűŮɟɐ.   

2.8.3 ȾŬŰɖɔɞɟɘɞˊɞɑɖůɖ ɛŮ əɟɘŰɐɟɘɞ Űɞ ˊɩɠ ɏɔɘɜŮ ɖ ŮɔəŬŰɎůŰŬůɐ Űɞɡɠ 

Ƀɘ ŮˊɧɛŮɜŮɠ ŭɨɞ əŬŰɖɔɞɟɑŮɠ ˊɟɞəɨˊŰɞɡɜ ɗŮɤɟɩɜŰŬɠ ɤɠ əɟɘŰɐɟɘɞ Űɞɜ Űɟɧˊɞ ŮɔəŬŰɎůŰŬůɖɠ 

(installation) Űɤɜ honeypots: 

¶ ūɡůɘəɎ Honeypots (Physical Honeypots) 

ɇŬ honeypots ŬɡŰɐɠ Űɖɠ əŬŰɖɔɞɟɑŬɠ Űɟɏɢɞɡɜ ůŮ űɡůɘəɎ ɛɖɢŬɜɐɛŬŰŬ, Űɞ ɞˊɞɑɞ 

ůɖɛŬɑɜŮɘ ůɡɢɜɎ ɧŰɘ ˊɟɧəŮɘŰŬɘ ɔɘŬ ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots ɩůŰŮ ɜŬ 

ŮˊɘŰɟɏˊŮŰŬɘ ɖ ɞɚɞəɚɖɟɤŰɘəɐ ˊŬɟŬɓɑŬůɖ Ŭˊɧ Űɞɜ əŬəɧɓɞɡɚɞ ɢɟɐůŰɖ. Ɇɡɜɐɗɤɠ, ŬɡŰɎ 

ŮɑɜŬɘ ŬəɟɘɓɎ ůŰɖɜ ŮɔəŬŰɎůŰŬůɖ əŬɘ Űɖ ůɡɜŰɐɟɖůɖ, Ůɜɩ ɔɘŬ Ůɨɟɞɠ IP ŭɘŮɡɗɨɜůŮɤɜ (IP 

address spaces) ŭŮɜ ŮɑɜŬɘ əŬɗɧɚɞɡ ˊɟŬəŰɘəɐ ɖ ŬɜɎˊŰɡɝɖ Ůɜɧɠ űɡůɘəɞɨ honeypot ɔɘŬ 

əɎɗŮ IP ŭɘŮɨɗɡɜůɖ. 

¶ ȺɘəɞɜɘəɎ Honeypots (Virtual Honeypots) 

ɇŬ ŮɘəɞɜɘəɎ honeypots ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ əŬɘ Ŭˊɧ Űɞ ɧɜɞɛɎ Űɞɡɠ ŬɜŬˊŰɨůůɞɜŰŬɘ 

ˊɎɜɤ ůŮ ŮɘəɞɜɘəɎ ɛɖɢŬɜɐɛŬŰŬ (virtual machines) ˊɞɡ ɏɢɞɡɛŮ ŭɖɛɘɞɡɟɔɐůŮɘ ůŮ ɏɜŬ 

űɡůɘəɧ ɛɖɢɎɜɖɛŬ (physical machine). ɀŮ Űɖɜ ɘŭɏŬ ŬɡŰɐ ɛˊɞɟɞɨɛŮ ɜŬ ɏɢɞɡɛŮ ˊɎɟŬ 

ˊɞɚɚɎ honeypots ůŮ ɏɜŬ ɛɧɜɞ ɛɖɢɎɜɖɛŬ. ȺɑɜŬɘ ˊɘɞ űɗɖɜɎ ůŰɞ ůŰɐůɘɛɧ Űɞɡɠ əŬɘ 

Ůɡəɧɚɤɠ ˊɟɞůɓɎůɘɛŬ Ŭˊɧ Űɞɜ əŬɗɏɜŬ. Ⱥˊɑůɖɠ ɖ ůɡɜŰɐɟɖůɐ Űɞɡɠ ŮɑɜŬɘ Ůɨəɞɚɖ. 

ȾɎˊɞɘŬ ŮɟɔŬɚŮɑŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ůɡɢɜɎ ɔɘŬ ŰŬ ŮɘəɞɜɘəɎ ɛɖɢŬɜɐɛŬŰŬ ŮɑɜŬɘ Űɞ 

VMware əŬɘ Űɞ User-Mode Linux(UML).  
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ȺɘəɧɜŬ 2.8: Ⱥɘəɞɜɘəɧ honeypot  

2.8.4 Honeytokens 

ɀɘŬ əŬŰɖɔɞɟɑŬ honeypots ŮɑɜŬɘ ŬɡŰɐ Űɤɜ honeytokens. ȳŰŬɜ ŬɜŬűŮɟɧɛŬůŰŮ ůŮ əɎˊɞɘɞ 

honeytoken ŭŮɜ ŮɜɜɞɞɨɛŮ əɎˊɞɘɞɜ ɡˊɞɚɞɔɘůŰɘəɧ ˊɧɟɞ, ŬɚɚɎ ɞˊɞɘɞɡŭɐˊɞŰŮ Ůɑŭɞɡɠ ɣɖűɘŬəɐ 

ɞɜŰɧŰɖŰŬ ɖ ɞˊɞɑŬ ɛˊɞɟŮɑ ɜŬ ŬˊɞɗɖəŮɡŰŮɑ ɐ ɜŬ ɡˊɞůŰŮɑ ŮˊŮɝŮɟɔŬůɑŬ Ŭˊɧ ɏɜŬ ɡˊɞɚɞɔɘůŰɘəɧ 

ůɨůŰɖɛŬ. ɀɘŬ ŰɏŰɞɘŬ ɣɖűɘŬəɐ ɞɜŰɧŰɖŰŬ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ əɎˊɞɘɞ ŬɟɢŮɑɞ əŮɘɛɏɜɞɡ (text file), 

ɏɜŬ ɖɚŮəŰɟɞɜɘəɧ ɛɐɜɡɛŬ (e-mail) ɐ ɛɘŬ əŬŰŬɔɟŬűɐ ɓɎůɖɠ ŭŮŭɞɛɏɜɤɜ (database record), ɖ 

ŬɜɎəŰɖůɖ Űɤɜ ɞˊɞɑɤɜ ŭŮɜ ŮɑɜŬɘ ŭɡɜŬŰɐ ɡˊɧ űɡůɘɞɚɞɔɘəɏɠ ůɡɜɗɐəŮɠ əŬɘ ŭŮɜ ɏɢŮɘ əɎˊɞɘŬ ŬɝɑŬ 

ˊŬɟŬɔɤɔɐɠ. ɀŮ ɎɚɚŬ ɚɧɔɘŬ, ɞˊɞɘŬŭɐˊɞŰŮ ˊɟɧůɓŬůɖ ůŮ ɏɜŬ honeytoken ɗŬ ˊɟɏˊŮɘ ɜŬ 

ɗŮɤɟŮɑŰŬɘ əŬəɧɓɞɡɚɖ, Ŭűɞɨ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ŭŮɜ ɏɢŮɘ əɎˊɞɘɞ ɚɧɔɞ ɜŬ ɏɟɗŮɘ ůŮ ŮˊŬűɐ ɛŮ ŬɡŰɧɜ 

Űɞɜ ˊɧɟɞ. 

ȼ ɘŭɏŬ ˊɑůɤ Ŭˊɧ ŰŬ honeytokens ŭŮɜ ŮɑɜŬɘ əŬɘɜɞɨɟɔɘŬ, ɞ ɧɟɞɠ ˊɟɤŰɞŮɛűŬɜɑůŰɖəŮ Űɞ 2003. ȼ 

ɢɟɐůɖ Űɞɡɠ ŮɑɜŬɘ əɡɟɑɤɠ ɔɘŬ ŬɜɑɢɜŮɡůɖ əŬəɧɓɞɡɚɖɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ əŬɗɩɠ əŬɘ ɔɘŬ 
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ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ əŬɘ ŰŬ əɑɜɖŰɟɎ Űɞɡ. ȳɛɤɠ, ɛˊɞɟŮɑ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɖɗŮɑ əŬɘ ɤɠ ɛɖɢŬɜɘůɛɧɠ ŬɜŬɔɜɩɟɘůɖɠ əŬɘ ŮɜŰɞˊɘůɛɞɨ ɛɘŬɠ ŮůɤŰŮɟɘəɐɠ ŬˊŮɘɚɐɠ. 

ɃŰɘŭɐˊɞŰŮ Ůɘəɞɜɘəɧ ˊŮɟɘɏɢŮɘ ŭŮŭɞɛɏɜŬ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɤɠ honeytoken.  

2.9 ɄɚŮɞɜŮəŰɐɛŬŰŬ əŬɘ ɀŮɘɞɜŮəŰɐɛŬŰŬ Űɤɜ Honeypots 

ȼ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots, ɧˊɤɠ əŬɘ əɎɗŮ ŰŮɢɜɞɚɞɔɑŬ, ˊŬɟɞɡůɘɎɕŮɘ əɎˊɞɘŬ ˊɚŮɞɜŮəŰɐɛŬŰŬ 

əŬɘ ɛŮɘɞɜŮəŰɐɛŬŰŬ ŰŬ ɞˊɞɑŬ əŬɘ ɗŬ ˊŬɟɞɡůɘŬůŰɞɨɜ ˊŬɟŬəɎŰɤ. 

2.9.1 ɄɚŮɞɜŮəŰɐɛŬŰŬ 

ɇŬ ˊɚŮɞɜŮəŰɐɛŬŰŬ ŬɡŰɐɠ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ŮɑɜŬɘ: 

¶ Ɇɡɚɚɞɔɐ ɛɘəɟɐɠ ˊɞůɧŰɖŰŬɠ ɧɔəɞɡ ŭŮŭɞɛɏɜɤɜ 

ɇŬ honeypots ůɡɚɚɏɔɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ ɛɧɜɞ ɧŰŬɜ əɎˊɞɘɞɠ ɐ əɎŰɘ ŬɚɚɖɚŮˊɘŭɟɎ ɛŮ 

ŬɡŰɎ ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ əŬŰŬɔɟɎűɞɡɜ ɛɘəɟɏɠ ˊɞůɧŰɖŰŮɠ ŭŮŭɞɛɏɜɤɜ. ɄŬɟɎ Űɞ 

ɛɏɔŮɗɞɠ, ŰŬ ŭŮŭɞɛɏɜŬ ŮɑɜŬɘ ŮɝŬɘɟŮŰɘəɎ ˊɞɚɨŰɘɛŬ. Ⱥˊɑůɖɠ, Űɞ ůɡɔəŮəɟɘɛɏɜɞ 

ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɤɜ honeypots ŭɘŮɡəɞɚɨɜŮɘ Űɞ ɏɟɔɞ Űɞɡ ŭɘŬɢŮɘɟɘůŰɐ ůŰɖɜ ŬɜɎɚɡůɐ 

Űɞɡɠ 

¶ ɀŮɑɤůɖ Űɤɜ ɚŬɜɗŬůɛɏɜɤɜ ˊɟɞŮɘŭɞˊɞɘɐůŮɤɜ (false positives) 

ɀɘŬ Ŭˊɧ Űɘɠ ɛŮɔŬɚɨŰŮɟŮɠ ˊɟɞəɚɐůŮɘɠ ɔɘŬ ŰŬ ˊŮɟɘůůɧŰŮɟŬ ůɡůŰɐɛŬŰŬ ŬɜɑɢɜŮɡůɖɠ 

Ůɘůɓɞɚɐɠ (IDS) ŮɑɜŬɘ ɞɘ ɚŬɜɗŬůɛɏɜŮɠ ˊɟɞŮɘŭɞˊɞɘɐůŮɘɠ (false positives). ȳůɞ 

ɛŮɔŬɚɨŰŮɟɖ ŮɑɜŬɘ ɖ ˊɘɗŬɜɧŰɖŰŬ ɏɜŬ ůɨůŰɖɛŬ ŬůűŬɚŮɑŬɠ ɜŬ ˊŬɟɎɔŮɘ false positives, 

Űɧůɞ ɚɘɔɧŰŮɟɞ ɢɟɐůɘɛɞ ŮɑɜŬɘ ŬɡŰɧ. ɇŬ honeypots əŬŰŬűɏɟɜɞɡɜ ɜŬ ɛŮɘɩůɞɡɜ 

ŭɟŬɛŬŰɘəɎ Űɘɠ ɚŬɜɗŬůɛɏɜŮɠ ŬɡŰɏɠ ˊɟɞŮɘŭɞˊɞɘɐůŮɘɠ Ŭűɞɨ Ůɝ ɞɟɘůɛɞɨ ɞˊɞɘŬŭɐˊɞŰŮ 

ŬɚɚɖɚŮˊɑŭɟŬůɖ ɛŮ ŬɡŰɎ ŭŮɑɢɜŮɘ ɛɘŬ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ, əŬɗɘůŰɩɜŰŬɠ ŰŬ 

ŮɝŬɘɟŮŰɘəɎ ŬˊɞŭɞŰɘəɎ ůŰɖɜ ŬɜɑɢɜŮɡůɖ ŮˊɘɗɏůŮɤɜ. 

¶ ȺɜŰɞˊɘůɛɧɠ ŮůűŬɚɛɏɜɤɜ ɛɖ ˊɟɞŮɘŭɞˊɞɘɐůŮɤɜ (false negatives) 

ɀɘŬ Ɏɚɚɖ ˊɟɧəɚɖůɖ ɔɘŬ Űɘɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬɜɑɢɜŮɡůɖɠ ŮˊɘɗɏůŮɤɜ ŮɑɜŬɘ ɖ ŬˊɞŰɡɢɑŬ Űɞɡɠ 

ɜŬ ŮɜŰɞˊɑůɞɡɜ ɎɔɜɤůŰŮɠ ŮˊɘɗɏůŮɘɠ əŬɘ əŬŰŬɚɐɔɞɡɜ ůŮ false negatives. ȷɡŰɐ ŮɑɜŬɘ əŬɘ 

ɖ Ůɘŭɞˊɞɘɧɠ ŭɘŬűɞɟɎ ɛŮŰŬɝɨ Űɤɜ honeypots əŬɘ Űɤɜ ˊŬɟŬŭɞůɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ 

ŬůűɎɚŮɘŬɠ ˊɞɡ ɓŬůɑɕɞɜŰŬɘ ůŮ ŬɜŬɔɜɩɟɘůɖ ɔɜɤůŰɩɜ ɡˊɞɔɟŬűɩɜ ɐ ůŰŬŰɘůŰɘəɩɜ 

ŬɜɤɛŬɚɘɩɜ. ɇŬ honeypots ŮɑɜŬɘ ůɢŮŭɘŬůɛɏɜŬ ɜŬ ŬɜŬɔɜɤɟɑɕɞɡɜ əŬɘ ɜŬ əŬŰŬɔɟɎűɞɡɜ 

ɜɏŮɠ ŬˊŮɘɚɏɠ əŬɗɩɠ ɞˊɞɘŬŭɐˊɞŰŮ ŭɟŬůŰɖɟɘɧŰɖŰŬ ɛŮ Űɞ honeypot ɗŮɤɟŮɑŰŬɘ ŬɜɤɛŬɚɑŬ 

ɞŭɖɔɩɜŰŬɠ ɎɔɜɤůŰŮɠ ŮˊɘɗɏůŮɘɠ ɜŬ ɝŮɢɤɟɑůɞɡɜ. 
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¶ ȾŬŰŬɔɟŬűɐ əɟɡˊŰɞɔɟŬűɖɛɏɜɖɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ 

ȷəɧɛŬ əŬɘ Ŭɜ ɛɘŬ ŮˊɑɗŮůɖ ŮɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜɖ, ŰŬ honeypots ɛˊɞɟɞɨɜ ɜŬ 

əŬŰŬɔɟɎɣɞɡɜ ŬɡŰɐɜ Űɖ ŭɟŬůŰɖɟɘɧŰɖŰŬ. ȼ ŭɡɜŬŰɧŰɖŰŬ ŬɡŰɐ ɏɔəŮɘŰŬɘ ůŰɞ ɔŮɔɞɜɧɠ ɧŰɘ 

ŰŬ honeypots əŬŰɎ Űɖɜ ŬɚɚɖɚŮˊɑŭɟŬůɖ ɛŮ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ŬˊɞŰŮɚɞɨɜ Űɞ ŰŮɟɛŬŰɘəɧ 

Ɏəɟɞ ɧˊɞɡ ɖ əŬəɧɓɞɡɚɖ ŭɟŬůŰɖɟɘɧŰɖŰŬ ɛˊɞɟŮɑ ˊɚɏɞɜ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɖɗŮɑ. 

¶ ȹɡɜŬŰɧŰɖŰŬ ɚŮɘŰɞɡɟɔɑŬɠ ɛŮ Űɞ ˊɟɤŰɧəɞɚɚɞ IPv6 

ɇŬ ˊŮɟɘůůɧŰŮɟŬ honeypots ŮɑɜŬɘ ůŮ ɗɏůɖ ɚŮɘŰɞɡɟɔɑŬɠ ɛŮ ɞˊɞɘɞŭɐˊɞŰŮ ˊɟɤŰɧəɞɚɚɞ IP 

əɘ Ŭɜ ɢɟɖůɘɛɞˊɞɘŮɑ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɞɡ əŬɘ Űɞɡ IPv6. ȷɡŰɧ ɧɛɤɠ 

ŭŮɜ ůɡɛɓŬɑɜŮɘ ɛŮ ɧɚŮɠ Űɘɠ ŰɟɏɢɞɡůŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűŬɚŮɑŬɠ, ɧˊɤɠ Űɞɡɠ ŬɘůɗɖŰɐɟŮɠ 

IDS. 

¶ ȺɡŮɚɘɝɑŬ ůŰɞ ɡɣɖɚɧŰŮɟɞ ŮˊɑˊŮŭɞ 

ɇŬ honeypots ɢŬɟŬəŰɖɟɑɕɞɜŰŬɘ Ŭˊɧ ŮɝŬɘɟŮŰɘəɐ ˊɟɞůŬɟɛɞůŰɘəɧŰɖŰŬ əŬɘ ɛˊɞɟɞɨɜ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ůŮ ˊɞɚɚɎ ŭɘŬűɞɟŮŰɘəɎ ˊŮɟɘɓɎɚɚɞɜŰŬ, Ŭˊɧ ɏɜŬɜ Ŭɟɘɗɛɧ əɞɘɜɤɜɘəɐɠ 

ŬůűɎɚɘůɖɠ ŬˊɞɗɖəŮɡɛɏɜɞ ůŮ ɛɘŬ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ɛɏɢɟɘ ɏɜŬ ɞɚɧəɚɖɟɞ ŭɑəŰɡɞ 

ɡˊɞɚɞɔɘůŰɩɜ ɛŮ ŬˊɩŰŮɟɞ ůəɞˊɧ Űɖɜ ˊŬɟŬɓɑŬůɐ Űɞɡɠ Ŭˊɧ əɎˊɞɘɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. 

¶ ɉŬɛɖɚɐ ŬɜɎɔəɖ ˊɧɟɤɜ 

ȷəɧɛŬ əŬɘ ůŰŬ ɛŮɔŬɚɨŰŮɟŬ ŭɑəŰɡŬ, ŰŬ honeypots ŬˊŬɘŰɞɨɜ ɛɘəɟɏɠ ˊɞůɧŰɖŰŮɠ ˊɧɟɤɜ 

ɔɘŬ Űɖɜ ɚŮɘŰɞɡɟɔɑŬ Űɞɡɠ. 

2.9.2  ɀŮɘɞɜŮəŰɐɛŬŰŬ 

ɇŬ ɛŮɘɞɜŮəŰɐɛŬŰŬ Űɖɠ ůɡɔəŮəɟɘɛɏɜɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ŮɑɜŬɘ: 

¶ ɄŮɟɘɞɟɘůɛɏɜɞ ˊŮŭɑɞ ɞɟŬŰɧŰɖŰŬɠ 

ɇŬ honeypots ɓɚɏˊɞɡɜ ɛɧɜɞ ɧŰɘ ŬɚɚɖɚŮˊɘŭɟɎ ɛŮ ŬɡŰɎ. ȹŮɜ ɛˊɞɟɞɨɜ ɜŬ 

ˊŬɟŬŰɖɟɐůɞɡɜ ŮˊɘɗɏůŮɘɠ ůŮ ɎɚɚŬ ůɡůŰɐɛŬŰŬ, ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ ɛɖɜ ɛˊɞɟŮɑ ɜŬ 

ŮɜŰɞˊɑůŮɘ Ŭɜ əɎˊɞɘɞ Ɏɚɚɞ ɛɖɢɎɜɖɛŬ ɏɢŮɘ ˊŬɟŬɓɘŬůŰŮɑ, ŮəŰɧɠ əɘ Ŭɜ Űɞ ŮəŰŮɗŮɘɛɏɜɞ 

ɛɖɢɎɜɖɛŬ ŮˊɘəɞɘɜɤɜɐůŮɘ ɛŮ Űɞ honeypot. 

¶ Ʌɑůəɞ 

ȾɎɗŮ űɞɟɎ ˊɞɡ ŮɘůɎɔŮŰŬɘ ɛɘŬ ɜɏŬ ŰŮɢɜɞɚɞɔɑŬ, ŬɡŰɐ ůɡɜɞŭŮɨŮŰŬɘ əŬɘ ɛŮ ɟɑůəɞ, ŮɘŭɘəɎ 

ɧŰŬɜ ˊɟɧəŮɘŰŬɘ ɔɘŬ Űɞ ɔŮɔɞɜɧɠ əɎˊɞɘɞɠ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ɜŬ ˊŬɟŬɓɘɎůŮɘ ŮˊɘŰɡɢɩɠ 

ɏɜŬ ůɨůŰɖɛŬ əŬɘ ɜŬ Űɞ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɔɘŬ ŮˊɘɗɏůŮɘɠ ůŮ Ɏɚɚɞɡɠ ůŰɧɢɞɡɠ, 

ŮůɤŰŮɟɘəɞɨɠ ɐ ŮɝɤŰŮɟɘəɞɨɠ.  
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¶ ȸɘɓɚɘɞɔɟŬűɑŬ (Documentation) 

ȼ ˊŮɟɘɞɟɘůɛɏɜɖ ɓɘɓɚɘɞɔɟŬűɑŬ Űɤɜ honeypots ŬˊɞŰŮɚŮɑ ŬɟɜɖŰɘəɧ ůŰɞɘɢŮɑɞ əŬɘ 

ŬˊɞɗŬɟɟɨɜŮɘ ɛɘŬ ˊɘɗŬɜɐ ŮɜŬůɢɧɚɖůɖ ɜɏɤɜ ɢɟɖůŰɩɜ. ɆŮ ˊɞɚɚɏɠ ˊŮɟɘˊŰɩůŮɘɠ, ɖ 

ŬɜŰɘɛŮŰɩˊɘůɖ ˊɟɞɓɚɖɛɎŰɤɜ ŮɑɜŬɘ ŭɨůəɞɚɖ. 

¶ ȷɜɑɢɜŮɡůɖ Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ 

ɆŮ ˊɞɚɚɏɠ ˊŮɟɘˊŰɩůŮɘɠ ɏɜŬɠ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛŮ ŬɟəŮŰɐ ŮɛˊŮɘɟɑŬ ɛˊɞɟŮɑ ɜŬ ŬɜŰɘɚɖűɗŮɑ 

ˊɤɠ Űɞ ŭɑəŰɡɞ ůŰɞ ɞˊɞɑɞ ŮˊɘŰɑɗŮŰŬɘ ŭŮɜ ŮɑɜŬɘ ˊɟŬɔɛŬŰɘəɧ (əɡɟɑɤɠ ɔɘŬ ŰŬ ɢŬɛɖɚɐɠ 

ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypots). 

2.10  Honeynets 

ȹɨɞ ɐ ˊŮɟɘůůɧŰŮɟŬ honeypots (ůɡɜɐɗɤɠ ɡɣɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ) ůŮ ɏɜŬ ŭɑəŰɡɞ 

ůɢɖɛŬŰɑɕɞɡɜ ɏɜŬ honeynet. ɇɡˊɘəɎ ɏɜŬ honeynet ůɡɛˊŮɟɘűɏɟŮŰŬɘ ɤɠ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ ɡɣɖɚɐɠ 

ŬɚɚɖɚŮˊɑŭɟŬůɖɠ əŬɘ ˊɘɞ ůɡɔəŮəɟɘɛɏɜŬ Űɞɡ ɡɣɖɚɧŰŮɟɞɡ Ůˊɘˊɏŭɞɡ, ˊŬɟɏɢɞɜŰŬɠ ˊɟŬɔɛŬŰɘəɎ 

ůɡůŰɐɛŬŰŬ ˊɟɞɠ ŬɚɚɖɚŮˊɑŭɟŬůɖ ůŰɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ. ȷɡŰɧ ɏɢŮɘ ɤɠ ŬˊɞŰɏɚŮůɛŬ ŰŬ 

honeynets ɜŬ əŬŰŬɔɟɎűɞɡɜ ŭŮŭɞɛɏɜŬ əŬɘ ɜŬ ŮˊɘŰɡɔɢɎɜɞɡɜ ůŰɧɢɞɡɠ ˊɞɡ ŮɚɎɢɘůŰŬ honeypots 

ɛˊɞɟɞɨɜ. ȳɛɤɠ, ɞɘ ɛŮɔɎɚŮɠ ŬɡŰɏɠ ŭɡɜŬŰɧŰɖŰŮɠ ɏɢɞɡɜ ɤɠ ůɡɜɏˊŮɘŬ Űɖ ɛŮɔɎɚɖ ˊɞɚɡˊɚɞəɧŰɖŰŬ 

ŬɜɎˊŰɡɝɖɠ, ůɡɜŰɐɟɖůɖɠ əŬɘ ŭɘŬɢŮɑɟɘůɐɠ Űɞɡɠ. 

2.10.1 ȷɟɢɘŰŮəŰɞɜɘəɐ Űɤɜ Honeynets  

ȰɜŬ ůɖɛŬɜŰɘəɧ ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɤɜ honeynets ŮɑɜŬɘ ˊɤɠ ŭŮɜ ŬˊɞŰŮɚɞɨɜ ɛɘŬ ɚɨůɖ ůŮ ɛɞɟűɐ 

ɚɞɔɘůɛɘəɞɨ. ȹŮɜ ŮɑɜŬɘ əɎˊɞɘɞ ˊɟɧɔɟŬɛɛŬ ɜŬ ŮɔəŬŰŬůŰŬɗŮɑ, əɎˊɞɘɞ ˊɟɞɥɧɜ ɜŬ ŬɔɞɟŬůŰŮɑ əŬɘ 

ɜŬ ŮŰɞɘɛŬůŰŮɑ ˊɟɞɠ ɢɟɐůɖ. Ƀ ɚɧɔɞɠ ˊɞɡ ŭŮɜ ůɡɛɓŬɑɜŮɘ əɎˊɞɘɞ Ŭˊɧ ŰŬ ˊŬɟŬˊɎɜɤ ŮɑɜŬɘ ŮˊŮɘŭɐ 

ɏɜŬ honeynet ɔɘŬ ɜŬ ɚŮɘŰɞɡɟɔɐůŮɘ ŬˊɞŭɞŰɘəɎ əŬɜɏɜŬ ůɨůŰɖɛɎ Űɞɡ ŭŮɜ ɗŬ ˊɟɏˊŮɘ ɜŬ 

ˊɟɞůɞɛɞɘɩɜŮŰŬɘ.  ȼ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɞɡ ŮɑɜŬɘ ŰɏŰɞɘŬ ɩůŰŮ ɜŬ ŭɖɛɘɞɡɟɔɖɗŮɑ ŭɑəŰɡɞ ɛŮ ɡɣɖɚɞɨ 

Ůˊɘˊɏŭɞɡ ɏɚŮɔɢɞ, ɧˊɞɡ əŬŰŬɔɟɎűŮŰŬɘ ɧɚɖ ɖ ŭɟŬůŰɖɟɘɧŰɖŰŬ. ɀɏůŬ ůŰɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ 

ŰɞˊɞɗŮŰɞɨɜŰŬɘ ɞɘ ˊɘɗŬɜɞɑ ůŰɧɢɞɘ, ˊɞɡ ŮɑɜŬɘ ˊɟŬɔɛŬŰɘəɎ ůɡůŰɐɛŬŰŬ əŬɘ ɡˊɖɟŮůɑŮɠ, ŮűŬɟɛɞɔɏɠ 

ɐ ŬɟɢŮɑŬ ŭŮŭɞɛɏɜɤɜ. Ƀɘ ůŰɧɢɞɘ ŬɡŰɞɑ ŬɜŬɛɏɜɞɡɜ əɎˊɞɘɞɜ əŬəɧɓɞɡɚɞ ɢɟɐůŰɖ ɜŬ əɎɜŮɘ Űɖɜ 

ŮˊɑɗŮůɐ Űɞɡ. 

ȼ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɤɜ honeynets ɛˊɞɟŮɑ ˊɞɚɨ ŮɨəɞɚŬ ɜŬ ˊŬɟɞɛɞɘŬůŰŮɑ ɛŮ ɛɘŬ ɔɡɎɚŬ ɛŮ ɣɎɟɘŬ, 

ɧˊɞɡ ŭɖɛɘɞɡɟɔŮɑɠ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ əŬɘ ɛˊɞɟŮɑɠ ɜŬ ˊŬɟŬəɞɚɞɡɗɐůŮɘɠ ɞŰɘŭɐˊɞŰŮ ůɡɛɓŬɑɜŮɘ 

ŮɜŰɧɠ. ɇɞ ˊŮɟɘɓɎɚɚɞɜ ŬɡŰɧ ɛˊɞɟŮɑ ɜŬ ɛŮŰŬŰɟŬˊŮɑ ůŮ ɏɜŬɜ ɞˊɞɘɞɜŭɐˊɞŰŮ ŮˊɘɗɡɛɖŰɧ əɧůɛɞ. 

ȷɜŰɑ ɔɘŬ Ɏɛɛɞ, əɞɟɎɚɚɘŬ əŬɘ ɣɎɟɘŬ, ŰɞˊɞɗŮŰɞɨɜŰŬɘ ɛŮŰŬɔɤɔŮɑɠ (switches), ŭɟɞɛɞɚɞɔɖŰɏɠ 

(routers), ɓɎůŮɘɠ ŭŮŭɞɛɏɜɤɜ (databases), ŮɝɡˊɖɟŮŰɖŰɏɠ ɘůŰɞɨ (web servers), ůɡůŰɐɛŬŰŬ DNS 

ɔɘŬ Űɖ ɛŮŰŬŰɟɞˊɐ ůŮ ɏɜŬ ŮɚəɡůŰɘəɧ ŭɑəŰɡɞ ˊŬɟŬɔɤɔɐɠ.  
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ɀɘŬ ůɖɛŬɜŰɘəɐ ůɡɜɘůŰɩůŬ ůŰɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɞɡ honeynet ŮɑɜŬɘ ɖ ˊɨɚɖ honeynet 

(honeynet gateway), ɔɜɤůŰɐ ɤɠ honeywall. Ƀ ůəɞˊɧɠ ŬɡŰɐɠ Űɖɠ ˊɨɚɖɠ ŮɑɜŬɘ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ 

əŬɘ ɜŬ ɞɟɘɞɗŮŰɐůŮɘ Űɞ honeynet. ɃŰɘŭɐˊɞŰŮ ɓɟɑůəŮŰŬɘ ɛˊɟɞůŰɎ Ŭˊɧ Űɞ honeywall ŬˊɞŰŮɚŮɑ 

ŭɟŬůŰɖɟɘɧŰɖŰŬ ˊŬɟŬɔɤɔɐɠ. Ʉɑůɤ Ŭˊɧ Űɞ honeywall ɓɟɑůəɞɜŰŬɘ ŰɞˊɞɗŮŰɖɛɏɜŬ ŰŬ 

ɛɖɢŬɜɐɛŬŰŬ ï ůŰɧɢɞɘ, ŰŬ ůɡůŰɐɛŬŰŬ ŭɖɚŬŭɐ ɔɘŬ ŬɚɚɖɚŮˊɑŭɟŬůɖ ɛŮ Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ 

ɢɟɐůŰŮɠ. ɇɞ honeywall ŬˊɞŰŮɚŮɑ ŮɝŬɘɟŮŰɘəɐɠ ůɖɛŬůɑŬɠ ůŰɞɘɢŮɑɞ ɔɘŬ Űɞ honeynet əŬɗɩɠ 

əŬŰŬɔɟɎűŮɘ əŬɘ ŮɚɏɔɢŮɘ ɧɚɖ Űɖɜ ŮɘůŮɟɢɧɛŮɜɖ əŬɘ ŮɝŮɟɢɧɛŮɜɖ əɑɜɖůɖ ˊɟɞɠ əŬɘ Ŭˊɧ ŰŬ 

ůɡůŰɐɛŬŰŬ ï ɗɨɛŬŰŬ. ɄŬɟɎŭŮɘɔɛŬ ɛɘŬɠ ŬɟɢɘŰŮəŰɞɜɘəɐɠ honeynet űŬɑɜŮŰŬɘ ůŰɖɜ ŮɘəɧɜŬ ˊɞɡ 

ŬəɞɚɞɡɗŮɑ. 

 

ȺɘəɧɜŬ 2.9: ȹɘɎŰŬɝɖ honeynet əŬɘ honeywall 
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2.10.2 ȷˊŬɘŰɐůŮɘɠ Űɤɜ Honeynets 

ũɘŬ Űɖɜ ŮˊɘŰɡɢɖɛɏɜɖ ŬɜɎˊŰɡɝɖ ɞˊɞɘŬůŭɐˊɞŰŮ ŬɟɢɘŰŮəŰɞɜɘəɐɠ honeynet, ŬˊŬɘŰŮɑŰŬɘ ɖ 

ɘəŬɜɞˊɞɑɖůɖ ŭɨɞ ŬˊŬɘŰɐůŮɤɜ, Űɞɡ Ůɚɏɔɢɞɡ ŭŮŭɞɛɏɜɤɜ (data control) əŬɘ Űɖɠ ůɨɚɚɖɣɖɠ 

ŭŮŭɞɛɏɜɤɜ (data capture). 

¶ ȰɚŮɔɢɞɠ ŭŮŭɞɛɏɜɤɜ (Data control) 

Ƀ ɏɚŮɔɢɞɠ ŭŮŭɞɛɏɜɤɜ ɞɟɑɕŮɘ Űɞ ˊɩɠ ɖ ŭɟŬůŰɖɟɘɧŰɖŰŬ ˊŮɟɘɞɟɑɕŮŰŬɘ ɛɏůŬ ůŰɞ honeynet 

ɢɤɟɑɠ ŬɡŰɧ ɜŬ Űɞ ɔɜɤɟɑɕŮɘ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ. Ɇəɞˊɧɠ Űɞɡ Ůɚɏɔɢɞɡ ŬɡŰɞɨ ŮɑɜŬɘ ɜŬ 

ˊŮɟɘɞɟɘůŰŮɑ ɞˊɞɘɞŭɐˊɞŰŮ ɟɑůəɞ, əŬɗɩɠ ˊɎɜŰŬ ɡˊɎɟɢŮɘ Űɞ ŮɜŭŮɢɧɛŮɜɞ ɏɜŬɠ 

əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ honeynet (Ŭűɞɨ ɏɢŮɘ əŬŰŬűɏɟŮɘ ɜŬ Űɞ 

ˊŬɟŬɓɘɎůŮɘ ŮˊɘŰɡɢɩɠ) ɔɘŬ ŮˊɑɗŮůɖ ůŮ ůɡůŰɐɛŬŰŬ ŮəŰɧɠ honeynet. 

¶ Ɇɨɚɚɖɣɖ ŭŮŭɞɛɏɜɤɜ (Data capture) 

ȼ ůɨɚɚɖɣɖ ŭŮŭɞɛɏɜɤɜ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ əŬɘ Ŭˊɧ Űɞ ɧɜɞɛɎ Űɖɠ, ŬůɢɞɚŮɑŰŬɘ ɛŮ Űɖ 

ŭɟŬůŰɖɟɘɧŰɖŰŬ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ ˊŬɟŬŰɖɟɩɜŰŬɠ əŬɘ əŬŰŬɔɟɎűɞɜŰɎɠ, ɢɤɟɑɠ ɜŬ Űɞ 

ɔɜɤɟɑɕŮɘ ɞ ɑŭɘɞɠ. ȷɡŰɎ ŰŬ ŭŮŭɞɛɏɜŬ ŬɟɔɧŰŮɟŬ ŬɜŬɚɨɞɜŰŬɘ ɔɘŬ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɏɠ 

ɛŮ ŰŬ ŮɟɔŬɚŮɑŬ, Űɘɠ ŰŬəŰɘəɏɠ əŬɘ ŰŬ əɑɜɖŰɟŬ Űɤɜ əŬəɧɓɞɡɚɤɜ ɢɟɖůŰɩɜ.  

ȷˊɧ Űɘɠ ŭɨɞ ˊŬɟŬˊɎɜɤ ŬˊŬɘŰɐůŮɘɠ, ŬɡŰɐ Űɞɡ Ůɚɏɔɢɞɡ ŭŮŭɞɛɏɜɤɜ ŮɑɜŬɘ ɖ ˊɘɞ ůɖɛŬɜŰɘəɐ ɛŮ 

ŬˊɞŰɏɚŮůɛŬ ɜŬ ɏɢŮɘ ˊɟɞŰŮɟŬɘɧŰɖŰŬ ɏɜŬɜŰɘ Űɖɠ ůɨɚɚɖɣɖɠ ŭŮŭɞɛɏɜɤɜ. 

2.10.3 ɇɞ Ʌɑůəɞ Űɖɠ ɢɟɐůɖɠ Honeynets 

ũɘŬ Űɖɜ ŬˊɧəŰɖůɖ ůɖɛŬɜŰɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ ůɢŮŰɘəɏɠ ɛŮ Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ, ŰŬ honeynets 

Ůˊɘŭɘɩəɞɡɜ Űɖɜ ˊŬɟŬɓɑŬůɖ Űɤɜ ůɡůŰɖɛɎŰɤɜ əŬɘ Űɤɜ ɡˊɖɟŮůɘɩɜ Űɞɡɠ Ŭˊɧ ŬɡŰɞɨɠ. ũɘŬ ŬɡŰɐ 

Űɖ ŭɡɜŬŰɧŰɖŰŬ, Űɞ ɟɑůəɞ ŮɑɜŬɘ Űɞ ŰɑɛɖɛŬ ˊɞɡ ˊɚɖɟɩɜɞɡɜ. ȾɎˊɞɘŮɠ ˊŮɟɘˊŰɩůŮɘɠ Ŭˊɧ Űɘɠ 

ɎůɢɖɛŮɠ ůɡɜɏˊŮɘŮɠ ŬɡŰɞɨ Űɞɡ ɟɑůəɞɡ ŮɑɜŬɘ ɞɘ ŮˊɧɛŮɜŮɠ: 

¶ ɇɞ ɟɑůəɞ Űɖɠ ɢɟɐůɖɠ Űɞɡ honeynet Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɔɘŬ ɜŬ ŮˊɘŰŮɗŮɑ əŬɘ ɜŬ ɓɚɎɣŮɘ 

ɎɚɚŬ ůɡůŰɐɛŬŰŬ ŮəŰɧɠ Űɞɡ honeynet ɛŮ ŬɝɑŬ ˊŬɟŬɔɤɔɐɠ. 

¶ ɇɞ ɟɑůəɞ Űɖɠ ŬɜŬəɎɚɡɣɖɠ Űɞɡ honeynet Ŭˊɧ Űɞɜ əŬəɧɓɞɡɚɞ ɢɟɐůŰɖ. ȳŰŬɜ 

ŬˊɞəŬɚɡűɗŮɑ ɖ ˊɟŬɔɛŬŰɘəɐ ŰŬɡŰɧŰɖŰŬ Űɞɡ ŭɘəŰɨɞɡ, ɖ ɢɟɖůɘɛɧŰɖŰŬ əŬɘ ɖ ŬɝɑŬ Űɞɡ 

ɛŮɘɩɜɞɜŰŬɘ ŭɟŬɛŬŰɘəɎ. Ƀɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ɛˊɞɟɞɨɜ ɜŬ ˊŬɟŬəɎɛɣɞɡɜ Űɞ honeynet əŬɘ ɜŬ 

ˊŮɟɘɞɟɑůɞɡɜ Űɖɜ ɘəŬɜɧŰɖŰɎ Űɞɡ ɜŬ əŬŰŬɔɟɎűŮɘ ˊɚɖɟɞűɞɟɑŮɠ ɐ ŬəɧɛŬ ɢŮɘɟɧŰŮɟŬ ɜŬ 

ˊŬɟɏɢɞɡɜ ɣŮɨŰɘəŮɠ ˊɚɖɟɞűɞɟɑŮɠ əŬŰŮɡɗɨɜɞɜŰŬɠ Űɞ ůɨůŰɖɛŬ Űɞɡ honeynet ůŮ ɚɎɗɞɠ 

ŬˊɞŰŮɚɏůɛŬŰŬ. 

¶ ɇɞ ɟɑůəɞ ɞ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ɜŬ əŬŰŬůŰɐůŮɘ ŬɜɑəŬɜɖ Űɖɜ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ 

honeynet. ȺˊɑɗŮůɖ əŬŰɎ Űɤɜ ɛɞɜɎŭɤɜ Ůɚɏɔɢɞɡ əŬɘ ůɨɚɚɖɣɖɠ ŭŮŭɞɛɏɜɤɜ ɛˊɞɟŮɑ ɜŬ 

ŮˊɘűɏɟŮɘ Űɞ ˊŬɟŬˊɎɜɤ ŬˊɞŰɏɚŮůɛŬ. Ɇɡɜɐɗɤɠ Ůˊɘŭɘɩəɞɡɜ ɞɘ ˊŬɟŬˊɎɜɤ ŮˊɘɗɏůŮɘɠ ɜŬ 
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ŭɘŮɝŬɢɗɞɨɜ ɡˊɧ Űɖɜ ɎɔɜɞɘŬ Űɞɡ ŭɘŬɢŮɘɟɘůŰɐ, ɩůŰŮ ɜŬ Űɞɜ ŰɟɞűɞŭɞŰɐůɞɡɜ ˊɎɚɘ ɛŮ 

ɣŮɨŰɘəŮɠ əŬɘ ˊŬɟŬˊɚŬɜɖŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ. 

¶ ɇɞ ɟɑůəɞ Űɖɠ ˊŬɟŬɓɑŬůɖɠ ɜɧɛɤɜ. Ƀ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ 

ŮəŰŮɗŮɘɛɏɜɞ honeynet ɔɘŬ ŮɔəɚɖɛŬŰɘəɏɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ ɢɤɟɑɠ ɜŬ ŮˊɘŰŮɗŮɑ ůŮ əɎˊɞɘɞɜ 

ŮəŰɧɠ Űɞɡ ŭɘəŰɨɞɡ. ȹɖɚŬŭɐ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ əɎˊɞɘɞ honeypot Ŭˊɧ Űɞ 

ŭɑəŰɡɞ ɔɘŬ ɜŬ ŬɜŮɓɎůŮɘ əŬɘ ɜŬ əɎɜŮɘ ŭɘŬəɑɜɖůɖ ˊŬɟɎɜɞɛɤɜ ŬɟɢŮɑɤɜ, ˊŬɘŭɘəɐɠ 

ˊɞɟɜɞɔɟŬűɑŬɠ ɐ ɜŬ əɚɏɣŮɘ ˊɘůŰɤŰɘəɏɠ əɎɟŰŮɠ. ȷɜ ŬɡŰɏɠ ɞɘ ŮɔəɚɖɛŬŰɘəɏɠ ŮɜɏɟɔŮɘŮɠ 

ɔɑɜɞɡɜ ŬɜŰɘɚɖˊŰɏɠ, ɞ ŭɘŬɢŮɘɟɘůŰɐɠ Űɞɡ honeynet ŮɑɜŬɘ ŬɡŰɧɠ ˊɞɡ ɗŬ əŬŰɖɔɞɟɖɗŮɑ 

(ŰɞɡɚɎɢɘůŰɞɜ ŬɟɢɘəɎ) əŬɘ ɗŬ ˊɟɏˊŮɘ ɜŬ ŬˊɞŭŮɑɝŮɘ Űɖɜ ŬɗɤɧŰɖŰɎ Űɞɡ. 

ȾŬɘ ůŰɘɠ ŰɏůůŮɟɘɠ ˊŮɟɘˊŰɩůŮɘɠ, ɞ ˊŮɟɘɞɟɘůɛɧɠ Űɤɜ ɟɑůəɤɜ ŮˊɘŰɡɔɢɎɜŮŰŬɘ əɡɟɑɤɠ ɛŮ ůɡɜŮɢɐ 

Ŭɜɗɟɩˊɘɜɞ ɏɚŮɔɢɞ (human monitoring) əŬɘ ˊŬɟŬɛŮŰɟɞˊɞɑɖůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ (system 

customization). ȰɚŮɔɢɞɠ ůɖɛŬɑɜŮɘ əɎˊɞɘɞɠ ŮəˊŬɘŭŮɡɛɏɜɞɠ əŬɘ ɏɛˊŮɘɟɞɠ ůŮ ɗɏɛŬŰŬ ŬůűɎɚŮɘŬɠ 

ɜŬ ˊŬɟŬəɞɚɞɡɗŮɑ əŬɘ ɜŬ ŬɜŬɚɨŮɘ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ Űɖɜ ŭɟŬůŰɖɟɘɧŰɖŰŬ Űɞɡ ŭɘəŰɨɞɡ. Ⱥɜɩ 

ɞ ɧɟɞɠ Ŭɜɗɟɩˊɘɜɞɠ ŬɜŬűɏɟŮŰŬɘ ůŰɖɜ əŬɚɨŰŮɟɖ ŭɡɜŬŰɧŰɖŰŬ ŬɜŬɔɜɩɟɘůɖɠ ɜɏɤɜ əŬɘ ɎɔɜɤůŰɤɜ 

ŬˊŮɘɚɩɜ ůŮ ůɢɏůɖ ɛŮ Űɞɜ ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜɞ. ɇɏɚɞɠ, ɖ ˊŬɟŬɛŮŰɟɞˊɞɑɖůɖ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ 

ɔŮɔɞɜɧɠ ˊɤɠ ɖ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots əŬɘ honeynets ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ ůŰɞ əɞɘɜɧ (open 

source), ůɡɜŮˊɩɠ ɞɘ əŬəɧɓɞɡɚɞɘ ɢɟɐůŰŮɠ ɏɢɞɡɜ əŬɘ ŬɡŰɞɑ ˊɟɧůɓŬůɖ əŬɘ ŬɜŬˊŰɨůůɞɡɜ ŰŬ 

ŭɘəɎ Űɞɡɠ ŬɜŰɑɛŮŰɟŬ. ȯɟŬ, ɛɘŬ ŬɚɚŬɔɐ ůŰɘɠ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ (default) ɟɡɗɛɑůŮɘɠ Űɞɡ honeynet 

ɗŬ ŭɡůəɞɚɏɣŮɘ Űɖɜ ŬɜɑɢɜŮɡůɐ Űɞɡ Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ əŬɘ ɗŬ ˊŮɟɘɞɟɑůŮɘ Űɞ ɟɑůəɞ.    

2.11  ȺɡɟɤˊŬɥəɧɠ ɃɟɔŬɜɘůɛɧɠ ȷůűɎɚŮɘŬɠ ȹɘəŰɨɞɡ əŬɘ 

ɄɚɖɟɞűɞɟɑŬɠ - ENISA (European Network and 

Information Security Agency) 

ɄŬɟŬˊɎɜɤ ɏɔɘɜŮ ŬɜŬűɞɟɎ ůŮ ɏɜɜɞɘŮɠ əŬɘ ůɡůŰɐɛŬŰŬ ŬůűɎɚŮɘŬɠ. ȰɜŬɠ ɞɟɔŬɜɘůɛɧɠ ˊɞɡ əɎɜŮɘ 

ŮűŬɟɛɞɔɐ Űɤɜ ˊŬɟŬˊɎɜɤ ɧɟɤɜ ůŰɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ŮɑɜŬɘ ɖ ENISA. ȼ ȺɡɟɤˊŬɥəɐ ȺˊɘŰɟɞˊɐ 

ȷůűɎɚŮɘŬɠ ȹɘəŰɨɞɡ əŬɘ ɄɚɖɟɞűɞɟɑŬɠ - ENISA, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ əŬɘ ůŰɞ ɧɜɞɛɎ Űɖɠ 

ŬˊɞŰŮɚŮɑ Űɞ əɏɜŰɟɞ ŬůűɎɚŮɘŬɠ ŭɘəŰɨɤɜ əŬɘ ˊɚɖɟɞűɞɟɑŬɠ Űɤɜ ɛŮɚɩɜ Űɖɠ ȺɡɟɤˊŬɥəɐɠ 

Ȱɜɤůɖɠ, Űɤɜ ˊɞɚɘŰɩɜ Űɖɠ əŬɘ Űɞɡ ɘŭɘɤŰɘəɞɨ ŰɞɛɏŬ. ȼ ŮˊɘŰɟɞˊɐ ŬɡŰɐ ŭɖɛɘɞɡɟɔɐɗɖəŮ ɔɘŬ ɜŬ 

ŮɜŭɡɜŬɛɩůŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ Űɖɠ ȺɡɟɤˊŬɥəɐɠ Ȱɜɤůɖɠ, Űɤɜ ȾɟŬŰɩɜ ï ɀŮɚɩɜ Űɖɠ əŬɘ Űɖɠ 

ŮˊŬɔɔŮɚɛŬŰɘəɐɠ əɞɘɜɧŰɖŰŬɠ ɜŬ ŬˊɞűŮɨɔŮɘ, ɜŬ ŭɘŮɡɗɨɜŮɘ əŬɘ ɜŬ ŬɜŰŬˊɞəɟɑɜŮŰŬɘ ůŮ 

ˊɟɞɓɚɐɛŬŰŬ ˊɞɡ Ŭűɞɟɞɨɜ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ŭɘəŰɨɤɜ əŬɘ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ. ɄɟɞəŮɘɛɏɜɞɡ ɜŬ 

ˊŮŰɨɢŮɘ Űɞ ůŰɧɢɞ Űɞɡ, ɖ ENISA ŬˊɞŰŮɚŮɑ ɏɜŬ əɏɜŰɟɞ ŮɛˊŮɘɟɞɔɜɤɛɞůɨɜɖɠ ůŮ ɗɏɛŬŰŬ 

ŬůűɎɚŮɘŬɠ əŬɘ ˊɟɞɤɗŮɑ Űɖ ůɡɜŮɟɔŬůɑŬ ŬɜɎɛŮůŬ ůŰɞ ŭɖɛɧůɘɞ əŬɘ ɘŭɘɤŰɘəɧ ŰɞɛɏŬ.  
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ũɘŬ Űɖɜ ŭɘŬůűɎɚɘůɖ Űɖɠ Ůəˊɚɐɟɤůɖɠ Űɤɜ ůŰɧɢɤɜ Űɞɡ, ɞɘ ŭɟɎůŮɘɠ Űɞɡ ɞɟɔŬɜɘůɛɞɨ 

ŮˊɘəŮɜŰɟɩɜɞɜŰŬɘ ůŰŬ Ůɝɐɠ: 

¶ ɇɖɜ ˊŬɟɞɢɐ ůɡɛɓɞɡɚɩɜ əŬɘ ɓɞɐɗŮɘŬɠ ůŰɖɜ ȺˊɘŰɟɞˊɐ əŬɘ ŰŬ ȾɟɎŰɖ - ɀɏɚɖ ɧůɞɜ 

ŬűɞɟɎ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ əŬɘ Űɖɜ ŬɜɎˊŰɡɝɖ Űɞɡ ɛŮŰŬɝɨ Űɞɡɠ ŭɘŬɚɧɔɞɡ 

ɛŮ Űɖ ɓɘɞɛɖɢŬɜɑŬ. ȷɡŰɏɠ ɞɘ ŮɜɏɟɔŮɘŮɠ ɏɢɞɡɜ ůəɞˊɧ ɜŬ ŭɘŮɡɗɨɜɞɡɜ ˊɟɞɓɚɐɛŬŰŬ 

ůɢŮŰɘəɎ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ ůŮ ˊɟɞɥɧɜŰŬ ɡɚɘəɞɨ (hardware) əŬɘ ɚɞɔɘůɛɘəɞɨ (software). 

¶ ɇɖɜ ůɡɚɚɞɔɐ əŬɘ ŬɜɎɚɡůɖ ŭŮŭɞɛɏɜɤɜ ɔɘŬ ŰŬ ˊŮɟɘůŰŬŰɘəɎ ˊŬɟŬɓɑŬůɖɠ ŬůűŬɚŮɑŬɠ 

ůŰɖɜ Ⱥɡɟɩˊɖ əŬɘ Űɞɡɠ ˊɘɗŬɜɞɨɠ əɘɜŭɨɜɞɡɠ. 

¶ ɇɖɜ ˊɟɞɩɗɖůɖ ɛŮɗɧŭɤɜ ŭɘŬɢŮɑɟɘůɖɠ əɟɑůŮɤɜ ɛŮ ůŰɧɢɞ ɜŬ ŮɜŭɡɜŬɛɩůŮɘ Űɖ 

ŭɡɜŬŰɧŰɖŰŬ Ůɚɏɔɢɞɡ ŬˊŮɘɚɩɜ ůŮ ɗɏɛŬŰŬ ŬůűŬɚŮɑŬɠ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ. 

¶ ɇɖɜ Ŭɨɝɖůɖ Űɖɠ ɔɜɩůɖɠ əŬɘ Űɖɠ ůɡɜŮɟɔŬůɑŬɠ ŬɜɎɛŮůŬ ůŰɞɡɠ ŭɘŬűɞɟŮŰɘəɞɨɠ 

ˊŬɟɎɔɞɜŰŮɠ ůŰɞ ˊŮŭɑɞ Űɖɠ ŬůűɎɚŮɘŬɠ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ, əɡɟɑɤɠ ɛŮ Űɖɜ ŬɜɎˊŰɡɝɖ ŮɑŰŮ 

ŭɖɛɧůɘɤɜ ŮɑŰŮ ɘŭɘɤŰɘəɩɜ ůɡɜŮɟɔŬůɘɩɜ ɛŮ Űɖ ɓɘɞɛɖɢŬɜɑŬ.  

¶ ȼ ŮűŬɟɛɞɔɐ ɜɞɛɞɗŮůɘɩɜ əŬɘ ɖ ŬɜɎˊŰɡɝɖ ˊɟŬəŰɘəɩɜ ˊɞɡ ɗŬ ɓŮɚŰɘɩůɞɡɜ Űɖɜ 

ŬɜɗŮəŰɘəɧŰɖŰŬ ůɖɛŬɜŰɘəɩɜ ɡˊɞŭɞɛɩɜ əŬɘ ŭɘəŰɨɤɜ ˊɚɖɟɞűɞɟɑŬɠ. 

 

 

ȺɘəɧɜŬ 2.10: ȿɞɔɧŰɡˊɞ Űɖɠ ENISA 

2.11.1 ɃɛɎŭŬ ȷˊɧəɟɘůɖɠ ůŮ ȰəŰŬəŰɖɠ ȷɜɎɔəɖɠ ŪɏɛŬŰŬ ɈˊɞɚɞɔɘůŰɩɜ (Computer 

Emergency Response Team - CERT) 

Ƀɘ ɃɛɎŭŮɠ ȷˊɧəɟɘůɖɠ ůŮ ȰəŰŬəŰɖɠ ȷɜɎɔəɖɠ ŪɏɛŬŰŬ ɈˊɞɚɞɔɘůŰɩɜ (CERTs ɐ  Ŭɚɚɘɩɠ 

CSIRTs) ŬˊɞŰŮɚɞɨɜ Űɞ ŮɟɔŬɚŮɑɞ-əɚŮɘŭɑ ɔɘŬ Űɖɜ ɄɟɞůŰŬůɑŬ Ⱦɟɑůɘɛɤɜ Ɉˊɞŭɞɛɩɜ 

ɄɚɖɟɞűɞɟɑŬɠ (Critical Information Infrastructure Protection - CIIP). ȾɎɗŮ ɢɩɟŬ ˊɞɡ 

ůɡɜŭɏŮŰŬɘ ůŰɞ ŭɘŬŭɑəŰɡɞ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ Űɘɠ ŭɡɜŬŰɧŰɖŰŮɠ ɩůŰŮ ɜŬ ɛˊɞɟŮɑ ŬˊɞŰŮɚŮůɛŬŰɘəɎ əŬɘ 

ŬˊɞŭɞŰɘəɎ ɜŬ ŬˊɞəɟɘɗŮɑ ůŮ ˊŮɟɘůŰŬŰɘəɎ ŬůűɎɚŮɘŬɠ ˊɚɖɟɞűɞɟɑŬɠ. Ƀɘ CERTs ɧɛɤɠ ˊɟɏˊŮɘ ɜŬ 
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ɛˊɞɟɞɨɜ ɜŬ əɎɜɞɡɜ ˊɞɚɨ ˊŮɟɘůůɧŰŮɟŬ, ˊɟɏˊŮɘ ɜŬ ŭɟɞɡɜ ɤɠ ɖ əɨɟɘŬ ˊŬɟɞɢɐ ɡˊɖɟŮůɘɩɜ 

ŬůűɎɚŮɘŬɠ ɔɘŬ Űɘɠ əɡɓŮɟɜɐůŮɘɠ əŬɘ Űɞɡɠ ˊɞɚɑŰŮɠ əŬɘ ŰŬɡŰɧɢɟɞɜŬ ɜŬ Űɞɡɠ Ůˊɘɛɞɟűɩɜɞɡɜ ůŮ 

ɗɏɛŬŰŬ ŬůűɎɚŮɘŬɠ. 

ɆɖɛŬɜŰɘəɐ ˊŬɟŬŰɐɟɖůɖ ŮɑɜŬɘ ɧŰɘ ŭŮɜ ŭɘŬɗɏŰŮɘ əɎɗŮ ɢɩɟŬ, ˊɞɡ ŮɑɜŬɘ ůɡɜŭŮŭŮɛɏɜɖ ůŰɞ 

ŭɘŬŭɑəŰɡɞ, ŰɏŰɞɘŬ ɞɛɎŭŬ. Ⱥɜɩ Űɞ ŮˊɑˊŮŭɞ ŮŰɞɘɛɧŰɖŰŬɠ ɔɘŬ ɧůŮɠ ŭɘŬɗɏŰɞɡɜ ŬɡɝɞɛŮɘɩɜŮŰŬɘ 

ŭɟŬɛŬŰɘəɎ. ȷɡŰɐ Ŭəɟɘɓɩɠ ŮɑɜŬɘ əŬɘ ɖ ŬˊɞůŰɞɚɐ Űɖɠ ENISA, ɜŬ ɞɟɔŬɜɩůŮɘ, ɜŬ ɡˊɞůŰɖɟɑɝŮɘ, 

ɜŬ ŮəˊŬɘŭŮɨůŮɘ əŬɘ ɜŬ ˊɟɞŮŰɞɘɛɎůŮɘ Űɘɠ CERTs. 

2.11.2 ȿɞɘˊɏɠ ȹɟŬůŰɖɟɘɧŰɖŰŮɠ 

ȾɎˊɞɘŮɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ Űɖɠ ENISA ŮɑɜŬɘ: 

¶ çEISAS - European Information  Sharing and Alert  Systemè 

ɆɨůŰɖɛŬ Űɖɠ ENISA Űɞ ɞˊɞɑɞ ˊŬɟɏɢŮɘ ˊɚɖɟɞűɞɟɑŮɠ ůŮ ˊɞɚɑŰŮɠ əŬɗɩɠ əŬɘ ůŮ ɛɘəɟɞɨ 

əŬɘ ɛŮůŬɑɞɡ ɛŮɔɏɗɞɡɠ ŮˊɘɢŮɘɟɐůŮɘɠ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ, 

ŭɖɚŬŭɐ ŰŬ ŬˊŬɟŬɑŰɖŰŬ ɛɏůŬ əŬɘ ɔɜɩůŮɘɠ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ Űɞɡɠ. 

¶ çCERT Operational Gaps and Overlaps reportè 

ȷɜŬűɞɟɎ ůŰɖɜ ɞˊɞɑŬ ŬɜŬɚɨɞɜŰŬɘ çəŮɜɎè ůŰɖ ɚŮɘŰɞɡɟɔɑŬ Űɤɜ Ůɗɜɘəɩɜ/əɡɓŮɟɜɖŰɘəɩɜ  

CERTs əŬɗɩɠ əŬɘ ŮˊɘəŬɚɨɣŮɘɠ ůŰɖ ŭɟɎůɖ Űɞɡɠ, ˊɟɞůűɏɟɞɜŰŬɠ ůɡɛɓɞɡɚɏɠ ɔɘŬ Űɖɜ 

Ůˊɑɚɡůɖ Űɞɡɠ.   

¶ çSecure Communication with the CERTs and Other Stakeholdersè 

ȹɟŬůŰɖɟɘɧŰɖŰŬ ɛŮ ůŰɧɢɞ Űɖɜ ŮɨɟŮůɖ Űɟɧˊɤɜ ɔɘŬ ɓŮɚŰɑɤůɖ Űɖɠ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮŰŬɝɨ 

Űɤɜ CERTs əŬɘ Ɏɚɚɤɜ ŮɛˊɚŮəɧɛŮɜɤɜ ɛŮɟɩɜ. 

¶ çIntroduction to Return on Security Investmentè 

ȷɜɎɚɡůɖ ɔɘŬ Űɖɜ Ůˊɏɜŭɡůɖ ˊɞɡ ɗŬ ˊɟɏˊŮɘ ɜŬ ɔɑɜŮɘ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ ˊɚɖɟɞűɞɟɑŬɠ, 

ɚŬɛɓɎɜɞɜŰŬɠ ɡˊɧɣɖ ɧŰɘ ɖ ŬůűɎɚŮɘŬ ŮɑɜŬɘ Ůˊɏɜŭɡůɖ ˊɞɡ ŬˊɞűɏɟŮɘ əɏɟŭɞɠ ŬɚɚɎ 

ˊɟɧɚɖɣɖ Űɤɜ ɕɖɛɘɩɜ. 

¶ çAd-hoc Working Group ñCERT cooperation and supportò 2005è 

ɀɘŬ ɞɛɎŭŬ ŮɟɔŬůɑŬɠ ˊɞɡ ůɡůŰɎɗɖəŮ ɔɘŬ ɜŬ ˊɟɞŮŰɞɘɛɎůŮɘ əŬɘ ɜŬ ɡˊɞůŰɖɟɑɝŮɘ Űɖɜ 

ɚŮɘŰɞɡɟɔɑŬ Űɤɜ CERT əŬɘ Űɖɜ ůɡɜŮɟɔŬůɑŬ Űɞɡɠ.  

¶ çAd-hoc Working Group ñCERT servicesò 2006è 

ɀɘŬ ŬəɧɛŬ ɞɛɎŭŬ ŮɟɔŬůɑŬɠ ɛŮ ůəɞˊɧ ɜŬ ɓɞɖɗɐůŮɘ Űɖɜ ENISA ɜŬ ɞɟɔŬɜɩůŮɘ Űɘɠ 

ŭɟŬůŰɖɟɘɧŰɖŰŮɠ Űɤɜ ŮˊɧɛŮɜɤɜ 2-5 ɢɟɧɜɤɜ. 
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¶ çSupporting the CERT Community ï Impact Analysis and Roadmapè 

ɀɘŬ ŬɜŬűɞɟɎ Ŭɝɘɞɚɧɔɖůɖɠ Űɖɠ ɡˊɞůŰɐɟɘɝɖɠ Űɖɠ ENISA ůŰɘɠ Ůɗɜɘəɏɠ/əɡɓŮɟɜɖŰɘəɏɠ 

CERTs ɔɘŬ Űɖɜ ˊŮɟɑɞŭɞ Ŭˊɧ Űɞ 2005 ɛɏɢɟɘ ůɐɛŮɟŬ əŬɗɩɠ ɛŮɚɚɞɜŰɘəɏɠ əŬŰŮɡɗɨɜůŮɘɠ 

Űɖɠ ůɡɜŮɟɔŬůɑŬɠ Űɞɡɠ. 

2.11.3 ɈˊɞůŰɐɟɘɝɖ 

ȼ ŮˊɘŰɡɢɖɛɏɜɖ ŭɖɛɘɞɡɟɔɑŬ əŬɘ ɚŮɘŰɞɡɟɔɑŬ Űɤɜ CERTs / CSIRTs ɓŬůɑɕŮŰŬɘ ůŮ ŭɘɎűɞɟɞɡɠ 

ˊŬɟɎɔɞɜŰŮɠ. ɆɡɜŮˊɩɠ, ɚɎɗɖ ůŰŬ ŬɟɢɘəɎ ůŰɎŭɘŬ ŭɨůəɞɚŬ ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŰɖ ůɡɜɏɢŮɘŬ. ȼ 

ENISA ɔɘŬ Űɞ ɚɧɔɞ ŬɡŰɧ ŭɘŬɗɏŰŮɘ ɡɚɘəɧ ɡˊɞůŰɐɟɘɝɖɠ ɔɘŬ ɜŬ ɓɞɖɗɐůŮɘ Űɞɡɠ ŮɜŭɘŬűŮɟɧɛŮɜɞɡɠ 

ɜŬ ŬɜŬˊŰɨɝɞɡɜ əŬɘ ɜŬ ŮɝŬůəɖɗɞɨɜ ůŰŬ ůɡůŰɐɛŬŰŬ ŬůűŬɚŮɑŬɠ. ȷɡŰɐ ɖ ɡˊɞůŰɐɟɘɝɖ 

ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ˊŬɟŬəɎŰɤ ɡɚɘəɧ: 

¶ Ʉɩɠ ɜŬ ůŰɖɗŮɑ ɏɜŬ CERT 

ȸɐɛŬ ï ɓɐɛŬ ɞŭɖɔɑŮɠ ɔɘŬ Űɞ ůɢŮŭɘŬůɛɧ əŬɘ ŮɔəŬŰɎůŰŬůɖ Ůɜɧɠ CERT. 

¶ Ʉɩɠ ɜŬ ɚŮɘŰɞɡɟɔɐůŮɘ ɏɜŬ CERT 

ȸŬůɘəɏɠ ˊɟŬəŰɘəɏɠ ŮˊɘŰɡɢɞɨɠ ɚŮɘŰɞɡɟɔɑŬɠ Ůɜɧɠ CERT 

¶ ȷůəɐůŮɘɠ ɔɘŬ CERTs 

Ɉɚɘəɧ Űɖɠ ENISA ɛŮ ůŮɜɎɟɘŬ ŮɝɎůəɖůɖɠ ˊɎɜɤ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ŬůűɎɚŮɘŬɠ 

ˊɚɖɟɞűɞɟɑŬɠ. 

¶ ȸŬůɘəɏɠ ŭɡɜŬŰɧŰɖŰŮɠ Ůɗɜɘəɩɜ/əɡɓŮɟɜɖŰɘəɩɜ CERTs 

ȾɎɗŮ ɢɩɟŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɘŬɗɏŰŮɘ CERT ɛŮ əɎˊɞɘŮɠ ɓŬůɘəɏɠ ŭɡɜŬŰɧŰɖŰŮɠ ɔɘŬ Űɖɜ 

ˊɟɞůŰŬůɑŬ Űɤɜ ɡˊɞŭɞɛɩɜ ˊɚɖɟɞűɞɟɑŬɠ Űɖɠ əŬɘ ɔɘŬ Űɖɜ ůɡɜŮɟɔŬůɑŬ ɛŮ CERTs Ɏɚɚɤɜ 

ɢɤɟɩɜ. 

¶ Ʉɩɠ ŰŬ CERTs ˊɟɏˊŮɘ ɜŬ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ ˊŮɟɘůŰŬŰɘəɎ ŬůűɎɚŮɘŬɠ 

ɃŭɖɔɑŮɠ Űɖɠ ENISA ɔɘŬ Űɖ ůɤůŰɐ ŭɘŬɢŮɑɟɘůɖ əŬɘ ŬɜŰɘɛŮŰɩˊɘůɖ əɟɑůɘɛɤɜ 

ˊŮɟɘůŰŬŰɘəɩɜ. 

¶ Ʉɩɠ ɜŬ ɓŮɚŰɘɤɗŮɑ ɖ ŬɜɑɢɜŮɡůɖ ˊŮɟɘůŰŬŰɘəɩɜ ůŰɖɜ ŬůűɎɚŮɘŬ ŭɘəŰɨɤɜ 

ɇŮɢɜɘəɏɠ əŬɘ ŮɟɔŬɚŮɑŬ ɔɘŬ Űɖ ɓŮɚŰɑɤůɖ Űɖɠ ŬɜɑɢɜŮɡůɖɠ ŮˊɘɗɏůŮɤɜ. ȺɟɔŬɚŮɑŬ ɧˊɤɠ ŰŬ 

honeypots ɛŮ ůəɞˊɧ Űɖɜ ůɡɚɚɞɔɐ ˊɚɖɟɞűɞɟɑŬɠ ɔɘŬ əŬɚɨŰŮɟɖ ɛŮɚɚɞɜŰɘəɐ ŬɜŰɑŭɟŬůɖ 

əŬɘ ˊɘɞ ŮɜŮɟɔɐ ŬɜŰɘɛŮŰɩˊɘůɖ. ȼ ENISA ɏɢŮɘ ŭɖɛɞůɘŮɨůŮɘ ŭɨɞ ŬɜŬűɞɟɏɠ ˊɎɜɤ ůŮ 

ŬɡŰɐ Űɖɜ ŮɜɧŰɖŰŬ ɛŮ ŰɑŰɚɞɡɠ çProactive Detection of Security Incidentsè əŬɘ 

çProactive Detection of Security Incidents II  ï Honeypotsè. ȼ ŭŮɨŰŮɟɖ ŭɖɛɞůɑŮɡůɖ 

ŬˊɞŰŮɚŮɑ əŬɘ Űɖ ɓɎůɖ ŬɡŰɐɠ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ. 
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¶ ɁɞɛɘəɎ ɕɖŰɐɛŬŰŬ Űɖɠ ŬɜŰŬɚɚŬɔɐɠ ˊɚɖɟɞűɞɟɑŬɠ ɛŮŰŬɝɨ Űɤɜ CERTs 

ɀŮɚɏŰɖ ˊɎɜɤ ůŰŬ ɜɞɛɘəɎ ɕɖŰɐɛŬŰŬ əŬɘ Űɘɠ ŬˊɧɣŮɘɠ ˊŮɟɑ ŬɜŰŬɚɚŬɔɐɠ ˊɚɖɟɞűɞɟɘɩɜ 

ŬɜɎɛŮůŬ ůŰŬ ŮɗɜɘəɎ/əɡɓŮɟɜɖŰɘəɎ CERTs əŬɘ ɞ ůɖɛŬɜŰɘəɧɠ ɟɧɚɞɠ Űɖɠ ENISA ɤɠ 

əŮűŬɚɐ ɔɘŬ Űɖɜ Ůɨɟɡɗɛɖ ůɡɜŮɟɔŬůɑŬ ɧɚɤɜ Űɤɜ ŰɛɖɛɎŰɤɜ. 

¶ ɆɡɢɜɎ ŮɟɔŬɚŮɑŬ Űɤɜ CERTs 

ȺɟɔŬɚŮɑŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ əŬɘ ɡˊˇˋˍʹˊʾʸˇ˄ˍʰʽ ʶ˄ʶˊʴʱ ʰˉˈ /9w¢ǎΦ ɳˊʴʰ˂ʶʾʰ 

ˋ˔ʶˍʽˁʱ ˃ʶ ˍʹ˄ ˋˎ˂˂ˇʴʺ ˉ˂ʹˊˇ˒ˇˊʽ˗˄ əŬɘ ɏɟŮɡɜŬ ˊŮɟɘůŰŬŰɘəɩɜ. 

¶ ɈˊɞůŰɐɟɘɝɖ ůŰɖ ɛɎɢɖ ŮɜŬɜŰɑɞɜ Űɞɡ ŭɘŬŭɘəŰɡŬəɞɨ ŮɔəɚɐɛŬŰɞɠ 

ɀŮɚɏŰɖ ɛŮ ůŰɧɢɞ Űɖ ɓŮɚŰɑɤůɖ Űɤɜ ŭɡɜŬŰɞŰɐŰɤɜ Űɤɜ CERTs, ɛŮ ɘŭɘŬɑŰŮɟɖ ˊɟɞůɞɢɐ 

ůŰŬ ŮɗɜɘəɎ/əɡɓŮɟɜɖŰɘəɎ CERTs, ɔɘŬ Űɖɜ ŬɜŰɘɛŮŰɩˊɘůɖ Űɞɡ ŭɘŬŭɘəŰɡŬəɞɨ 

ŮɔəɚɐɛŬŰɞɠ. 
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3                                  

ɆɨɜŰɞɛɖ ɄŬɟɞɡůɑŬůɖ ɄŮɘɟɎɛŬŰɞɠ əŬɘ ɇɞˊɞɚɞɔɑŬɠ 

3.1 ɄŮɟɘɔɟŬűɐ ȾŮűŬɚŬɑɞɡ 

ɆŰɞ əŮűɎɚŬɘɞ ŬɡŰɧ ˊŮɟɘɔɟɎűŮŰŬɘ ɖ ɛŮɚɏŰɖ Űɖɠ ENISA ˊɎɜɤ ůŰɖɜ ɞˊɞɑŬ ɓŬůɑůŰɖəŮ ɖ 

ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ əŬɘ Űɞ ˊŮɑɟŬɛŬ. Ⱥˊɑůɖɠ, ɖ ŰɞˊɞɚɞɔɑŬ Űɖɠ ˊŮɘɟŬɛŬŰɘəɐɠ ŭɘɎŰŬɝɖɠ ɗŬ 

ˊŬɟɞɡůɘŬůŰŮɑ ůɡɜɞˊŰɘəɎ. 

3.2 Honeypots əŬɘ ENISA 

ȳˊɤɠ ŬɜŬűɏɟɗɖəŮ əŬɘ ůŰɖɜ ŮɘůŬɔɤɔɐ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ ɖ ŭɖɛɞŰɘəɧŰɖŰŬ Űɞɡ 

ŭɘŬŭɘəŰɨɞɡ (internet) ŰŬ ŰŮɚŮɡŰŬɑŬ ɢɟɧɜɘŬ ɏɢŮɘ ůɖɛŮɘɩůŮɘ ɟŬɔŭŬɑŬ Ŭɨɝɖůɖ, ɔŮɔɞɜɧɠ ˊɞɡ 

ɞŭɖɔŮɑ əŬɘ ůŮ Ŭɨɝɖůɖ Űɤɜ ˊŮɟɘůŰŬŰɘəɩɜ ŬůűŬɚŮɑŬɠ ŰŬ ɞˊɞɑŬ ɛŮ əɎˊɞɘɞɜ Űɟɧˊɞ ɗŬ ˊɟɏˊŮɘ ɜŬ 

ŬɜŰɘɛŮŰɤˊɘůŰɞɨɜ. ɆɡɜŮˊɩɠ ɞ ŰɞɛɏŬɠ Űɖɠ ŬůűɎɚŮɘŬɠ ɗŬ ˊɟɏˊŮɘ əŬɘ ŬɡŰɧɠ ɜŬ ŬəɞɚɞɡɗɐůŮɘ 

ŬɡŰɐ Űɖɜ Ŭɨɝɖůɖ Űɖɠ ŭɖɛɞŰɘəɧŰɖŰŬɠ Űɞɡ ŭɘŬŭɘəŰɨɞɡ ɔɘŬ Űɖɜ əŬŰŬˊɞɚɏɛɖůɖ Űɤɜ əŬəɧɓɞɡɚɤɜ 

ŮɜŮɟɔŮɘɩɜ. 

ɆŰɞ ˊɚŬɑůɘɞ Űɖɠ ɔŮɜɘəɧŰŮɟɖɠ ŬɜɎˊŰɡɝɖɠ Űɖɠ ŬůűɎɚŮɘŬɠ Űɤɜ ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ 

ŬɜŬˊŰɨɢɗɖəŬɜ əŬɘ ŰŬ honeypots, ŰŬ ɞˊɞɑŬ ɗŬ ˊɟŬɔɛŬŰŮɡŰŮɑ ɖ ůɡɔəŮəɟɘɛɏɜɖ ŭɘˊɚɤɛŬŰɘəɐ 

ůŰɖɟɘɕɧɛŮɜɖ ůŰɖɜ ɏɟŮɡɜŬ əŬɘ ŭɖɛɞůɑŮɡůɖ Űɖɠ ENISA ɛŮ ŰɑŰɚɞ çProactive Detection of 

Security Incidents II  - Honeypotsè. 
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3.3 ȼ ɀŮɚɏŰɖ Űɖɠ ENISA çProactive Detection of Security 

Incidents II ï Honeypotsè 

ȼ ɛŮɚɏŰɖ Űɖɠ ENISA çProactive Detection of Security Incidents II ï Honeypotsè  ŭɘŮɝɐɢɗɖ Űɞ 

2012 əŬɘ ŮɑɜŬɘ ɛɘŬ ůɡɜɏɢŮɘŬ Űɖɠ ɔŮɜɘəɧŰŮɟɖɠ ɏɟŮɡɜŬɠ Űɖɠ ENISA Űɞɡ 2011 ɛŮ ŰɑŰɚɞ 

çProactive Detection of Security Incidentsè (ŬɜɑɢɜŮɡůɖ ˊŮɟɘůŰŬŰɘəɩɜ ŬůűɎɚŮɘŬɠ). ɆŰɧɢɞɠ Űɖɠ 

ŮɑɜŬɘ ɖ ŬɜŬɔɜɩɟɘůɖ əŬɘ ɓŮɚŰɑɤůɖ Űɤɜ ɛŮɗɧŭɤɜ ˊɞɡ ɞɘ CERTs (Computer Emergency 

Response Teams) ŬɜɘɢɜŮɨɞɡɜ ˊŮɟɘůŰŬŰɘəɎ ŭɘəŰɡŬəɩɜ ŮˊɘɗɏůŮɤɜ əɎɜɞɜŰŬɠ ɢɟɐůɖ Űɖɠ 

ŰŮɢɜɞɚɞɔɑŬɠ Űɤɜ honeypots.  

3.3.1 ɆŰɧɢɞɘ Űɖɠ ɀŮɚɏŰɖɠ 

ȼ ˊɟɞɖɔɞɨɛŮɜɖ ɛŮɚɏŰɖ Űɖɠ ENISA Űɞɡ 2011 ɏŭŮɘɝŮ Űɖ ɛɖ Ŭɝɘɞˊɞɑɖůɖ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ Űɤɜ 

honeypots Ŭˊɧ Űɘɠ CERTs ɤɠ ɛɏůɞ ŬɜɑɢɜŮɡůɖɠ ŮˊɘɗɏůŮɤɜ əŬɘ ůɡɚɚɞɔɐɠ ˊɚɖɟɞűɞɟɘɩɜ 

ůɢŮŰɘəɎ ɛŮ Űɘɠ ŬˊŮɘɚɏɠ. ɇɞ ɔŮɔɞɜɧɠ ŬɡŰɧ ɐŰŬɜ ˊɞɡ ɞŭɐɔɖůŮ ůŰɖɜ ŬˊɧűŬůɖ ɖ ɜɏŬ ŬɡŰɐ ɖ 

ɛŮɚɏŰɖ ɜŬ ŬůɢɞɚɖɗŮɑ ɛŮ Űɖɜ ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots ɏɢɞɜŰŬɠ Űɞɡɠ ŮˊɧɛŮɜɞɡɠ ůŰɧɢɞɡɠ: 

¶ ɜŬ ˊŬɟɏɢŮɘ ɛɘŬ ŬˊɞɔɟŬűɐ Űɤɜ ŭɘŬɗɏůɘɛɤɜ honeypots ŰŬ ɞˊɞɑŬ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɐŭɖ 

ɐ ɏɢɞɡɜ Űɖɜ ˊɟɞɞˊŰɘəɐ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ Ŭˊɧ Űɘɠ Ůɗɜɘəɏɠ/əɡɓŮɟɜɖŰɘəɏɠ CERTs ɔɘŬ 

Űɖɜ ŬɜɑɢɜŮɡůɖ ŭɘəŰɡŬəɩɜ ˊŮɟɘůŰŬŰɘəɩɜ ŬůűŬɚŮɑŬɠ, 

¶  ɜŬ ŬɜŬɚɨůŮɘ ŰŬ ɞűɏɚɖ əŬɘ Űɘɠ ŮɚɚŮɑɣŮɘɠ Űɤɜ ɛɏŰɟɤɜ ˊɞɡ ɏɢɞɡɜ ɐŭɖ ɚɖűɗŮɑ Ŭˊɧ Űɘɠ 

CERTs, 

¶ ɜŬ ŮɜŰɞˊɑůŮɘ əŬɘɜɞɨɟɔɘŮɠ ˊɟŬəŰɘəɏɠ əŬɘ ˊɟɞŰŮɘɜɧɛŮɜŬ ɛɏŰɟŬ ɔɘŬ Űɘɠ 

Ůɗɜɘəɏɠ/əɡɓŮɟɜɖŰɘəɏɠ CERTs, 

¶ ɜŬ ůəɘŬɔɟŬűɐůŮɘ ˊɘɗŬɜɏɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ, əŬɗɐəɞɜŰŬ əŬɘ ɟɧɚɞɡɠ Űɤɜ 

ŮɜŭɘŬűŮɟɧɛŮɜɤɜ ɛŮɟɩɜ ɛŮ ůəɞˊɧ Űɞɜ ˊŮɟɘɞɟɘůɛɧ Űɤɜ ŮɚɚŮɑɣŮɤɜ ˊɞɡ ŮɜŰɞˊɑůŰɖəŬɜ 

əŬŰɎ Űɖɜ ŬɜɎɚɡůɖ.  

3.3.2 ȷˊŮɡɗɡɜɧɛŮɜɞ Ⱦɞɘɜɧ  

ȼ ɛŮɚɏŰɖ Űɖɠ ENISA ŬˊŮɡɗɨɜŮŰŬɘ əɡɟɑɤɠ ůŰɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ əŬɘ Űɞ ŰŮɢɜɘəɧ ˊɟɞůɤˊɘəɧ Űɤɜ 

Ůɗɜɘəɩɜ/əɡɓŮɟɜɖŰɘəɩɜ CERTs. ȳɛɤɠ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ əŬɘ Ŭˊɧ ɎɚɚŮɠ ɞɛɎŭŮɠ ˊɞɡ 

ŬůɢɞɚɞɨɜŰŬɘ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ ůɡůŰɖɛɎŰɤɜ. ɀɏůɤ Űɖɠ ŬɜŬűɞɟɎɠ ŬɡŰɐɠ əɎˊɞɘɞɠ ɛˊɞɟŮɑ ɜŬ 

ɛɎɗŮɘ ˊɞɘŬ honeypots ŮɑɜŬɘ ŭɘŬɗɏůɘɛŬ əŬɘ ˊɤɠ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ, ɜŬ ŮɜɖɛŮɟɤɗŮɑ 

ɔɘŬ ŰŮɢɜɞɚɞɔɑŮɠ ˊɞɡ ŭŮɜ ɔɜɤɟɑɕŮɘ əŬɘ ˊɩɠ ɜŬ Űɘɠ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɔɘŬ Űɖɜ ŬɜɑɢɜŮɡůɖ ŮˊɘɗɏůŮɤɜ 

əŬɘ ɢŮɘɟɘůɛɞɨ ŰɏŰɞɘɤɜ əŬŰŬůŰɎůŮɤɜ. Ⱥˊɑůɖɠ, ŮɟŮɡɜɖŰɏɠ ůŰɞ ŬɜŰɘəŮɑɛŮɜɞ Űɤɜ honeypots əŬɘ 

Űɖɠ ŬůűɎɚŮɘŬɠ ůɡůŰɖɛɎŰɤɜ ɤűŮɚɞɨɜŰŬɘ Ŭˊɧ Űɖ ɛŮɚɏŰɖ əŬɘ Űɞɡɠ ˊŬɟɏɢŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ 
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ůɡɜŮɟɔŬůŰɞɨɜ, Ŭɜ Űɞɡɠ ŮɑɜŬɘ ŮˊɘɗɡɛɖŰɧ, ɛŮ Ɏɚɚɞɡɠ ŮɟŮɡɜɖŰɏɠ əŬɘ CERTs ɔɘŬ Űɖɜ 

ŬɜŰɘɛŮŰɩˊɘůɖ əŬəɧɓɞɡɚɤɜ ŮˊɘɗɏůŮɤɜ. 

3.3.3 ɄŮŭɑɞ ȹɟɎůɖɠ 

ȼ əɨɟɘŬ ˊŮɟɘɞɢɐ ŮůŰɑŬůɖɠ Űɖɠ ŬɜŬűɞɟɎɠ ŮɑɜŬɘ ɖ ůŮ ɓɎɗɞɠ ɏɟŮɡɜŬ əŬɘ ŬɜɎɚɡůɖ ŬɜɞɘəŰɞɨ 

əɩŭɘəŬ (open source) honeypots ŰŬ ɞˊɞɑŬ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ Ŭˊɧ ŰŬ CERTs, ɛɏůɤ 

Ŭˊɚɐɠ ɚɐɣɖɠ əŬɘ ŮɔəŬŰɎůŰŬůɖɠ. ȷɜŬűɞɟɎ ɔɑɜŮŰŬɘ ůŮ ɡɓɟɘŭɘəɞɨ Űɨˊɞɡ ůɡůŰɐɛŬŰŬ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɞɨɜ honeypots ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ Ůɜɧɠ ŭɘəŰɨɞɡ ŬɘůɗɖŰɐɟɤɜ, əŬɗɩɠ əŬɘ ůŮ 

ŮɚŮɨɗŮɟŬ honeypots Űɞɡ ŭɘŬŭɘəŰɨɞɡ ˊɞɡ ŮɟŮɡɜɞɨɜ ɨˊɞˊŰŮɠ ŭɘŮɡɗɨɜůŮɘɠ ɘůŰɞůŮɚɑŭɤɜ (urls). 

Ⱥˊɘˊɚɏɞɜ ɖ ɛŮɚɏŰɖ ŮůŰɘɎɕŮɘ ůŰɘɠ ŮɚɚŮɑɣŮɘɠ Űɤɜ honeypots, ɞɘ ɞˊɞɑŮɠ ůɡɢɜɎ ŬˊɞŰŮɚɞɨɜ 

Ůɛˊɧŭɘɞ ůŰɖɜ ɢɟɖůɘɛɞˊɞɑɖůɖ ŬɡŰɩɜ Ŭˊɧ Űɖɜ əɞɘɜɧŰɖŰŬ Űɤɜ CERTs. 

3.3.4 ɀŮɗɞŭɞɚɞɔɑŬ Űɖɠ ɀŮɚɏŰɖɠ 

ȷɟɢɘəɎ, ůɡɔəŮɜŰɟɩɗɖəŬɜ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɏɠ ɛŮ ŰŬ ŬɜɞɘəŰɞɨ əɩŭɘəŬ honeypots, ɧˊɤɠ ŰŬ 

ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɞɡɠ, Űɖɜ əŬŰɖɔɞɟɑŬ ůŰɖɜ ɞˊɞɑŬ Ŭɜɐəɞɡɜ əŬɘ Űɞ ůəɞˊɧ ˊɞɡ ŮˊɘŰŮɚɞɨɜ ůŰɖɜ 

ŬɜɑɢɜŮɡůɖ Űɤɜ ŬˊŮɘɚɩɜ.  

ɆŰɖ ůɡɜɏɢŮɘŬ ɔɘŬ ɛɘŬ ɓŬɗɨŰŮɟɖ əŬŰŬɜɧɖůɖ Űɤɜ honeypots əŬɘ ɧɢɘ ɛɘŬ Ŭˊɚɐ Ŭɝɘɞɚɧɔɖůɖ 

ɓŬůɘůɛɏɜɖ ůŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ əŬɘ Űɖɜ ɚŮɘŰɞɡɟɔɘəɧŰɖŰɎ Űɞɡɠ ŬˊɞűŬůɑůŰɖəŮ ɖ ŭɘŮɝŬɔɤɔɐ 

ˊŮɘɟŬɛɎŰɤɜ ůŰŬ ɞˊɞɑŬ ŮɚɏɔɢɞɜŰŬɘ ůŰɖɜ ˊɟɎɝɖ ɞɘ ŭɡɜŬŰɧŰɖŰɏɠ Űɞɡɠ. ũɘŬ Űɖ ˊɘɞ ůɤůŰɐ 

Ŭɝɘɞɚɧɔɖůɖ ɞɟɑůŰɖəŬɜ əɎˊɞɘŬ əɟɘŰɐɟɘŬ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞűŬɜɗɞɨɜ ɔɘŬ Űɖɜ ŬɜɎˊŰɡɝɖ 

(deployment) Űɤɜ honeypot, Űɖɜ ɘəŬɜɧŰɖŰŬ ŬɜɑɢɜŮɡůɖɠ (proactive detection) ŬˊŮɘɚɩɜ əŬɘ 

ɢŮɘɟɘůɛɞɨ ˊŮɟɘůŰŬŰɘəɩɜ (incident handling) ŬůűɎɚŮɘŬɠ. ȷɡŰɎ ŰŬ əɟɘŰɐɟɘŬ ŮɑɜŬɘ:  

¶ ˊŮɟɘɗɩɟɘŬ ŬɜɑɢɜŮɡůɖɠ (detection scope),  

¶ ŬəɟɑɓŮɘŬ ˊɟɞůɞɛɞɑɤůɖɠ (accuracy of emulation),  

¶ ˊɞɘɧŰɖŰŬ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ůɡɚɚɏɢɗɖəŬɜ (quality of collected data), 

¶ əɚɘɛŬəɤůɘɛɧŰɖŰŬ əŬɘ Ůˊɑŭɞůɖ (scalability and performance),  

¶ ŬɝɘɞˊɘůŰɑŬ (reliability),  

¶ ŮˊŮəŰŬůɘɛɧŰɖŰŬ (extensibility),  

¶ ŮɡəɞɚɑŬ ɢɟɐůɖɠ əŬɘ ůŰɖůɑɛŬŰɞɠ Űɞɡ Ůɝɞˊɚɘůɛɞɨ (ease of use and setting up),  

¶ ŮűŬɟɛɞůŰɘəɧŰɖŰŬ (embeddability),  

¶ ɡˊɞůŰɐɟɘɝɖ (support),  

¶ əɧůŰɞɠ (cost),  

¶ ɢɟɖůɘɛɧŰɖŰŬ ɔɘŬ CERTs (usefulness for CERTs). 

ȺˊɧɛŮɜɞ ɓɐɛŬ ɐŰŬɜ ɖ ɑŭɟɡůɖ ɛɘŬɠ ɞɛɎŭŬɠ Ůɘŭɘəɩɜ ŮˊɘůŰɖɛɧɜɤɜ ɧˊɤɠ ŮɟŮɡɜɖŰɏɠ ůŰɖɜ 

ŬɜɎˊŰɡɝɖ honeypots, CERTs, ŬəŬŭɖɛŬɥəɞɑ əŬɘ ɎɚɚŬ ɎŰɞɛŬ ɛŮ ŮɘŭɘəŮɨůŮɘɠ ůŰɖɜ ŬɜɑɢɜŮɡůɖ 
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əŬɘ ˊɟɧɚɖɣɖ Ůɘůɓɞɚɩɜ. Ʌɧɚɞɠ Űɖɠ ɞɛɎŭŬɠ ŬɡŰɐɠ ɐŰŬɜ ɖ ůɡɕɐŰɖůɖ Űɤɜ ŬˊɞŰŮɚŮůɛɎŰɤɜ əŬŰɎ 

Űɖ ŭɘɎɟəŮɘŬ Űɖɠ ɛŮɚɏŰɖɠ əŬɗɩɠ əŬɘ ɖ Ŭɝɘɞɚɧɔɖůɖ Űɖɠ ŰŮɚɘəɐɠ ŬɜŬűɞɟɎɠ. 

ɇɏɚɞɠ ŬəɞɚɞɨɗɖůŮ ɖ ŬɜɎɚɡůɖ Űɤɜ ŬˊɞŰŮɚŮůɛɎŰɤɜ ɛŮŰɎ əŬɘ Űɖɜ ɞɚɞəɚɐɟɤůɖ Űɤɜ 

ˊŮɘɟŬɛɎŰɤɜ. ȷɡŰɐ ɞŭɐɔɖůŮ əŬɘ ůŰɖɜ ŮˊɑŰŮɡɝɖ Űɤɜ ŭɨɞ ɓŬůɘəɩɜ ůŰɧɢɤɜ Űɖɠ ɏɟŮɡɜŬɠ: 

1) Űɖɜ ŮɨɟŮůɖ Űɤɜ honeypots ˊɞɡ ŬɜŰŬˊɞəɟɑɜɞɜŰŬɜ ɛŮ Űɞɜ əŬɚɨŰŮɟɞ Űɟɧˊɞ ůŰŬ 

ˊŬɟŬˊɎɜɤ əɟɘŰɐɟɘŬ, 

2) Űɖɜ ŬɜŬɔɜɩɟɘůɖ Űɤɜ ŬŭɡɜŬɛɘɩɜ Űɤɜ honeypots əŬɘ Űɤɜ Ůɛˊɞŭɑɤɜ ɔɘŬ Űɖɜ 

ɢɟɖůɘɛɞˊɞɑɖůɐ Űɞɡɠ Ŭˊɧ Űɘɠ CERTs. 

ȷɜŬˊŰɨɢɗɖəŬɜ ˊɟɞŰɎůŮɘɠ ɔɘŬ ŰŬ honeypots əŬɘ Űɡˊɘəɏɠ ŬɟɢɘŰŮəŰɞɜɘəɏɠ ɢɟɖůɘɛɞˊɞɑɖůɐɠ Űɞɡɠ 

ɔɘŬ Űɖɜ əŬɚɨŰŮɟɖ ŮəɛŮŰɎɚɚŮɡůɖ Űɤɜ ŭɡɜŬŰɞŰɐŰɤɜ Űɞɡɠ. 

ɄŬɟŬəɎŰɤ űŬɑɜŮŰŬɘ ɏɜŬɠ ůɡɜɞˊŰɘəɧɠ ˊɑɜŬəŬɠ Űɖɠ ɛŮɚɏŰɖɠ Űɖɠ ENISA çProactive Detection 

of Security Incidents II ï Honeypotsè ɛŮ ŰŬ ŬˊɞŰŮɚɏůɛŬŰŬ Űɤɜ honeypots ůŰŬ ˊŬɟŬˊɎɜɤ 

əɟɘŰɐɟɘŬ. 

 

 

ɄɑɜŬəŬɠ 3.1: Ɇɨɜɞɣɖ ŬˊɞŰŮɚŮůɛɎŰɤɜ Űɖɠ ɛŮɚɏŰɖɠ Űɖɠ ENISA 
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ɄɑɜŬəŬɠ 3.1 (ůɡɜɏɢŮɘŬ): Ɇɨɜɞɣɖ ŬˊɞŰŮɚŮůɛɎŰɤɜ Űɖɠ ɛŮɚɏŰɖɠ Űɖɠ ENISA 

3.4 Ⱥɗɜɘəɧ ȾɏɜŰɟɞ ȰɟŮɡɜŬɠ ūɡůɘəɩɜ ȺˊɘůŰɖɛɩɜ 

(Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ.) çȹɖɛɧəɟɘŰɞɠè  

ȼ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬɠ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ ˊŮɘɟŬɛŬŰɘəɐ ɛŮ ŬˊɞŰɏɚŮůɛŬ Űɖɜ ŬˊŬɟŬɑŰɖŰɖ 

ɢɟɖůɘɛɞˊɞɑɖůɖ ŮɟɔŬɚŮɑɤɜ əŬɘ Ůɝɞˊɚɘůɛɞɨ ɔɘŬ Űɖɜ ˊɟŬɔɛŬŰɞˊɞɑɖůɐ Űɖɠ. ɇɞ ŮɟɔŬůŰɐɟɘɞ Islab 

Űɞɡ ȽɜůŰɘŰɞɨŰɞɡ Ʉɚɖɟɞűɞɟɘəɐɠ əŬɘ ɇɖɚŮˊɘəɞɘɜɤɜɘɩɜ Űɞɡ Ⱥ.Ⱦ.Ⱥ.ū.Ⱥ. çȹɖɛɧəɟɘŰɞɠè ɐŰŬɜ 

ŬɡŰɧ ˊɞɡ ˊɟɞɛɐɗŮɡůŮ Űɞɜ ŬɜŬɔəŬɑɞ Ůɝɞˊɚɘůɛɧ əŬɘ ŰŬ ŮɟɔŬɚŮɑŬ ɔɘŬ Űɖɜ ŭɘŮɝŬɔɤɔɐ Űɞɡ 

ˊŮɘɟɎɛŬŰɞɠ. Ⱥɝɞˊɚɘůɛɧɠ əŬɘ ŮɟɔŬɚŮɑŬ ɧˊɤɠ ɡˊɞɚɞɔɘůŰɏɠ, ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ (operating 

systems), ɛŮŰŬɔɤɔŮɑɠ (switches) əŬɘ ŭɑəŰɡo ɛŮ ŭɘŬɗɏůɘɛɞ Ůɨɟɞɠ IP ŭɘŮɡɗɨɜůŮɤɜ (IP address 

spaces) ɗŬ ˊŮɟɘɔɟŬűɞɨɜ ŬɜŬɚɡŰɘəɎ ůŰɖ ˊɞɟŮɑŬ Űɖɠ ŮɟɔŬůɑŬɠ. ũŮɜɘəɧŰŮɟŬ, Űɞ ŮɟɔŬůŰɐɟɘɞ Islab 

ɛŮ Űɞ ŮɝŮɘŭɘəŮɡɛɏɜɞ ˊɟɞůɤˊɘəɧ ŬɚɚɎ əŬɘ Űɖɜ ŮɛˊŮɘɟɑŬ Űɞɡ ůŮ ˊŮɘɟɎɛŬŰŬ (ŬəɧɛŬ əŬɘ ůŰɖɜ 

ŰŮɢɜɞɚɞɔɑŬ Űɤɜ honeypots), ɗɏɛŬŰŬ ŬůűɎɚŮɘŬɠ ŭɘəŰɨɤɜ əŬɘ ˊɚɖɟɞűɞɟɑŬɠ ˊɚɖɟɞɨůŮ ŰŬ 

ŬˊŬɟŬɑŰɖŰŬ əɟɘŰɐɟɘŬ ˊŬɟɏɢɞɜŰŬɠ ŰŬɡŰɧɢɟɞɜŬ ɞŰɘŭɐˊɞŰŮ ŬɜŬɔəŬɑɞ ɔɘŬ Űɖɜ ˊɟŬɔɛŬŰɞˊɞɑɖůɖ 

Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ. 

3.5 ɇɞˊɞɚɞɔɑŬ Űɞɡ ɄŮɘɟɎɛŬŰɞɠ 

ȼ ŰɞˊɞɚɞɔɑŬ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ ŮɑɜŬɘ ůŰɖɜ ˊɟŬɔɛŬŰɘəɧŰɖŰŬ ɛɘŬ ŬɟɢɘŰŮəŰɞɜɘəɐ  honeynet. ɇŬ 

əɨɟɘŬ ůŰɞɘɢŮɑŬ Űɖɠ ŬɡŰɐɠ Űɖɠ ŰɞˊɞɚɞɔɑŬɠ ŮɑɜŬɘ ŰŬ ŰɏůůŮɟŬ honeypots, ɖ ˊɨɚɖ honeynet 

(honeynet gateway) ɔɜɤůŰɐ əŬɘ ɤɠ honeywall, ɏɜŬɠ ɛŮŰŬɔɤɔɏŬɠ (switch) əŬɘ ɏɜŬɠ 
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ɡˊɞɚɞɔɘůŰɐɠ ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ (management PC) Űɞɡ honeywall. ɄŬɟŬəɎŰɤ ŬəɞɚɞɡɗŮɑ ɛɘŬ 

ˊŬɟɞɡůɑŬůɖ Űɤɜ ɢŬɟŬəŰɖɟɘůŰɘəɩɜ əɎɗŮ ůŰɞɘɢŮɑɞɡ Űɖɠ ŰɞˊɞɚɞɔɑŬɠ: 

¶ Honeypots 

ɄɟɧəŮɘŰŬɘ ɔɘŬ űɡůɘəɎ ɛɖɢŬɜɐɛŬŰŬ ůŰŬ ɞˊɞɑŬ ɏɢŮɘ ɔɑɜŮɘ ŮɔəŬŰɎůŰŬůɖ Űɞɡ ɚɞɔɘůɛɘəɞɨ 

Űɤɜ honeypots, ŭɖɚŬŭɐ űɡůɘəɎ honeypots. ɇŬ honeypots ŰŬ ɞˊɞɑŬ ŮˊɘɚɏɢɗɖəŬɜ Ŭˊɧ 

Űɖɜ ɛŮɚɏŰɖ Űɖɠ ENISA ŮɑɜŬɘ ŰŬ Kippo, Glastopf, Dionaea, Amun. ȷˊɞŰŮɚɞɨɜ ŰŬ 

ɛɖɢŬɜɐɛŬŰŬ ï ɗɨɛŬŰŬ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ ŰŬ ɞˊɞɑŬ ˊŮɟɘɛɏɜɞɡɛŮ ɜŬ ˊɟɞůŮɚəɨůɞɡɜ Űɞɜ 

əŬəɧɓɞɡɚɞ ɢɟɐůŰɖ. ȿŮˊŰɞɛŮɟɐɠ ŬɜɎɚɡůɖ əɎɗŮ ɛɖɢŬɜɐɛŬŰɞɠ ɗŬ ɔɑɜŮɘ ůŰɞ ŮˊɧɛŮɜɞ 

əŮűɎɚŬɘɞ əŬɘ ɖ ɞˊɞɑŬ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ˊŮɟɘɔɟŬűɐ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ ŮɔəŬŰɎůŰŬůɖɠ, Űɖɠ 

ɚŮɘŰɞɡɟɔɑŬɠ əŬɘ Űɤɜ ɟɡɗɛɑůŮɤɜ əŬɗŮɜɧɠ honeypot. 

¶ Honeywall 

ȳˊɤɠ ˊŮɟɘɔɟɎűŰɖəŮ əŬɘ ůŰɞ ˊɟɩŰɞ əŮűɎɚŬɘɞ, Űɞ honeywall ŬˊɞŰŮɚŮɑ ɓŬůɘəɧ ůŰɞɘɢŮɑɞ 

ůŮ ɛɘŬ ŬɟɢɘŰŮəŰɞɜɘəɐ honeynet, əŬɗɩɠ əŬɘ Űɖɜ ɞɟɘɞɗŮŰŮɑ əŬɘ Űɖɜ ŮɚɏɔɢŮɘ. Ʉɑůɤ Ŭˊɧ 

Űɞ honeywall (ŭɘŮˊŬűɐ eth1) ɓɟɑůəɞɜŰŬɘ ŰɞˊɞɗŮŰɖɛɏɜŬ ŰŬ ɛɖɢŬɜɐɛŬŰŬ ï honeypots 

ŰŬ ɞˊɞɑŬ ɗŬ ŬɚɚɖɚŮˊɘŭɟɎůɞɡɜ ɛŮ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ, Ůɜɩ Ŭˊɧ ɛˊɟɞůŰɎ (ŭɘŮˊŬűɐ eth0) 

ɓɟɑůəŮŰŬɘ Űɞ ŭɘŬŭɑəŰɡɞ ɢɤɟɑɠ Űɖɜ ɨˊŬɟɝɖ əɎˊɞɘɞɡ ŰŮɑɢɞɡɠ ˊɟɞůŰŬůɑŬɠ (firewall) ˊɞɡ 

ɜŬ ŬˊŬɔɞɟŮɨŮɘ Űɖɜ Ůɑůɞŭɞ ůŮ əɎˊɞɘɞɜ əŬəɧɓɞɡɚɞ ɢɟɐůŰɖ. ȼ əɨɟɘŬ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ 

honeywall ŮɑɜŬɘ ɜŬ əŬŰŬɔɟɎűŮɘ əŬɘ ɜŬ ŮɚɏɔɢŮɘ ɧɚɖ Űɖɜ ŮɝŮɟɢɧɛŮɜɖ əŬɘ ŮɘůŮɟɢɧɛŮɜɖ 

əɑɜɖůɖ Ŭˊɧ əŬɘ ˊɟɞɠ ŰŬ honeypots. ũɘŬ Űɖɜ ŭɘŬɢŮɑɟɘůɖ Űɞɡ honeywall ɡˊɎɟɢŮɘ ɛɘŬ 

ŬəɧɛŬ ŭɘŮˊŬűɐ eth2. ȼ ŮɔəŬŰɎůŰŬůɖ Űɞɡ ɚɞɔɘůɛɘəɞɨ Űɞɡ ɏɔɘɜŮ Ůˊɑůɖɠ ůŮ űɡůɘəɧ 

ɛɖɢɎɜɖɛŬ. ɆŰɞ əŮűɎɚŬɘɞ ˊɞɡ ŬəɞɚɞɡɗŮɑ ɗŬ ɔɑɜŮɘ ŬɜŬɚɡŰɘəɐ ˊŮɟɘɔɟŬűɐ Űɤɜ 

ɚŮɘŰɞɡɟɔɘɩɜ əŬɘ ŭɡɜŬŰɞŰɐŰɤɜ Űɞɡ. 

¶ ɀŮŰŬɔɤɔɏŬɠ (Switch) 

ɄɟɧəŮɘŰŬɘ ɔɘŬ ɛɘŬ ɖɚŮəŰɟɞɜɘəɐ ůɡůəŮɡɐ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ůɨɜŭŮůɖ  

ɛŮŰŬɝɨ ůɡůəŮɡɩɜ ůŰŬ ŭɑəŰɡŬ ɡˊɞɚɞɔɘůŰɩɜ. ɆŰɖ ůɡɔəŮəɟɘɛɏɜɖ ŰɞˊɞɚɞɔɑŬ ɞ 

ɛŮŰŬɔɤɔɏŬɠ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ůɨɜŭŮůɖ Űɖɠ ŮůɤŰŮɟɘəɐɠ ŭɘŮˊŬűɐɠ (eth1) Űɞɡ 

honeywall ɛŮ ŰŬ ŰɏůůŮɟŬ honeypots. ȰŰůɘ ŰŬ honeypots ŬˊɞəŰɞɨɜ ˊɟɧůɓŬůɖ ůŰɞ 

ŭɘŬŭɑəŰɡɞ əŬɘ ŬɜŰɑůŰɟɞűŬ Űɞ ŭɘŬŭɑəŰɡɞ ůŰŬ honeypots. Ƀ ɛŮŰŬɔɤɔɏŬɠ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ŮɑɜŬɘ ɞ Cisco Catalyst 2950 Series.  

¶ Management PC  

ȳˊɤɠ ŬɜŬűɏɟɗɖəŮ əŬɘ ůŰɖɜ ˊŮɟɘɔɟŬűɐ Űɞɡ honeywall ɡˊɎɟɢŮɘ ɖ ŭɘŮˊŬűɐ eth2 ɖ 

ɞˊɞɑŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ŭɘŬɢŮɑɟɘůɐ Űɞɡ. ȷɡŰɐ ɔɑɜŮŰŬɘ ɛɏůɤ Ůɜɧɠ ɡˊɞɚɞɔɘůŰɐ 

Management PC ɞ ɞˊɞɑɞɠ ŮɑŰŮ ůɡɜŭɏŮŰŬɘ ůŰɞ ɔɟŬűɘəɧ ˊŮɟɘɓɎɚɚɞɜ ɢɟɐůŰɖ (graphical 

user interface - GUI) Űɞɡ honeywall ŮɑŰŮ ůŰɖ ɔɟŬɛɛɐ ŮɜŰɞɚɩɜ Űɞɡ. ɀɏůɤ ŬɡŰɞɨ Űɞɡ 

ɡˊɞɚɞɔɘůŰɐ ŭɘŮɡəɞɚɨɜŮŰŬɘ ɖ ŭɘŬɢŮɑɟɘůɖ Űɤɜ ɚŮɘŰɞɡɟɔɘɩɜ Űɞɡ honeywall. 
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ɆɡɜɞˊŰɘəɎ ɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ ŮɑɜŬɘ ɖ ŮɔəŬŰɎůŰŬůɖ Űɤɜ ŰŮůůɎɟɤɜ honeypots əŬɘ ɖ 

ůɨɜŭŮůɐ Űɞɡɠ ůŰɞ ŭɘŬŭɑəŰɡɞ ɛɏůɤ Űɞɡ honeywall (əŬɘ Űɞɡ ɛŮŰŬɔɤɔɏŬ). ɇɞ honeywall ůŰɖɜ 

ɞɡůɑŬ ŮɑɜŬɘ əɎŰɘ Űɞ ŬɧɟŬŰɞ ɔɘŬ Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ ˊɞɡ ŮˊɘɓɚɏˊŮɘ Űɖɜ ŮɘůŮɟɢɧɛŮɜɖ əŬɘ 

ŮɝŮɟɢɧɛŮɜɖ əɑɜɖůɖ Űɞɡ honeynet əŬɘ ˊŬɟɏɢŮɘ ˊɟɧůɓŬůɖ ɛɧɜɞ ůŰɞ Management PC ɔɘŬ 

ŭɘŬɢŮɑɟɘůɖ. ɄŬɟŬəɎŰɤ űŬɑɜŮŰŬɘ ɖ ŮɘəɧɜŬ Űɖɠ ŰɞˊɞɚɞɔɑŬɠ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ.  

 

 

 

ȺɘəɧɜŬ 3.1: ɇɞˊɞɚɞɔɑŬ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ 
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4   

ȷɜŬɚɡŰɘəɐ ɄŮɟɘɔɟŬűɐ ɄŮɘɟɎɛŬŰɞɠ 

4.1 ɄŮɟɘɔɟŬűɐ ȾŮűŬɚŬɑɞɡ 

ɆŰɞ ůɡɔəŮəɟɘɛɏɜɞ əŮűɎɚŬɘɞ ɗŬ ŬəɞɚɞɡɗɐůŮɘ ɛɘŬ ɚŮˊŰɞɛŮɟɐɠ ˊŮɟɘɔɟŬűɐ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ əŬɘ 

Űɤɜ ůŰɞɘɢŮɑɤɜ Űɞɡ. ŪŬ ŬɜŬɚɡɗɞɨɜ ŭɖɚŬŭɐ ŰŬ ŰɏůůŮɟŬ honeypots, Űɞ honeywall, ɞ 

ɛŮŰŬɔɤɔɏŬɠ (switch) əŬɘ Űɞ management PC. Ⱥˊɑůɖɠ ɗŬ ɔɑɜŮɘ ŬɜŬűɞɟɎ əŬɘ ůŮ ɧˊɞɘɞ Ɏɚɚɞ 

ŮɟɔŬɚŮɑɞ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ůŰɖ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ. 

4.2 Honeypots 

ȷɟɢɘəɎ ɗŬ ŬɜŬɚɡɗŮɑ ɖ ˊɟɞŮŰɞɘɛŬůɑŬ Űɤɜ honeypots əŬɘ ɖ ɚŮɘŰɞɡɟɔɑŬ əŬɗŮɜɧɠ, ŭɖɚŬŭɐ ɞ 

ɓŬůɘəɧɠ ɎɝɞɜŬɠ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ əŬɘ Űɞɡ ˊŮɘɟɎɛŬŰɞɠ. ȳˊɤɠ ɏɢŮɘ ɐŭɖ ŬɜŬűŮɟɗŮɑ ůŮ 

ˊɟɞɖɔɞɨɛŮɜŬ əŮűɎɚŬɘŬ ŰŬ honeypots ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ˊɟɞůɏɚəɡůɖ əŬəɧɓɞɡɚɤɜ 

ɢɟɖůŰɩɜ əŬɘ ŮɑɜŬɘ ŮˊɘɗɡɛɖŰɐ ɖ ŬɚɚɖɚŮˊɑŭɟŬůɐ Űɞɡɠ ɛŮ ŬɡŰɎ.  
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ȺɘəɧɜŬ 4.1: Honeypots 

ɇɞ ˊɟɩŰɞ ɓɐɛŬ ůŰɖɜ ɡɚɞˊɞɑɖůɖ Űɖɠ ˊŮɘɟŬɛŬŰɘəɐɠ ŭɘɎŰŬɝɖɠ ɐŰŬɜ ɖ ŮɔəŬŰɎůŰŬůɖ 

(installation) Űɤɜ honeypots ůŮ ɡˊɞɚɞɔɘůŰɏɠ əŬɘ ɖ ŭɘŬɛɧɟűɤůɖ Űɤɜ ɟɡɗɛɑůŮɩɜ Űɞɡɠ 

(configuration). ɇŬ ŰɏůůŮɟŬ honeypots ˊɞɡ ŮˊɘɚɏɢɗɖəŬɜ Ŭˊɧ Űɖɜ ɛŮɚɏŰɖ Űɖɠ ENISA ŮɑɜŬɘ ŰŬ 

ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ (low - interaction) Kippo, Glastopf, Dionaea əŬɘ Amun. Ƀ əɨɟɘɞɠ 

ɚɧɔɞɠ Ůˊɘɚɞɔɐɠ Űɞɡɠ ɐŰŬɜ Űɞ ɔŮɔɞɜɧɠ ˊɤɠ ɖ ENISA ŰŬ ɗŮɤɟŮɑ ɢɟɐůɘɛŬ əŬɘ ˊɞɚɨ ůɖɛŬɜŰɘəɎ 

ɔɘŬ Űɘɠ CERTs (Computer Emergency Response Teams)  əŬɘ ˊɤɠ Ůˊɑůɖɠ ŰŬ ŰɏůůŮɟŬ ŬɡŰɎ 

honeypots ɛŬɕɑ əŬɚɨˊŰɞɡɜ Űɖɜ ŬɜɑɢɜŮɡůɖ ɛŮɔɎɚɞɡ Ůɨɟɞɡɠ Űɨˊɤɜ ŮˊɑɗŮůɖɠ (SSH services, 

web applications, ə.Ŭ.).  

ɆɖɛŬɜŰɘəɧ ůŰɞɘɢŮɑɞ ůŰɖ ŭɘŬɛɧɟűɤůɖ Űɤɜ ɟɡɗɛɑůŮɤɜ ŬˊɞŰŮɚŮɑ ɖ IP ŭɘŮɨɗɡɜůɖ ůŰɖɜ ɞˊɞɑŬ 

çŬəɞɨɜŮè ŰŬ honeypots əŬɘ ˊŮɟɘɛɏɜɞɡɜ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. ɇɞ ŮɟɔŬůŰɐɟɘɞ Islab Űɞɡ ȽɜůŰɘŰɞɨŰɞɡ 

Ʉɚɖɟɞűɞɟɘəɐɠ əŬɘ ɇɖɚŮˊɘəɞɘɜɤɜɘɩɜ ŮəŰɧɠ Ŭˊɧ Űɞɜ Ůɝɞˊɚɘůɛɧ ˊɞɡ ɛɞɡ ˊŬɟŮɑɢŮ ɔɘŬ Űɞ 

ˊŮɑɟŬɛŬ, ŭɘɏɗŮůŮ əŬɘ əɎˊɞɘɞ Ůɨɟɞɠ IP ŭɘŮɡɗɨɜůŮɤɜ. ɇɞ ůɡɔəŮəɟɘɛɏɜɞ Ůɨɟɞɠ çɏɓɚŮˊŮè 

əŬŰŮɡɗŮɑŬɜ ůŰɞ ŭɘŬŭɑəŰɡɞ ɢɤɟɑɠ Űɖɜ ɨˊŬɟɝɖ əɎˊɞɘɞɡ ŰŮɑɢɞɡɠ ˊɟɞůŰŬůɑŬɠ (firewall) ɜŬ 

ŮɛˊɞŭɑɕŮɘ Űɖɜ ŬɚɚɖɚŮˊɑŭɟŬůɖ Űɤɜ əŬəɧɓɞɡɚɤɜ ɢɟɖůŰɩɜ ɛŮ Űɞ honeynet. Ƀɘ IP ŭɘŮɡɗɨɜůŮɘɠ 

ˊɞɡ ŭɧɗɖəŬɜ ůŰŬ honeypots Ŭɜɐəɞɡɜ ůŰɞ ɡˊɞŭɑəŰɡɞ ɉɉɉ.ɉɉɉ.ɉɉɉ.0/24 (ɖ ɨˊŬɟɝɖ Űɤɜ 

çɉè ɔɘŬ ɚɧɔɞɡɠ ŬůűŬɚŮɑŬɠ).  

ɇɞ Dionaea əŬɘ Űɞ Amun ɛˊɞɟɞɨɜ ɜŬ çŬəɞɨɜŮè ɔɘŬ ŮˊɘɗɏůŮɘɠ ůŮ ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ ɛɑŬ IP 

ŭɘŮɡɗɨɜůŮɘɠ. ȰŰůɘ, ůŰŬ ůɡɔəŮəɟɘɛɏɜŬ ɛɖɢŬɜɐɛŬŰŬ ŮɘůɐɢɗɖůŬɜ ˊŬɟŬˊɎɜɤ Ŭˊɧ ɛɘŬ, ɤɠ IP 

Alias  ɛɏůɤ Űɖɠ ŮɜŰɞɚɐɠ ifc onfig  ethX : Y IPADDRESS up (ɞɘ əŮűŬɚŬɑɞɘ ɢŬɟŬəŰɐɟŮɠ 
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ŬɜŰɘəŬɗɑůŰŬɜŰŬɘ ɛŮ Űɞɡɠ ŮˊɘɗɡɛɖŰɞɨɠ). Ƀ ˊɑɜŬəŬɠ ˊɞɡ ŬəɞɚɞɡɗŮɑ ŭŮɑɢɜŮɘ ɔɘŬ əɎɗŮ honeypot - 

ɛɖɢɎɜɖɛŬ ŮɘŭɘəɎ ˊɞɘɏɠ ŭɘŮɡɗɨɜůŮɘɠ Ŭˊɧ Űɞ ˊŬɟŬˊɎɜɤ ɡˊɞŭɑəŰɡɞ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ: 

ɈˊɞɚɞɔɘůŰɐɠ-Honeypot IP Alias IP 

Kippo XXX.XXX.XXX.96  - 

Glastopf XXX.XXX.XXX.94  - 

Dionaea XXX.XXX.XXX.99  

XXX .XXX .XXX .16 

XXX .XXX .XXX .17 

XXX .XXX .XXX .18 

ɉɉɉ.ɉɉɉ.ɉɉɉ.19 

XXX .XXX .XXX .30 

XXX .XXX .XXX .40 

XXX .XXX .XXX .50 

XXX .XXX .XXX .60 

XXX .XXX .XXX .70 

XXX .XXX .XXX .80 

XXX .XXX .XXX .93 

XXX .XXX .XXX .100 

XXX .XXX .XXX .105 

Amun XXX.XXX.XXX.95  

XXX.XXX.XXX.10  

XXX.XXX.XXX.11  

XXX.XXX.XXX.12  

XXX.XXX.XXX.13  

XXX .XXX .XXX .14 

XXX .XXX .XXX .15 

XXX .XXX .XXX .20 

XXX .XXX .XXX .97 

XXX .XXX .XXX .98 

ɄɑɜŬəŬɠ 4.1: ȹɞɗŮɑůŮɠ IP ŭɘŮɡɗɨɜůŮɘɠ ůŰŬ ɛɖɢŬɜɐɛŬŰŬ - honeypots  

 

ȼ ɡˊɖɟŮůɑŬ Iptables ɗŬ ˊŮɟɘɔɟŬűŮɑ ˊŬɟŬəɎŰɤ ůŰɖɜ ŮɜɧŰɖŰŬ Űɞɡ honeywall. ȳɛɤɠ əɎɗŮ 

ɡˊɞɚɞɔɘůŰɐɠ ï honeypot ɏɢŮɘ əɘ ŬɡŰɧɠ Iptables ˊɞɡ ŮɛˊɞŭɑɕŮɘ Űɖ ůɤůŰɐ ɚŮɘŰɞɡɟɔɑŬ Űɤɜ 

honeypots. ũɘŬ Űɞ ɚɧɔɞ ŬɡŰɧ ɖ ɡˊɖɟŮůɑŬ ŬɡŰɐ ŬˊŮɜŮɟɔɞˊɞɘɐɗɖəŮ ɛŮ Űɘɠ ŮɜŰɞɚɏɠ service  

i ptables  stop , chkconfig  ipt ables  off  əŬɘ ůŰŬ ŰɏůůŮɟŬ honeypots. 
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4.2.1 Kippo 

ɇɞ Kippo ŮɑɜŬɘ ɏɜŬ ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ (low ï interaction) honeypot Űɞ ɞˊɞɑɞ 

ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ Ůɘŭɘəɞɨ ůəɞˊɞɨ Ŭűɞɨ ɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ŮɑɜŬɘ ɖ ˊɟɞůɞɛɞɑɤůɖ SSH (secure 

shell) ɡˊɖɟŮůɑŬɠ, ɧˊɞɡ SSH ŮɑɜŬɘ ɏɜŬ ŭɘəŰɡŬəɧ ˊɟɤŰɧəɞɚɚɞ ɔɘŬ ŬůűŬɚɐ ŮˊɘəɞɘɜɤɜɑŬ əŬɘ 

ɛŮŰŬűɞɟɎ ŭŮŭɞɛɏɜɤɜ əɎɜɞɜŰŬɠ ɢɟɐůɖ Űɖɜ əɟɡˊŰɞɔɟŬűɑŬ. ɆɡɜŮˊɩɠ, ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ɗɨɟŬ 

(port) 22 Űɞɡ SSH ˊɟɤŰɞəɧɚɚɞɡ ůŰɖɜ ɞˊɞɑŬ ˊŮɟɘɛɏɜŮɘ ɜŬ çŬəɞɨůŮɘè Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ 

ɢɟɐůŰŮɠ. ɇɞ ůɡɔəŮəɟɘɛɏɜɞ honeypot ŮɑɜŬɘ ŬɜŮɝɎɟŰɖŰɞ Ŭˊɧ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ 

(operating system) Űɞɡ ɛɖɢŬɜɐɛŬŰɞɠ ůŰɞ ɞˊɞɑɞ ɏɢŮɘ ŮɔəŬŰŬůŰŬɗŮɑ əŬɗɩɠ ɡɚɞˊɞɘŮɑŰŬɘ ůŮ 

Python, Ůɜɩ ŭɘŬɗɏŰŮɘ əɎˊɞɘŬ ŮɜŭɘŬűɏɟɞɡůŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ: 

¶ ŬˊɞɗɖəŮɨŮɘ ɧɚŬ ŰŬ ŬɟɢŮɑŬ ˊɞɡ çəŬŰŮɓŬɑɜɞɡɜè əŬŰɎ Űɖɜ SSH ůɨɜɞŭɞ (session) ɛɏůɤ 

Űɤɜ ŮɜŰɞɚɩɜ wget əŬɘ curl, 

¶ ŬˊɞɗɖəŮɨŮɘ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ ŮˊɘɗɏůŮɘɠ ˊŬɟŬɓɑŬůɖɠ əɤŭɘəɩɜ (breaking 

passwords) ˊɞɡ ɏɢɞɡɜ ůəɞˊɧ ɜŬ ˊɎɟɞɡɜ Űɞɜ ɏɚŮɔɢɞ Űɞɡ ɛɖɢŬɜɐɛŬŰɞɠ ŬɚɚɎ əŬɘ 

ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɖ ůɡɛˊŮɟɘűɞɟɎ, Űɘɠ ŮɜɏɟɔŮɘŮɠ əŬɘ Űɘɠ ŮɜŰɞɚɏɠ ˊɞɡ 

Ŭəɞɚɞɡɗɞɨɜ Ŭűɞɨ ˊɟŬɔɛŬŰɞˊɞɘɖɗŮɑ ŮˊɘŰɡɢɖɛɏɜɖ ŭɘŮɑůŭɡůɖ ůŰɞ ůɨůŰɖɛŬ (system 

compromised). ȷɡŰɏɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŮ ŰɏŰɞɘŬ ɛɞɟűɐ ˊɞɡ ɛˊɞɟɞɨɜ 

ɜŬ ŬɜŬˊŬɟŬɢɗɞɨɜ əŬɘ ɜŬ ŭŮɑɝɞɡɜ Ŭəɟɘɓɩɠ Űɘɠ əŬəɧɓɞɡɚŮɠ ŮɜɏɟɔŮɘŮɠ, 

¶ ŬɜɘɢɜŮɨŮɘ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ ɛɏůɤ p0f (passive OS fingerprinting) 

ɧˊɤɠ Űɞ ɚɞɔɘůɛɘəɧ əŬɘ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛɎ Űɞɡ, 

¶ ˊɟɞůɞɛɞɘɩɜŮɘ Űɞ ůɨůŰɖɛŬ ŬɟɢŮɑɤɜ Ůɜɧɠ Linux Debian 5.0, 

¶ ˊŬɟɏɢŮɘ Űɞ ˊŮɟɘŮɢɧɛŮɜɞ Ŭˊɧ ŮɜŭɘŬűɏɟɞɜŰŬ ŬɚɚɎ ŮɘəɞɜɘəɎ ŬɟɢŮɑŬ, ɧˊɤɠ Űɞ 

/etc/passwd, 

¶ ˊŬɟɘůŰɎɜŮɘ Űɖ ɚɐɝɖ Űɖɠ SSH ůɡɜɧŭɞɡ (session), Ůɜɩ ůŰɖɜ ˊɟŬɔɛŬŰɘəɧŰɖŰŬ ŭŮɜ 

ůŰŬɛŬŰɎŮɘ Űɖ ůɨɜŭŮůɖ ŬɚɚɎ ˊŬɟɏɢŮɘ əɎˊɞɘɞ Ɏɚɚɞ (Űɨˊɞɡ shell) ˊŮɟɘɓɎɚɚɞɜ ɔɘŬ 

ůɡɚɚɞɔɐ ˊɟɧůɗŮŰɖɠ ˊɚɖɟɞűɞɟɑŬɠ ůɢŮŰɘəɎ ɛŮ Űɖ ůɡɛˊŮɟɘűɞɟɎ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ.  

4.2.1.1 ȺɔəŬŰɎůŰŬůɖ 

ȼ ŮɔəŬŰɎůŰŬůɖ Űɞɡ ɚɞɔɘůɛɘəɞɨ Űɞɡ Kippo ˊɟŬɔɛŬŰɞˊɞɘɐɗɖəŮ ůŮ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ ɛŮ ŰŬ 

ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɞɡ ˊɑɜŬəŬ ˊɞɡ ŬəɞɚɞɡɗŮɑ: 

ȿŮɘŰɞɡɟɔɘəɧ ɆɨůŰɖɛŬ Linux Centos 6.5 

ɀɜɐɛɖ RAM 512MB 

Ɇəɚɖɟɧɠ ȹɑůəɞɠ 120GB 

ɄɑɜŬəŬɠ 4.2: ɉŬɟŬəŰɖɟɘůŰɘəɎ ɡˊɞɚɞɔɘůŰɐ Kippo 
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Ƀɘ ŮɜŰɞɚɏɠ ˊɞɡ ŭɧɗɖəŬɜ ɔɘŬ Űɖɜ ŮɔəŬŰɎůŰŬůɖ űŬɑɜɞɜŰŬɘ ˊŬɟŬəɎŰɤ: 

yum groupinstall  ñDevelopment  Tools ò 

yum install  kernel - devel  

yum install zlib - devel  

yum install gcc - c++  

 

ȺɔəŬŰɎůŰŬůɖ Python 2.7 

mkdir - p /usr/local/build/  

cd /usr/local/build/  

wget http://www.pyt hon.org/ftp/python/2.7.3/Python - 2.7.3.tar.bz2  

tar xjf Python - 2.7.3.tar.bz2  

cd Python - 2.7.3  

./configure -- prefix=/usr/local  

make && make altinstall  

 

ȺɔəŬŰɎůŰŬůɖ Twisted 

cd  / tmp  

wget  http :// twistedmatrix . com/ Releases / Twisted /10.2/ Twisted -

10.2.0. tar . bz 2 

tar - xvf Twisted - 10.2.0.tar.bz2  

cd Twisted - 10.2.0  

python 2.7 setup . py  build  

python 2. 7 setup . py  install  

 

ȺɔəŬŰɎůŰŬůɖ Zope 

cd /tmp  

wget  http :// www. zope . org / Products / ZopeInterface /3.3.0/ zope . interface -

3.3.0. tar . gz  

tar  - xvf  zope . interface - 3.3.0. tar . gz  

cd  zope . interface - 3.3.0  

python 2.7 setup . py  build  

python 2. 7 setup . py  install  

 

 

 

http://www.python.org/ftp/python/2.7.3/Python-2.7.3.tar.bz2
http://twistedmatrix.com/Releases/Twisted/10.2/Twisted-10.2.0.tar.bz2
http://twistedmatrix.com/Releases/Twisted/10.2/Twisted-10.2.0.tar.bz2
http://www.zope.org/Products/ZopeInterface/3.3.0/zope.interface-3.3.0.tar.gz
http://www.zope.org/Products/ZopeInterface/3.3.0/zope.interface-3.3.0.tar.gz
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ȺɔəŬŰɎůŰŬůɖ Pycrypto 

cd  / tmp  

wget  https :// pypi . python . org / packages / source / p/ pycrypto / pycrypto -

2.0.1. tar . gz  

tar  - xvf  pycrypto - 2.0.1. tar . gz  

cd  pycrypto - 2.0.1  

python 2.7 setup . py  bui ld  

python 2. 7 setup . py  install  

 

ȺɔəŬŰɎůŰŬůɖ ASN.1 

cd  / tmp  

wget  http :// pkgs . fedoraproject . org / repo / pkgs / python - pyasn 1/ pyasn 1-

0.0.12 a. tar . gz / ab73da1ea0acf 4a510b3f 67f 2d5a2b6f / pyasn 1- 0.0.12 a. tar . gz  

tar  - xvf  pyasn 1- 0.0.12 a. tar . gz  

cd pyasn1 - 0.0.12a  

python2 .7  setup.py build  

python2. 7 setup.py install  

 

ȹɖɛɘɞɡɟɔɑŬ regular user əŬɗɩɠ Űɞ Kippo  ŭŮɜ ŰɟɏɢŮɘ ɤɠ root user 

userad d kippouser   

(ˊŬɟɧɚɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ŬɡŰɧ Űɞ ɧɜɞɛŬ ɗŬ ɐŰŬɜ ˊɟɞŰɘɛɧŰŮɟɞ əɎˊɞɘɞ Ɏɚɚɞ ˊɞɡ ɜŬ ɛɖɜ 

ɡˊɞŭɖɚɩɜŮɘ Űɖ ɢɟɐůɖ Űɞɡ Kippo) 

 

ȺɔəŬŰɎůŰŬůɖ Kippo 

su -  kippouser  

wget http://kippo.googleco de.com/files/kippo - 0.5.tar.gz  

tar - xvf kippo - 0.5.tar.gz  

cd kippo - 0.5  

 

Ⱥŭɩ ɞɚɞəɚɖɟɩɜŮŰŬɘ ɖ ŮɔəŬŰɎůŰŬůɖ Űɞɡ Kippo. ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ˊɟɞəɨɣŮɘ əɎˊɞɘɞ 

ˊɟɧɓɚɖɛŬ ůɢŮŰɘəɧ ɛŮ Űɖɜ ŬɚɚŬɔɐ ɗɨɟŬɠ 2222 ůŮ 22 ɛŮŰɎ Űɖɜ ŮəŰɏɚŮůɖ Űɞɡ ˊɟɞɔɟɎɛɛŬŰɞɠ 

./ start . sh  əŬɘ Űɖɜ ŭɘŬɛɧɟűɤůɖ Űɞɡ ŬɟɢŮɑɞɡ ɟɡɗɛɑůŮɤɜ kippo.cfg (ɗŬ ˊŮɟɘɔɟŬűɞɨɜ 

ˊŬɟŬəɎŰɤ) ɑůɤɠ ɖ ŮˊɧɛŮɜɖ ɚɨůɖ ɜŬ ůŬɠ ɓɞɖɗɐůŮɘ: 

 

 

https://pypi.python.org/packages/source/p/pycrypto/pycrypto-2.0.1.tar.gz
https://pypi.python.org/packages/source/p/pycrypto/pycrypto-2.0.1.tar.gz
http://pkgs.fedoraproject.org/repo/pkgs/python-pyasn1/pyasn1-0.0.12a.tar.gz/ab73da1ea0acf4a510b3f67f2d5a2b6f/pyasn1-0.0.12a.tar.gz
http://pkgs.fedoraproject.org/repo/pkgs/python-pyasn1/pyasn1-0.0.12a.tar.gz/ab73da1ea0acf4a510b3f67f2d5a2b6f/pyasn1-0.0.12a.tar.gz
http://kippo.googlecode.com/files/kippo-0.5.tar.gz
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ȺɔəŬŰɎůŰŬůɖ Authbind (ŮɑɜŬɘ ˊɟɞŰɘɛɧŰŮɟɞ ɜŬ ˊɟɞɖɔɖɗŮɑ Űɖɠ ŮɔəŬŰɎůŰŬůɖɠ Űɞɡ Twisted) 

cd /tmp  

wget  

http://ftp.debian.org/debian/pool/main/a/authbind/authbind_2.1.1.tar.

gz  

tar xzf  authbind_2.1.1.tar.gz  

cd authbind - 2.1.1  

make 

make install  

 

ȷűɞɨ ɞɚɞəɚɖɟɤɗŮɑ əŬɘ Űɞ ɡˊɧɚɞɘˊɞ Űɖɠ ŮɔəŬŰɎůŰŬůɖɠ ŰɧŰŮ  

vi  start . sh  

ˊɟɞůɗɐəɖ Űɞɡ authbin d ïdeep   

ɛˊɟɞůŰɎ Ŭˊɧ Űɞ twisted  ïy é 

ŬˊɞɗɐəŮɡůɖ, ɏɝɞŭɞɠ əŬɘ ŮəŰɏɚŮůɖ Űɤɜ ŮˊɧɛŮɜɤɜ ŮɜŰɞɚɩɜ 

touch  / etc / authbind / byport /22  

chown kippouser  : kippouser  / etc / authbind / byport /22  

chmod 777 / etc / authbind / byport /22  

4.2.1.2 ȹɘŬɛɧɟűɤůɖ ȷɟɢŮɑɞɡ ɅɡɗɛɑůŮɤɜ kippo.cfg əŬɘ ȰɜŬɟɝɖ ȿŮɘŰɞɡɟɔɑŬɠ 

ȷűɞɨ ɞɚɞəɚɖɟɩɗɖəŮ ɖ ŮɔəŬŰɎůŰŬůɖ Űɞɡ Kippo əŬɘ ˊɟɘɜ ɔɑɜŮɘ ɖ ɏɜŬɟɝɖ Űɖɠ ɚŮɘŰɞɡɟɔɑŬɠ Űɞɡ 

ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɘŬɛɞɟűɤɗŮɑ Űɞ ŬɟɢŮɑɞ ɟɡɗɛɑůŮɤɜ Ŭˊɧ Űɞ ɞˊɞɑɞ ɗŬ çűɞɟŰɤɗɞɨɜè ɞɘ Ůˊɘɚɞɔɏɠ 

ɚŮɘŰɞɡɟɔɑŬɠ Űɞɡ honeypot. ȰŰůɘ, ůŰɞ ŬɟɢŮɑɞ /home/kippouser/kippo-0.5/kippo.cfg ɏɔɘɜŬɜ ɞɘ 

ŬəɧɚɞɡɗŮɠ ŬɚɚŬɔɏɠ ůŰɘɠ ˊɟɞŮˊɘɚŮɔɛɏɜŮɠ ɟɡɗɛɑůŮɘɠ: 

¶ ŬˊɞůɢɞɚɘŬůɛɧɠ Űɖɠ ɔɟŬɛɛɐɠ 10 əŬɘ ŬɚɚŬɔɐ ůŮ çssh_addr = XXX .XXX .XXX.96è, 

¶ ŬɚɚŬɔɐ Űɖɠ ɔɟŬɛɛɐɠ 15 ůŮ çssh_port = 22è 

ȳɚŮɠ ɞɘ ɡˊɧɚɞɘˊŮɠ ɟɡɗɛɑůŮɘɠ ɏɛŮɘɜŬɜ ɑŭɘŮɠ. ȼ ɔɟŬɛɛɐ 81 çpassword = 123456è ɟɡɗɛɑɕŮɘ Űɞɜ 

əɤŭɘəɧ ˊɞɡ ˊɟɏˊŮɘ ɜŬ çůˊɎůŮɘè ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ. ɇɞ çůˊɎůɘɛɞè ŬɡŰɧ əŬɘ ɖ ˊŬɟŬɓɑŬůɖ Űɞɡ 

ůɡůŰɐɛŬŰɧɠ ɛŬɠ ŮɑɜŬɘ ŮˊɘɗɡɛɖŰɎ, ɔɘŬ Űɞ ɚɧɔɞ ŬɡŰɧ əŬɘ ɖ Ůˊɘɚɞɔɐ Ůɜɧɠ Űɧůɞ Ŭˊɚɞɨ əɤŭɘəɞɨ. 

ɀŮŰɎ əŬɘ Űɖɜ ɟɨɗɛɘůɖ Űɞɡ ŬɟɢŮɑɞɡ, ɖ ɏɜŬɟɝɖ ɚŮɘŰɞɡɟɔɑŬɠ Űɞɡ Kippo ɔɑɜŮŰŬɘ ɛŮ Űɖɜ ŮɜŰɞɚɐ 

./ start . sh . 

ũɘŬ Űɖɜ əŬɚɨŰŮɟɖ əŬŰŬɜɧɖůɖ Űɖɠ ɚŮɘŰɞɡɟɔɑŬɠ Űɞɡ Kippo, ŬəɞɚɞɡɗŮɑ ˊŬɟŬəɎŰɤ ɏɜŬ 

ůŰɘɔɛɘɧŰɡˊɞ Űɖɠ ŮɜŰɞɚɐɠ netstat  ïantup  ůŰɞ ɞˊɞɑɞ űŬɑɜɞɜŰŬɘ ɞɘ ˊɧɟŰŮɠ ˊɞɡ ŮɑɜŬɘ 

ŬɜɞɘəŰɏɠ əŬɘ çŬəɞɨɜŮè ůŰɖ ůɡɔəŮəɟɘɛɏɜɖ IP ŭɘŮɨɗɡɜůɖ ˊɞɡ ɏɢŮɘ ŭɞɗŮɑ ůŰɞ honeypot. 

http://ftp.debian.org/debian/pool/main/a/authbind/authbind_2.1.1.tar.gz
http://ftp.debian.org/debian/pool/main/a/authbind/authbind_2.1.1.tar.gz
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ȺɘəɧɜŬ 4.2: ɄɧɟŰŮɠ ˊɞɡ çŬəɞɨŮɘè Űɞ Kippo  

4.2.2 Glastopf 

ɄɟɧəŮɘŰŬɘ ɔɘŬ ɏɜŬ ɢŬɛɖɚɐɠ ŬɚɚɖɚŮˊɑŭɟŬůɖɠ honeypot Űɞ ɞˊɞɑɞ Ůˊɑůɖɠ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

Ůɘŭɘəɞɨ ůəɞˊɞɨ ɛŮ Űɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ɜŬ ŮɑɜŬɘ ɞɘ ŮűŬɟɛɞɔɏɠ ɘůŰɞɨ (web applications) əŬɘ Űɞ 

HTTP ˊɟɤŰɧəɞɚɚɞ. ũɘŬ Űɞ ɚɧɔɞ ŬɡŰɧ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ɗɨɟŬ (port) 80 Űɞɡ HTTP ůŰɖɜ ɞˊɞɑŬ 

ˊŮɟɘɛɏɜŮɘ ɜŬ çŬəɞɨůŮɘè Űɞɡɠ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ. ȹɘŬɗɏŰŮɘ Űɖɜ ɘəŬɜɧŰɖŰŬ ɜŬ ˊɟɞůɞɛɞɘɩɜŮɘ 

ɢɘɚɘɎŭŮɠ ŰɟɤŰɎ ůɖɛŮɑŬ (vulnerabilities) ɔɘŬ ɜŬ ůɡɚɚɏɔŮɘ ŭŮŭɞɛɏɜŬ Ŭˊɧ ŮˊɘɗɏůŮɘɠ ˊɞɡ ɏɢɞɡɜ ɤɠ 

ůŰɧɢɞ Űɘɠ ˊŬɟŬˊɎɜɤ ŮűŬɟɛɞɔɏɠ (web applications). ȼ ɓŬůɘəɐ Ŭɟɢɐ ůŰɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ 

Glastopf ŮɑɜŬɘ ˊɞɚɨ Ŭˊɚɐ: ŬˊɎɜŰɖůɖ ůŰɖɜ ŮˊɑɗŮůɖ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ (ɔɘŬ ŬˊɎɜŰɖůɖ) ŬɡŰɧ 

ˊɞɡ ɞ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ˊŮɟɘɛɏɜŮɘ Ŭˊɧ Űɖɜ ɡˊɖɟŮůɑŬ ɜŬ Űɞɡ ŬˊŬɜŰɐůŮɘ (ůŰɖɜ ˊɟɞůˊɎɗŮɘŬ 

Űɞɡ ɜŬ ŮəɛŮŰŬɚɚŮɡŰŮɑ Űɖɜ ŮűŬɟɛɞɔɐ). ɇɞ Glastopf ɛɞɘɎɕŮɘ ˊɎɟŬ ˊɞɚɨ ɛŮ ɏɜŬɜ ŮɝɡˊɖɟŮŰɖŰɐ 

ɘůŰɞɨ (web server) əŬɘ Űɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɞɡ. ɀɘŬ ŮɘəɧɜŬ Űɖɠ ŬɟɢɘŰŮəŰɞɜɘəɐɠ Űɞɡ Glastopf 

ŬəɞɚɞɡɗŮɑ ˊŬɟŬəɎŰɤ: 
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ɆɡɔəŮəɟɘɛɏɜŬ, ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ůŰɏɚɜŮɘ ɛɘŬ əŬəɧɓɞɡɚɖ ŬɑŰɖůɖ ůŰɞɜ ŮɝɡˊɖɟŮŰɖŰɐ (ŰɞɡɚɎɢɘůŰɞɜ 

ŬɡŰɧ ɞ ɑŭɘɞɠ ˊɘůŰŮɨŮɘ), ɖ ŬɑŰɖůɖ ŬɡŰɐ ɚŬɛɓɎɜŮŰŬɘ, ŭɏɢŮŰŬɘ ŮˊŮɝŮɟɔŬůɑŬ (Ŭˊɧ Űɞɜ vulnerability 

emulator) əŬɘ ŬˊɞɗɖəŮɨŮŰŬɘ ŮɑŰŮ ůŰɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ (database) ŮɑŰŮ ůŰɞ ůɨůŰɖɛŬ ŬɟɢŮɑɤɜ. 

ɆŰɖ ůɡɜɏɢŮɘŬ ůŰɏɚɜŮŰŬɘ ɖ ŬˊɎɜŰɖůɖ Ŭˊɧ Űɞ honeypot.  

ɇɞ ůɖɛŬɜŰɘəɧŰŮɟɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɖɠ ˊŬɟŬˊɎɜɤ ɚŮɘŰɞɡɟɔɑŬɠ ŮɑɜŬɘ ɜŬ ŭɞɗŮɑ ɖ əŬŰɎɚɚɖɚɖ 

ŬˊɎɜŰɖůɖ ůŰɞɜ ŮˊɘŰɘɗɏɛŮɜɞ, ˊŮɑɗɞɜŰŬɠ Űɞɜ ɧŰɘ Űɞ ůɨůŰɖɛŬ ŮɑɜŬɘ ŰɟɤŰɧ. ȷɟɢɘəɎ, ŬɡŰɧ 

ŮˊɘŰɡɔɢɎɜŮŰŬɘ ɛŮ Űɖɜ ůɤůŰɐ ŬɜŬɔɜɩɟɘůɖ Űɖɠ ŬɑŰɖůɖɠ ï ŮˊɑɗŮůɖɠ əŬɘ ůŰɖɜ ůɡɜɏɢŮɘŬ ɛŮ Űɖɜ 

ŭɖɛɘɞɡɟɔɑŬ ɛɘŬɠ ŬˊɎɜŰɖůɖɠ ˊɞɡ ɡˊɞŭɖɚɩɜŮɘ ŮˊɘŰɡɢɖɛɏɜɖ ŮˊɑɗŮůɖ. ȼ əŬŰɎɚɚɖɚɖ 

əŬŰɖɔɞɟɘɞˊɞɑɖůɖ Űɖɠ ŮˊɑɗŮůɖɠ ŬˊɞŰŮɚŮɑ ůɖɛŬɜŰɘəɐ ůɡɜɘůŰɩůŬ ůŰɞɜ Űɟɧˊɞ ɢŮɘɟɘůɛɞɨ Űɖɠ 

ŮˊɑɗŮůɖɠ Ŭˊɧ Űɞ Glastopf. ɇɞ ŰŮɚŮɡŰŬɑɞ ůŰɖɟɑɕŮŰŬɘ ůŮ ŰŮɢɜɘəɏɠ ŰŬɨŰɘůɖɠ ˊɟɞŰɨˊɤɜ (pattern 

matching techniques) əŬɘ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮˊɧɛŮɜɖ ŮɘəɧɜŬ. 

 

ȺɘəɧɜŬ 4.4: ȹɘɎɔɟŬɛɛŬ ɟɞɐɠ ɔɘŬ Űɞ ˊɤɠ Űɞ Glastopf ɢŮɘɟɑɕŮŰŬɘ ɛɘŬ ŮˊɑɗŮůɖ 

ȺˊɘˊɟɧůɗŮŰŬ, ŭɘŬŰɑɗŮɜŰŬɘ əɎˊɞɘŮɠ ŮɜŭɘŬűɏɟɞɡůŮɠ ˊɟɧůɗŮŰŮɠ ŭɡɜŬŰɧŰɖŰŮɠ (plug-ins) ɧˊɤɠ 

ŮɑɜŬɘ ɖ ŬˊɞɗɐəŮɡůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ůŮ MySQL ɐ PostgreSQL ɓɎůɖ ŭŮŭɞɛɏɜɤɜ, ɖ ɢɟɐůɖ Űɞɡ 

SURFids əŬɗɩɠ əŬɘ ɛɘŬ ŭɘŮˊŬűɐ ŭɘəŰɡŬəɐɠ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮ Űɞɜ ŮɝɡˊɖɟŮŰɖŰɐ (web interface).  


