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Abstract

The purpose of this diploma thesis is to describe the honeypot technology and to
present how it contributes to the information systems security nhowadays. An experiment,
based on honeypot s, was hel pful i n onur ef f
AProactive Detecti eHomdy Betcud, tyublnics dedtisn
of this thesis.

The information systems security was traditionally interwoven with a basically
defensive policy. Though, nowadays, it is obvious the need foe ahgmamical protection
systems and collection of data about the attacker.

So the technology of honeypots is a way to achieve the above goals. Honeypots are
tools which were implemented in order to attract and deceive attackers, to interact with them
and cature information about their behavior.

In the beginning of this thesis, someone will find definitions, classifications and other
useful information concerning honeypot technology. Subsequently, a detailed description of
the experiment, conducted to reashpractical conclusions, is given.

Kippo, Glastopf, Dionaea, Amun are the four honeypots that were used in the
experiment, that took place in Islab of the Institute of Informatics and Telecommunications
(IIT) of National Centre for Scientific Research (E®R) ADemokritoso. L
equipment was used to set up these four honeypots in order to log attacks from the internet.

A key tool to the experimentds topology wa
control of traffic from the internet to honeypt s and vice versa (bl
necessary).

I n the |l ast part of this diploma thesis,
presentedf ol | owed by statistic figures. Ther e i
this diploma thesisd results.

Keywords: <<low-interaction, highinteraction,information systems security, intrusion detection

systems, IDShoneypot, honeynet, honeywall, Dionaea, Amun, Kippo, Glastopf
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LOW-INTERACTION SERVER-SIDE HONEYPOTS
General purpose honeypots
Amun MULTI 8. 8.4 ok *hk Ak | hkkk | ook 8. * $ ® |
Dionaea MULTI | % A & *okokok | KAk FhkAk | Ahkhkk | Akk dkhkk | hkkk S @
KFsensor MULTI Aok dhkhkk | kkkok | Aok Kkkok | Fokok * ok $$ ® |
Honeyd MULTI * *ohkokok [ hkkk | hdkd | ko k * $ ® |
Honeytrap MULTI hkokk | ko kX * $% ® |
Nepenthes MULTI * kA dohkhok | Aokkok | Aokok * $% ® |
Tiny Honeypot MULTL | 5 & o * ok & kok k| ok ko * $5 ® |
Web application honeypots
Dshield Web Honeypot SPEC * ok ok *kkk | hkk * ok ok $8 ® |
Google Hack Honeypot SPEC ok ok okk | Aokok dkokk | ook * ok ok * $ ® |
Glastapf SPEC | kk ok | ko ok *k Ak | dokok * ok dokkk |5 & |
5SSH Honeypots
Kippo | sPec [Hhaek  [Hkx | [*kx | [*xx | [#xx |35 | & |
Kojoney [srec [hak | ETTam | | | £ s | @ |
SCADA Honeypots
SCADA HoneyNet Project MULTI * kK ok ok * ok * $ ® |
SCADA HoneyNet (Digital Bond) | MULTI * * * * $5 ® |
VolP Honeypots
Artemisa | sPEC | hekkok | Akkokok | B2 | B | | & I ® |
Bluetooth Honeypots
Bluepot I [ #kx | | [*xx [ * [ % [sss | @ |
Sinkholes
HoneySink | MU [k | kokokok [ Ak k[ dokkk | | [Zxx  [x [$8 | @ |
USB Honeypots

Ghast USB honeypot [spec [HAx | [ Tk [Fah [ dkkk | |55 | @ |
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HIGH-INTERACTION SERVER-SIDE HONEYPOTS
Argos MULTI NfA ¥ # o Lo $5 @
HIHAT SPEC N/A ok ok | ek k| Rk * k& * $8% @®
HoneyBow MULTI N/A 2.3 * * * o A * * £ [ ]
Qebek MULTI N/A H $5 ®
Sebek MULTI N/A  H H $5 &
HoneyC SPEC * Jookdok | ook ok ok A * * $ ®
PHoneyC MULTI | o o o * A K * # % K # & K $5 @
Monkey-Spider SPEC »* * * * ok ok ok * * 565 [ )
Thug MULTI | o Ak % H Hr A A o * ok k k| 45 =)
Capture-HPC NG MULTI N/A * o + ok + A * 8% )
Shelia MULTI N/A * Ak * * Kk * kK 55 [
Trigona MULTI N/A * dokok ok | Aok oA * * * 555 @
Legend:
Detection scope Rating Cost Usefulness for CERT
. . L.t & 1 Excellent S Low Essential
MULTI | Multi-function Y A Good L33 Medium ? Useful
SPEC Specialised Fair 555 | High .l Not useful
* Poor
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Alias IP
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XXX XXX XXX.16
XXX XXX XXX .17
XXX XXX . XXX.18
I IS SRR S B |
XXX XXX . XXX.30
XXX XXX XXX .40
XXX XXX XXX.50
XXX XXX XXX .60
XXX XXX XXX.70
XXX XXX XXX .80
XXX XXX XXX .93
XXX XXX . XXX .100
XXX XXX XXX .105

}
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Kippo XXX XXX XXX.96
Glastopf XXX XXX XXX.94
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Amun XXX XXX XXX.95
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stop , chkconfig
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XXX XXX XXX.10
XXX XXX XXX.11
XXX XXX XXX.12
XXX XXX XXX.13
XXX XXX XXX .14
XXX XXX XXX .15
XXX XXX . XXX.20
XXX XXX XXX .97
XXX XXX . XXX .98
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4.2.1 Kippo
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yum groupinstall fiDevelopment Tools 0
yum install kernel - devel

yum install zlib - devel

yum install gcc - Cct++

Ao s UUYRythdn2.q

mkdir - p /usr/local/build/
cd /usr/local/build/
wget http://www.pyt hon.org/ftp/python/2.7.3/Python - 2.7.3.tar.bz2

tar xjf Python - 2.7.3.tar.bz2
cd Python -2.7.3
Jconfigure -- prefix=/usr/local

make && make altinstall

Ao 5 UUYTwWsted d

cd /tmp

wget http :// twistedmatrix . com/ Releases / Twisted /10.2/ Twisted -
10.2.0. tar .bz2

tar - xvf Twisted -10.2.0.tar.bz2
cd Twisted -10.2.0

python 2.7 setup . py build
python 2. 7 setup . py install

A2 o UUYZopeU G q

cd tmp

wget http :// www zope . org / Products / Zopelnterface  /3.3.0/  zope. interface -

3.3.0. tar .gz

tar -xvf zope.interface -3.3.0. tar .gz
cd zope. interface -3.3.0
python 2.7 setup . py build

python 2. 7 setup . py install
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http://www.python.org/ftp/python/2.7.3/Python-2.7.3.tar.bz2
http://twistedmatrix.com/Releases/Twisted/10.2/Twisted-10.2.0.tar.bz2
http://twistedmatrix.com/Releases/Twisted/10.2/Twisted-10.2.0.tar.bz2
http://www.zope.org/Products/ZopeInterface/3.3.0/zope.interface-3.3.0.tar.gz
http://www.zope.org/Products/ZopeInterface/3.3.0/zope.interface-3.3.0.tar.gz

Ao 5 UU YRythptd d
cd /tmp

wget https :// pypi . python . org / packages / source / p/ pycrypto /[ pycrypto -
2.0.1. tar .gz

tar -xvf pycrypto -2.0.1. tar .gz
cd pycrypto -2.0.1

python 2.7 setup .py build

python 2. 7 setup . py install

Koo UUYASHD G d

cd /tmp

wget http :// pkgs . fedoraproject . org / repo / pkgs / python - pyasn 1/ pyasn 1-
0.0.12 a.tar .gz/ab73daleaOacf 4a510b3f 67f 2d5a2b6f / pyasn 1- 0.0.12 a. tar . gz

tar -xvf pyasn 1-0.0.12 a.tar .gQz
cd pyasnl -0.0.12a

python2 .7 setup.py build

python2. 7 setup.py install

md £ 5 ¢ regularasera U d U dfippo U U3} yw ddatuser

userad d kippouser
("Uyhas "6g 6y dises eoseddal UgUfR Ue HzeelU dU e
g eilidat 3Us Kpgo) sy etd Uesg

A2 o UU YKippd) & d

su - Kkippouser

wget http://kippo.googleco de.com/files/kippo - 0.5.tar.gz

tar -xvfkippo -0.5.tar.gz
cd kippo -0.5

AitL 6asoaoad)t300U0s kppoUpBUOWAEOOOdtGdegeg ~J6oaiy
"y hbaldedsaah U Uds Usaliler didpUdesdxaa@0 Uy |
Jstat .sh aUs Udavlid U8§g G U} ¢ U kippy.cfg)( gfdlddg By e i 3
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d U helUsd aild 3U GUd beddetUs:
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https://pypi.python.org/packages/source/p/pycrypto/pycrypto-2.0.1.tar.gz
https://pypi.python.org/packages/source/p/pycrypto/pycrypto-2.0.1.tar.gz
http://pkgs.fedoraproject.org/repo/pkgs/python-pyasn1/pyasn1-0.0.12a.tar.gz/ab73da1ea0acf4a510b3f67f2d5a2b6f/pyasn1-0.0.12a.tar.gz
http://pkgs.fedoraproject.org/repo/pkgs/python-pyasn1/pyasn1-0.0.12a.tar.gz/ab73da1ea0acf4a510b3f67f2d5a2b6f/pyasn1-0.0.12a.tar.gz
http://kippo.googlecode.com/files/kippo-0.5.tar.gz

A2 o UUYAuthtinidUas Us ~jeUsehUUye 30U “Twstddo ddUa
cd /tmp

wget

http://ftp.debian.org/debian/pool/main/a/authbind/authbind_2.1.1.tar.

gz

tar xzf authbind_2.1.1.tar.gz

cd authbind -2.1.1

make

make install
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start . sh

od) ¥ydUa oaUs Us

"1 6 0 d e authbinUd igdeep

"} 6 0 Uvyiwidied f 7 yUés
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touch

chown kippouser

d, y3eiled aUs UsUyaUuad Urs
[/ etc [ authbind / byport /22

chmod 777/ etc / authbind /byport /22
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http://ftp.debian.org/debian/pool/main/a/authbind/authbind_2.1.1.tar.gz
http://ftp.debian.org/debian/pool/main/a/authbind/authbind_2.1.1.tar.gz

root@localhost:~

File Edit View Search Terminal Help

[root@localhost ~]# netstat -antup
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tep 6] c] . . 96:22 0.08.0.0:% LISTEN 14528/python2.7
tcp 6] 0 127.0.0.1:25 0.0.0.0:* LISTEN 1135/master

tcp 1 .96:56961 194.177.211.145:80 CLOSE WAIT 1499/clock-applet

e}
[root@localhost ~]# |}
Aooh2U Wwh, UUd ~eipppUoasi Useée Ue
4.2.2 Glastopf
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